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Hactoawmin AOKyMeHT npedHasHaveH Ans U3ydeHus nporpamMHOro obecneyeHus permcTpaTtopos
aBapumrHbIX cobbitun AYPA, paboTtalowmx nog ynpaefieHMeM OnepaumMoHHOM cucTembl Linux.
OcHoBHOWM nporpaMmmoin, OTBeYarollen 3a BbliNorHeHWE PYHKUUIW pernctpaTtopa B Linux, ssnseTtcs
AuraQt. AnnapaTtHoe obecnedeHne permcTpaTtopoB NOAMNEXUT OTAENTbHOMY U3YYEHMIO.

Hactoswuin [OKyMEHT Hamboree TOYHO COOTBETCTBYET CrieaylLlMM BepcusiM MPOrpaMMHOrO
obecneyeHus:

e AuraQtv1.2.5.x

e AURA Linux 2023-04-17

Ipyrne Bepcun, kak Gonee HoBble, Tak K Gornee crapble, MOryT UMETb OCOBEHHOCTW, He
OTPaXXEHHble B HACTOSILLIEM AOKYMEHTE.

BHUMAHUE!

He npucmynalme k pabome ¢ peaucmpamopom, He u3y4us codepxaHusi 0aHHo20 JoKymeHma. B
c853U C MnocmosiHHoU pabomol o CO8epUEHCMBO8aHUID pPeaucmpamopos 8 po2paMmMHOe
obecrieyeHue Mo2ym bbimb 8HECEHbI USMEHEHUS], He OmpaxEHHbIe 8 Hacmosiwem OOKyMeHme.

1. O6wume cBeaeHus

1.1 HasHayeHue

Peructpatop npegHasHayeH Ansi 3anucy Ha COBCTBEHHbIM OAUCK W MOcrenylwen nepegadn Ha
BbILLECTOSLME YPOBHM OCLMNIIOrPaMm aBapunHbIX NPOLLECCOB B 9HEpProcucTemMax.

1.2 MpnHUKMN paboTbI

Peructpatop ouudpoBbIBaeT UM MNPUHUMAET YXe OunppoBaHHbLIMU MrHOBEHHbIE 3Ha4YeHus
N3MepsiEMbIX aHarnoroBblX BESIMYMH U COCTOSIHUA OUCKPETHbIX curHanos. Pernctpatop npovssoaut
MaTemaTnyeckyto obpaboTky aTux 3Ha4YeHun (Hanpumep, NnpeobpasoBaHue Pypbe AN aHaNoroBbIX
CUrHanoB M aHTMape6e3roBbin QUnbTP A9 ANCKPETHBLIX CUrHaNoB) U CpaBHUBAET MOMy4YMBLUMECA
3Ha4YeHus C 3agaHHbIMK NONb30BaTENEM yCTaBkaMu ANs onpedeneHus pakta Hayana aBapunHoOro
npouecca. [Npu cpabaTbiBaHUM MYCKOBOW YCTaBKUM HA4YMHAETCsl 3anncb aBapumnHoro darna B
dopmate COMTRADE c nHopmaumnen 060 BCcex pernctpupyemblx BenmunHax 3a onpegenéHHoe
BpeMsi 40 u nocrne cpabaTtbiBaHus YCTaBku. 3anncaHHble aBapuiiHble hannbl NPegoCTaBNATCA
nonb3oBaTento And aHanusa npousoweawero cobbitva. [NpeaBapuTenbHbIn  aBTOMATUYECKUN
aHann3 cobbITMa MPOM3BOAMTCS PErncTpaTopoM, ero pesynbTaTbl Takke MNpeaocTaBnalTCS
nonb3oBaTento.

Takke permctpaTtop BbINONHAET pAg CONyTCTBYHOLIMX (OYHKUMA (pacyéT n nepegadvy OEeMCTBYHOLNX
3HAYEHNN U3MEPSIEMbIX BENMUYMH ONS LUenen OMarHoCTUKW, TenemexaHukn u ACYTII, 3anucb
ceTeBOro Tpadmka BO BpeMs aBapuMnHOro npouecca Ans uenen ganbHenwero aHanmsa u 1.n.).

1.3 NMporpammHoe obecneyeHue

MporpammHoe obecneveHne perncTpaTtopa COCTOUT U3:
e onepauunoHHom cuctembl AURA Linux

ncnonHsemon nporpammbl AuraQt

BCMOMOraTebHbIX CKPUNTOB

KOH(UrypauunoHHbIX dpannos

cepTMdmKaToB 1 KItoyen 6es3onacHoCTH

MepBoHayanbHas YycTaHOBKA NpOrpaMMHOro obGecneyveHust perucTpaTopa  OCyLLEeCcTBRsieTcs
nsrotosuTenem. Pernctpatop noctaBnsieTcsl FoTOBbIM K Hanagke.

1.4 YcTpaHeHUe HeJoCcTaTKoB

B cnyyae obHapyxeHus HegoctaTkoB B pabote MO peructpatopa, crnefyet coobwaTtb O HUX
pa3paboTymMky nNo agpecy aura@aura-e.ru, konus ryabtsev@aura-e.ru. B coobuieHun cnegyet
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yKasaTb HoMep peructpartopa, Bepcuto MO, daktnyeckoe nosegeHue MO n xenaemoe noseneHne
MO. >KenaTenbHO MNpPUAOKUTL K COOBLLEHUIO peneBaHTHble dannbl (KOHUrypaumo 1 KypHan
perncrtpartopa, CKpUMHLLOT, ocuunnorpammy u T.n.). MNMpoueaypa NnpyMeHeHns ncnpasneHHon Bepcum
MO onucaHa B n. 3.3.19.

[na onepaTMBHOrO NONy4YeHUs CBEAEHUN O BaXXKHbIX OOHOBNEHUSIX N UCNPABREHUAX cneayeT BHECTU
KOHTaKTHble [aHHble NuL, OTBETCTBEHHbLIX 3a 3KCMflyaTauumio perucrtpatopa, B COOTBETCTBYHOLLUMA
peecTp paspaboTyuMka M noadepkvmBaTb 3TU CBEAEHMS B akTyanbHOM COCTOSIHUW. KOHTakTHble
AaHHble BMECTe C HOMEepoM peructpatopa M Ha3BaHMEM OO0beKkTa ero YCTaHOBKM crnegyeT
HanpaBn4aTb NO agpecy aura@aura-e.ru, konusa ryabtsev@aura-e.ru.

1.5 OTnNNYMA OT NpeXXHNX BEPCUIN permncTpaTopoB

B cpaBHeHuu c peructpatopamu, pabotatrowmmm nog ynpasneHnem OC Windows ¢ nporpammonm
AuraPort, N0 AuraQt nveet cnegytowme OCHOBHbIE OTNNYMS:
e [10O pabGoTaeT nog ynpaeneHMeM onepaumoHHom cuctemol Linux
BMECTO nporpammbl AuraServ 4ns HacTPOWKKN perncrTpartopa ncnonbdyetcs Beb-mHTepdenc
BMECTO napornemn Ncnonb3yrTes UMpoBbie cepTudukaThl
BO3MOXHOCTb MpMEMA W nepejaynm um3MepeHun no npotokony MOK 61850 06es
ncnonb3oBaHna AoNoNHUTENbHbIX Nporpamm AuraMMS n AuraRec
He 3anucbiBaeTca aBapunHbIA dpanna B doopmaTte *.aura (3anuck Toribko COMTRADE)
He ncnonb3dyeTcsa obLwmi goctyn k nankam cpegcrtesammu Windows
He peanuaoBaHa (pyHKUNA "KOHTponb HK®"
He peanusoBaHa yHKUMS cbopa AaHHbIX C YCTPONCTB TernemMexaHnKu
peann3oBaHbl MHOIMe HOBble OYHKLUMK, OTCYTCTBYIOWME B AuraPort

2. TexHNYeCKne xapakTepucTuku

2.1 BbinonHsiemble hyHKUMMN

Peructpatop BbinonHsaeT crieaytowme dyHkumu, npegycMmoTtpeHHble CTO 34.01-4.1-002-2017:

e peructpauusa CUrHanoB aHaNoroBblX BEMWYMH HAMPSKEHUA W CUNbl MEPEMEHHOro U
NMOCTOSIHHOIO TOoKa NYTEM hUKCaLMM MIHOBEHHbIX 3HAYEHUIA U NpeobpasoBaHnd B LMGPOBYHO
dopmy B BUAEe MaccuBa nocrnefoBateribHbiX BbIOOPOK, KBAGHTOBAHHbIX MO YPOBHIO U BPEMEHM
C NepuogoM YCTaHOBEHHOW YacTOThbl AMCKpeTU3aLmm

e pAacYyéT 3Ha4YeHMM aHamnoroBbIX CUrHaNoOB (OEWCTByKOLWME, CpegHue, CUMMETPUYHbIE
COCTaBfsAOWME),  BbINOMHAEMbIN  NOCpPeacTBOM  umcpoBor  o6paboTkM  Maccusa
perncTpmpyemMbix 3Ha4eHUN

e onpegeneHne 4acTtoTbl OCHOBHOW TFapMOHUKA PEermcTpupyembiX 3HaYeHWr CUrHanos
nepemMeHHOro Toka 1 HanpsKeHus

e perncrpaumsi COCTOSAHNA ANCKPETHBIX CUrHanoB

e COXpaHeHMe MaccuMBa 3apPEerucTpMpOBaHHbLIX 3HAYEHWn C HeobxoauMbIMKM - aTpubyTamm
(MeTkn BpeMeHW, HaMMeHOBaHWEe KaHarnoB, KO3(UUMEHTOB TpaHchopmaumm, 4vactoTta
anckpeTtusauun) B opmate IEEE Std C37.111 COMTRADE 2013

e MpefocTaBneHne 3aWmnLLEHHOro yaanéHHoro AocTyna K JaHHbIM perucrparopa

Takke perncTtpatop MOXeT OCYyLWeCTBASATb 3anncCb CEeTEeBOro Tpadmka BO BpeMs  3anucu
ocumnnorpaMmmel. 3anucaHHbli TpaduK coxpaHseTca B dpanne *.pcap n MOXeT 6bITb NPOCMOTPEH U
npoaHanuM3npoBaH COOTBETCTBYKOLWMMM nporpammamu, Hanpumep, Wireshark. HaunHas ¢ AuraQt
v1.2.0.0 B peructpaTtope peanu3oBaHa PyHKUNSA aHanuaatopa Tpaduka, nogpobHee cm. n. 3.7.

2.2 Peanun3soBaHHbIe YCNTIOBUA NyCKa

Tabnuua 2.1
O6o3Ha4eHne Ycnosue nycka
no cakTy LOCTMXKEHUS 3adaHHOro nopora (Bbille HOPMbl W/WUMKM HUXE HOPMbI)
I~, U~ AEVUCTBYIOWMM  3HAYEHMEM OCHOBHOW TapMOHWKM BXOOHOrO MNEPEMEHHOro
aHanoroBoro curHana Toka (la, Ib, Ic, 3lo) unu HanpsixeHus (Ua, Ub, Uc, 3Uo)
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O603HaveHne Ycnosue nycka
I= U= no pakTy AOCTUXKEHMS 3afaHHOro nopora CpegHMM 3HayYeHWeM BXOOHOro
’ NOCTOSIHHOTO TOKa UIN HaNPsPKEHNS
Irms. Urms No ¢hakTy OOCTWXKEHUS 3adaHHOro nopora AEWCTBYHOLIMM 3HA4YEeHMEM BXOOHOro

NOCTOAHHOIO UM nepemMeHHOro Toka Unn HanpAaXeHnd

I1,U1, I2,U2, | no akTy [AOCTMXKEHMSI 3afaHHOro ropora  pacyéTHbiM  3HAYEeHMEM

3Io, 3Uo, COOTBETCTBYIOLLEN CUMMETPUYHOWN COCTaBISAOLLEN
£ no @akTy AOOCTWKEHUS 3aJaHHOro nopora pPacYE€THbIM 3HA4YeHMEeM 4YacToTbl
NnepeMeHHOro Toka Unu HanpskeHus
Expr no akty [OOCTWXKEHWA  3aJaHHOro  nopora  3HavyeHMem  3aJaHHOro

MaTemMaTU4eCcKoro U NormYeckoro BoipaxkeHus (nogpobHee cm. B M. 3.5)

no akTy nepekntioyYeHns BXOO4HOro AMUCKPEeTHOro curHana B cocTtosiHue BKIJI
n/unn OTKIJI

- Mo KoMaHze onepaTtopa (NoKanbHO, HaxaTMeM KHOMKM Ha perucTpartope)

- no KomaHge onepaTopa (yaanéHHo, Yepes Beb-nHTepdenc)

- no KomaHge onepaTtopa (yganéxHHo, no MOK 61850 MMS)

- Nno NoKanbHON ceTn OT apyroro pernctpatopa AYPA

Bce ycnoBus nycka no aHanoroBbIM CUrHanam, 3a UCKIOYEeHUeM nycka no 4YactoTe, NpoBepsATCs
Kaxgble 10 MC Ha MNpPsAMOYrofibHOM OKHe AnuTenbHoCTblo 20 MC. YcnoBue nycka no 4actoTe, BO
n3bexaHme moXHOro cpabaTtbiBaHMS NO NEepexodHbIM 3MEeKTPOMarHUTHbIM Mpoueccam 1 ansd
obecneveHnsi bonblen To4YHOCTK, NpoBepsieTcs Kaxable 200 MC HA aganTMBHOM MPSIMOYTOfIbHOM
OKHe anuTenbHocTbio nopsaka 300 mc.

lMyck no aHanoroBoMy curHany npoucxoguT npu nepexone curHana u3 coctosiHua "Hopma" B
COCTOSIHME "Bbille HOPMbI" UK "HKe HOpMbI". B 3TKX Xe cnyyasax npoucxoguT MOBTOPHbIA NycK /
nNpoAneHve 3anucun aBapuu. OnuTenbHOe HaxoXaeHue curHana B ntobom n3 cocTositHMn Nnbo He
npvMBOOUT K MNPOANEHMIO 3anucu asapum (pexum cpabaTbiBaHWs MYCKOBbIX YCTaBOK "MO
n3meHeHuo"), NM6O NPMBOANT K NPOASIEHUIO 3anMCK aBapun B npegenax BpemMeHn 6roKMpoBkn OT
ANIMTENbHOMo Nycka ANs KaXX4on OTAENbHOM YCTaBKM (pexunm cpabaTtbiBaHNSA MNYCKOBLIX YCTaBOK "MO
cocTtosiHuio"). BosepaT curHana B cocTodHue "HopMa" He MpUBOAUT K Hayany unu NpoLOSmKEHMIO
3anuncu aBapumn, HO MOXeT BbITb co3aHa oTAeNbHas NyckoBasi ycTaBka, HAaCTpoeHHasa cpabaTtbiBaTb
WMEHHO B 3TOM crniyyae (Hanpumep, LM YCTaBKM Ha MNpPEeBbILIEHWE HOPMbI, MOXHO C€O34aTb
AOMNOSNTHUTENBHYO YCTaBKy Ha MOHWXKEHWE, NOPOroBbIMW 3HAYEHUSMU, NOA0OPaHHBIMK Tak, YTOObI
OHa cpabaTtbiBana npu Bo3BpaTe K HOPpMasribHOMY 3HAYEHWIO).

YcnoBus nycka No AUCKPETHbIM CUrHanam npoBEpPSAOTCSA Kaxayr MUNIMCEKyHAy M cpabatbiBatoT
nocne MNOATBEPXAEHWUsI aHTUAPeOe3roBbIM UNLTPOM (eAnHasa ANMTENbHOCTL unbTpa Ans BCEX
AVNCKPETHbIX CWUrHanoB, HacTpavBaemasi npu KOHdurypupoBaHuu). [OUCKpeTHble curHansl,
noctynawowme no npotokony GOOSE, He ob6pabaTbiBaloTca aHTuapebesroBbiM  (pUnbTpoOM
peructpartopa. lNpegnonaraeTcs, 4To BCsi HeobxoamMmas obpaboTka yxe NpoBedeHa Ha CTOPOHe
ncroyHmka GOOSE.

BHMUMAHWE! Kak npaBuno, yctaBkm He cpabaTtbiBalOT Npu nepexoge curHana u3 HeonpeaenéHHoro
coctoaHua B Noboe Apyroe cCOCTOsiHWE, Hanpumep, Npu 3anycke perucrparopa, a Takke npu
nponagaHnun 1 BOCCTAHOBIIEHMUN CBA3M, aXe eCnn 3HadeHue curHana Bo BpeMsi OTCYTCTBUS CBA3U
3HaA4YMMO M3MEHUNOCb. NcKkrnoyeHneM aBnsieTca nNyck "no COCTOSHWMIKD", KOTOpbIN cpabaTtbiBaeT npu
3arpyske perucrtpatopa u 3anycke npouecca AuraQt (HO He nNpM MUHUManNbHOM pecTapTe unu
n3MeHeHun KoHdurypauum). NMpu HeobxoguMoCTW, Ha MponajaHue M BOCCTaHOBIEHWE curHana
MOryT BbITb CO34aHbl OTAENbHbIE YCTaBku (CM. M. 3.5).

2.3 NapameTpbl 3anucu ocuunorpaMmmbl
Tabnuua 2.2

HavmeHoBaHue napameTpa 3HaueHvue

Bpems cpabaTtbiBaHMs NyCKOBbLIX OpraHoB, MC, He Gornee 10
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HanmeHoBaHve napameTtpa 3HayeHne
[nuTeneHOCTb 3anucK JoaBapuinHOro pexnma, ¢ 0..60
OnuTenbHOCTb HENPEPBLIBHOW 3anncu aBapuMmMHOro pexmma, ¢ 0..3600+
OnuTtenbHOCTb 3anucuK NnocrneaBapuiHOro pexmnma, ¢ h
BnokvpoBka oT ANMTENBHOro nycka ecTb
ABTOMaTU4ECKMIN BbIBOA 13 paboTbl (BBOA B paboTy) AnuTenbHO cpaboTaHHbIX ecTh
MyCKOBbIX OpraHoB
CyMmapHas onuTenbHOCTb OAHOBPEMEHHO XPaHUMbIX B 9HEProHE3aBUCMMOMN
y no goopmyne

namMaTu permctpartopa ocuunnorpamm, Ha kaxabele 100 'vb BbigeneHHoM noa (CM. HIDKe)
XpaHeHue namaTu, 4acoB '

npu 256 aHanorosbix, 1024 guckpeTHbix, 1000 'y, dopmat BINARY 40

npu 256 aHanorosbix, 4096 anckpeTHbIx, 2400 Ny, dopmat FLOAT32 10

npu 1024 aHanorosbix, 4096 guckpeTHbix, 4000 Ny, dopmat FLOAT32 1,5

[nnTenbHOCTb 3anucu 0oaBapUNHOIO U aBapUMHOIO PEXMMOB 3afaéTcs NMpU KOHUIypUpOBaHUMN.
Myck npoucxoguT No akTy AOCTUXKEHWS aHanoroBbiM CUrHanom nopora cpabaTbiBaHus WK
M3MEHEeHNs1 OUCKPETHOro curHana. [JlancHerwee HaxoXaeHne curHana 3a noporom cpabaTbiBaHWs
He SIBNSIeTCH OCHOBaHMEM AN MNPOAOIDKEHUSI 3arnvMCu CBEpX YCTaHOBIIEHHOrO BPEMEHWU 3anucu
aBapuiiHoro pexuma. NMocne Bo3eBparta curHana Kk HopmanbHOMY 3HAYEHUIO MYCKOBOW OpraH rotoB K

NOBTOPHOMY cpabaTbiBaHMIO.

YnpouwéHHas popmyna pacyéta MakcumarnbHON ANUTENbHOCTU XpaHUMbIX OCLMNNIOrpaMM:

T=3*10"/(A*N+D/8+8)/F

roe T - cymmapHas gnutenbHOCTb ocuunnorpamm, xpaHnmelix B 100 M'mb guckoson namstu

A - 4ncno aHanoroBbIX KaHanoB

N - pasmep aHanorosoro 3HaueHus (2 ansa opmata BINARY, 4 ona dopmata FLOAT32)

D - yMcno ANCKPETHbIX KaHanoB
F - yactoTa guckpetnsaumm dana COMTRADE

Mpu BKMOYEHWM 3anucu ceTeBoro Tpadpmka pacxodyeTcss AOMONHUTENbHOE MECTO Ha [AMCKe,
NponopuUMoHanbHO hakTudeckomy 0ObLEMY 3anucbiBaemoro Tpadmka, YTO MOXKET MpPUMBECTU K

COKpaLLEeHMI0 CyMMapHOW ANIUTENbHOCTM XPaHUMbIX OCLIMIIIOrpamM.

2.4 Peructpauus aHanoroBbIX BeJIM4YMH

Tabnuuya 2.3
HavnmeHoBaHvne napameTpa 3HauveHune
KonnyectBo aHanoroBbIX KaHaNoB 0..1024
B TOM 4YMCIIE KaHanoB NOCTOSAHHOIO ToKa 0..1024
B TOM YMCIi€ KaHanoB, ouMdpoBbIBaEMbIX BHELLHUM 060pyLOBaHNEM 0..1024
B TOM YMCIEe KaHanoB, oLuMMpoBbIBAEMbIX CAMUM PEMMCTPATOPOM 0..256
[MapameTpbl aHaNOroBbIX KaHanoB OnpeAensioTes
annapaTHo
AGcontoTHasA NOrpeLHOCTb U3MEPEHMUS YacToThl, 'L, He Bonee +0,01
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HanmeHoBaHve napameTpa 3HayeHne

1000, 1200,
2000, 2400,
4000, 4800,
8000, 9600,
12800, 14400,
16000, 19200,
32000, 38400,
64000

YacToTa ONCKpeTusaunn BbI6VIpaeTCF| n3 paaa, My

OumndpoBKka aHanoroBbIx KaHarnoB MOXeET NPOM3BOAUTLCA BHELWHUM obopyaoBaHMEM C nepepaden
Ha perncrtpaTtop no npotokonam MOK 61850-9-2 (ans 60MbWMHCTBA KAHANOB TOKA W HAMpPsSPKEHWUS)
n/unn MOK 61850-8-1 GOOSE (ana MeaneHHo unm peako M3MEHSIOLLMXCS CUTHAroB).

KaHanbHOCTb permctpatopa M BO3MOXHble 3Ha4YeHUs 4acTOTbl AUCKpeTM3auum 3aBUCAT Apyr OT
Apyra, ucrnosnb3yemMon annapaTtHon nnatdopmsbl (B HaCTHOCTU, NPOU3BOAUTENBHOCTU LIEeHTParbHOro
npoueccopa) n ucnonbdyemblx napameTpoB MIK 61850-9-2. KoHKpeTHbIe 3HaYeHUs onpeaensaTcs
npu NPOEKTUPOBAHUM.

2.5 Perucrpauus AUCKPETHbIX CUrHasnoB

Tabnuuya 2.4
HavnmeHoBaHvne napameTpa 3HayeHne
KonnyecTBo OUCKPETHBIX KaHanoB 0..4096
B TOM 4McCrie KaHanos, ouncpoBbiBaeMbIX BHELLHMM 000pyA0OBaHNEM 0..4096
B TOM YMCIie KaHanos, oun{poBbIBAEMbIX CAMUM pPErMCTPaTOPOM 0..1024
MapameTpbl ANCKPETHbBIX KaHaNoB ONPEASNAUOTCH
annapaTHo
3apepxka cpabaTbiBaHUSA OAUCKPETHLIX BXOA0B, MC, He Gonee 1

3agepxka cpabaTbiBaHUA OUCKPETHBLIX BXOAOB AN Lienen pernctpaumm He npesblwaeTt 1 mc. Ecnn
HacCTPOEH HeHyneBoW aHTuapebesroBbli OUNbTP, BO3HUKAET AOMOMNHUTENbHAA 3adepXka nepeq
TakMMn OENCTBUSIMWU KaK NMYCK perncrpatopa v nepefada M3MeHeHus curHana B npotokonax M3K
61850 n MOK 60870-5-104, He BnusALaa Ha 3anncb CUrHamna B ocuuniorpammy (3anucbiBaroTCA
BCE M3MEHEHUS CUrHana, Bkno4yas ero gpebesr, B COOTBETCTBMM C YAaCTOTOM ANCKpeTU3auum).

KaHanbHOCTb permctpatopa M BO3MOXHbl€ 3Ha4YeHWUs 4acTOTbl AUCKpEeTM3auum 3aBUCAT Apyr OT
apyra M ucnonb3yemMon annapatHon nnaTtdopMbl. KOHKpEeTHble 3HadYeHus onpenensalTcsa npu
NPOEKTUPOBAHUM.

2.6 MNpakTnyeckas KaHarbHOCTb perncrparopa

Hwke npuBeneHbl MNpakTUYeCKNEe OrpaHMYeHUs KaHanbHOCTU perncrtpartopa, CBsi3aHHble C
OblcTpogencTBnemM annapaTtHon mnnatopMbl M NPOrpaMMHOro obecrnevyeHusi B KOHKPETHbIX
ycrnoBusax. 3Ha4YeHns1 NpuBeaeHbl OPUEHTUPOBOYHO. 3HaYeHnsa Ans npoueccopos Atom npuBeaeHb!
no sBepcun 6e3 aHanusatopa Tpaduka. 3HavyeHusa gns Core i7 NnpyBedeHbl NO akTyanbHOW BEpCUn.
To4YHblE 3HAYeHMs onpeaenatTcs NPy NPOEKTUPOBaHUN.

Tabnuuya 2.5
KonunyecTtBo 1 napameTpbl perMcTpupyembix CUrHanos Mpoueccop
4096 guckpeTHbIX curHanos B 256 notokax GOOSE no 16 6yneBbix CUrHanos B
K2XX[AOM, C U3MEHEHNEM AMCKPETHbIX CUTHAIOB KaX/oro noToka fo o4Yepeam ¢ Core i7"
yacTtoton 250 nameHeHun B cekyHay (cymmapHo 64000 nameHeHun B cekyHay);
¢ PRP; ¢ 3anuckto Tpaduka n aHanusatopom Tpaduka

! Intel(R) Core(TM) i7-8700T @ 2.40GHz (6 sinep, 64 6uT)
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Konunyectso v napameTpbl pErMCTPMPYEMbIX CUTHANOB

lNpoueccop

1024 ananorosbIx curHanos B 128 notokax SAMPLED VALUES no 8 curHanos
dopmarta INT32 c wactoton oumndposkn 4000 Ny n nepegaden no 1 6noky
AaHHbIX B coobieHnm (9-2 LE); ¢ PRP; ¢ 3anucbto Tpadmka unm aHanms3aTtopom
Tpaduka

Core i7

800 aHanorosbix curHanos B 100 notokax SAMPLED VALUES no 8 curHanos
dopmata INT32 ¢ yactoTtom oumdposku 4000 'y n nepepayen no 1 6Grnoky
OaHHbIX B coobueHmm (9-2 LE) n 3200 anckpeTHbix curHanos B 200 noTtokax
GOOSE no 16 6yneBbix CUrHANoOB B KaXXAOM, C UIBMEHEHNEM OUCKPETHbIX
CUrHanoB Kaxxaoro NoToka no odepeau ¢ yactotor 250 UsMeHeHnn B CEKyHAOY
(cymmapHo 50000 nameHeHu B cekyHay); ¢ PRP; 6e3 3anncu Tpaduka n 6e3
aHanusatopa Tpaduka

Core i7

600 aHanorosbIx curHanos B 75 notokax SAMPLED VALUES no 8 curHanos
dopmata INT32 c yactoton oumndposkn 4000 Ny n nepegaden no 1 6noky
OaHHbIX B coobueHnmn (9-2 LE) n 2400 anckpeTHbix curHanoB B 150 noTtokax
GOOSE no 16 6yneBbIx CUrHamNoOB B KaXA0M, C U3BMEHEHMEM OUCKPETHbIX
CUrHaNoB KaXkQoro NoToka no odepeamn ¢ yactoton 250 N3MeHEHUN B CEKYHOY
(cymmapHo 37500 nameHeHui B cekyHay); ¢ PRP; ¢ 3annceto Tpadumka n
aHanusaTtopom Tpaduka

Core i7

480 ananorosbIx curHanos B 60 notokax SAMPLED VALUES no 8 curHanos
dopmarta INT32 c yactoton oumndpokn 12800 'y n nepegaden no 8 6nokos
AaHHbIX B coobuieHmm (9-2 LE) n 1920 auckpeTHbix curHanos B 120 noTokax
GOOSE no 16 6yneBbix CUTHANoOB B KaXXAOM, C UIBMEHEHNEM OUCKPETHbIX
CUrHaNoOB KaXkQoro NoToka no odepeamn ¢ yactoton 250 N3MEHEHUN B CEKYHOY
(cymmapHo 30000 nameHeHui B cekyHay); ¢ PRP; ¢ 3aanuceto Tpaduka n
aHanusaTtopowm Tpaduka

Core i7

375 ananoroBblx curHanos B 125 notokax SAMPLED VALUES no 3 curHana
dopmata INT32 c yactoTton oumdposkn 4800 'y 1 nepenaden no 2 6noka
OaHHbIX B coobueHmmn (F4800S2I13U0 / F4800S210U3) n 2000 gnCKpeTHbIX
curHanoB B 125 notokax GOOSE no 16 6yneBbiX CUrHANoOB B KaXKA0OM, C
N3MEHEHMEM OUCKPETHLIX CUTHAMNOB KaXX40oro NoToKa No odepeamn ¢ 4acToToM
250 nameHeHun B cekyHay (cymmapHo 31250 nsmeHeHunn B cekyHay); ¢ PRP; ¢
3anncbio Tpaduka n aHannsaTopom Tpaduka

Core i7

270 aHanoroBbix curHanos B 90 notokax SAMPLED VALUES no 3 curHana
dopmarta INT32 ¢ yactoton oumndpokn 14400 Ny n nepenaden no 6 6nokos
AaHHbIX B coobweHmmn (F14400S613U0 / F14400S610U3) 1 1440 ANCKPETHbIX
curHanos B 90 notokax GOOSE no 16 6yneBbIX CUTHANOB B K&X40M, C
N3MEHEHMEM OUCKPETHBIX CUTHAMNOB KaXX40ro NoToka No odepeamn ¢ YacToToM
250 nameHeHumn B cekyHay (cymmapHo 22500 nameHeHun B cekyHay); ¢ PRP; ¢
3anncbio Tpaduka n aHannsaTopom Tpaduka

Core i7

256 aHanoroBbIx curHanos B 256 notokax SAMPLED VALUES no 1 curHany
dopmarta INT32 ¢ wactoton oumdpoekn 4800 'y n nepenaden no 2 6noka
OaHHbIX B coobueHmmn (F4800S211U0 / F4800S210U1) n 1024 guckpeTHbIX
curHanoB B 64 notokax GOOSE no 16 6yneBbIX CUrHANOB B K&X40M, C
N3MEeHeHNEeM ANCKPETHbIX CUTHANOB Ka4oro NoToka no oyepeamn ¢ 4actoTon
250 nameHeHun B cekyHay (cymmapHo 16000 nsmeHeHun B cekyHay); ¢ PRP; ¢
3anucbio Tpadmka nnu aHanm3aTtopom Tpaduka

Core i7

220 aHanorosbix curHanos B 220 notokax SAMPLED VALUES no 1 curHany
dopmata INT32 ¢ yactoton oumdposkn 4800 'y 1 nepenaden no 2 6noka
AaHHbIX B coobweHnmn (F4800S211U0 / F4800S210U1) n 880 guckpeTHbIX
curHanos B 55 notokax GOOSE no 16 6yneBbIx CUrHaNoB B KaXaoMm, C
N3MEHEeHNEeM AMNCKPETHbIX CUrHamNoB KaX4oro notoka no oMepeam ¢ 4acToToM
250 nameHeHumn B cekyHay (cymmapHo 13750 nsmeHeHun B cekyHay); ¢ PRP; ¢
3anucbio Tpaduka n aHannsaTopom Tpaduka

Core i7
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Konunyectso v napameTpbl pErMCTPMPYEMbIX CUTHANOB

lNpoueccop

160 aHanoroBsbix curHanos B 160 notokax SAMPLED VALUES no 1 curHany
dopmarta INT32 c yactoton oundpokn 14400 Ny n nepegaden no 6 6nokos
AaHHbIX B coobieHmmn (F14400S611U0 / F14400S610U1) 1 640 anckpeTHbIX
curnanos B 40 notokax GOOSE no 16 6yneBbIx CUrHanNoB B KaXaoMm, C
N3MeHeHNeM ANCKPETHbIX CUTHANOB Ka4oro NoToka no oyepeam ¢ 4actoTon
250 nameHeHu B cekyHay (cymmapHo 10000 nsmeHeHun B cekyHay); ¢ PRP; ¢
3anucblto Tpadmka unuM aHanmsaTtopom Tpaduka

Core i7

140 aHanoroBbix curHanos B 140 notokax SAMPLED VALUES no 1 curHany
dopmata INT32 ¢ yactoton oumdpoBku 14400 'y, n nepegayen no 6 6rokos
OaHHbIX B coobuweHumn (F14400S611U0 / F14400S610U1) n 640 anckpeTHbIX
curHanos B 35 notokax GOOSE no 16 6yneBbIX CUTHANOB B KaX40M, C
N3MEHEHNEM ANCKPETHbBIX CUTHANOB KaXk4oro NoToka no ovepeam ¢ 4actoTon
250 nameHeHu B cekyHay (cymmapHo 8750 nameHeHun B cekyHay); ¢ PRP; ¢
3anncbio Tpadmka n aHannsaTopom Tpaduka

Core i7

160 aHanorosbix curHanos B 20 notokax SAMPLED VALUES no 8 curHanos
dopmarta INT32 c wactoton oumndpokn 4000 Ny n nepegaden no 1 6noky
OaHHbIX B coobweHum (9-2 LE) n 640 anckpeTHbix curHanor B 40 noTokax
GOOSE no 16 6yneBbIx CUrHaNoOB B KaXA0M, C U3BMEHEHMEM OUCKPETHbIX
CUrHanoB KaXxgoro noToka no odepeau ¢ yactotonm 250 nsMeHeHnn B CEKyHAOY
(cymmapHo 10000 nsmeHeHun B cekyHay); ¢ PRP; ¢ 3anuckio Tpaduka

Atom?

120 aHanoroBbIx curHanos B 15 notokax SAMPLED VALUES no 8 curHanos
dopmarta INT32 c yactoton oumndpokn 12800 Ny n nepegaden no 8 6nokos
OaHHbIX B coobweHum (9-2 LE) n 480 anckpeTHbix curHanor B 30 noTokax
GOOSE no 16 6yneBbIx CUrHamNoOB B KaXA0M, C U3BMEHEHMEM OUCKPETHbIX
CUrHanNoB KaXxgoro NoToka no odepeau ¢ Yactotorm 250 nsMeHeHnn B CEKyHAOY
(cymmapHo 7500 nameHeHnn B cekyHay); ¢ PRP; ¢ 3anucbio Tpadmka

Atom

90 aHanoroBbix curHanos B 30 notokax SAMPLED VALUES no 3 curHana
dopmarta INT32 c wactoton oumdpoekn 4800 'y n nepegaden no 2 6noka
OaHHbIX B coobweHumn (F4800S2I13U0 / F4800S210U3) n 480 guCKpeTHbIX
curHanos B 30 notokax GOOSE no 16 6yneBbIX CUTHANOB B K&XA0M, C
N3MEHEHMEM ONCKPETHbLIX CUrHANOB KaX4oro NoToka no o4yepeaun ¢ 4actoTomn
250 nameHeHun B cekyHay (cymmapHo 7500 nameHeHun B cekyHay); ¢ PRP; ¢
3anncbio Tpaduka

Atom

60 aHanorosbIx curHanos B 20 notokax SAMPLED VALUES no 3 curHana
dopmarta INT32 ¢ yactoton oundpokn 14400 Ny n nepenaden no 6 6nokos
OaHHbIX B coobueHnmn (F14400S613U0 / F14400S610U3) n 320 ancKpeTHbIX
curHanos B 20 notokax GOOSE no 16 6yneBbIX CUTHANOB B K&XO0M, C
N3MEeHeHNEeM ANCKPETHbIX CUTHANOB KaX4oro NoToka no oyepeamn ¢ 4actoTon
250 nameHeHun B cekyHay (cymmapHo 5000 nameHeHunin B cekyHay); ¢ PRP; ¢
3anncbio Tpaduka

Atom

48 aHanoroBbix curHanoB B 48 notokax SAMPLED VALUES no 1 curHany
dopmata INT32 ¢ wactotom oumdposkm 4800 'y n nepepayen no 2 Gnoka
AaHHbIX B coobweHmmn (F4800S211U0 / F4800S210U1) n 256 guckpeTHbIX
curHanos B 16 notokax GOOSE no 16 6yneBbIX CUTHANOB B K&XA0M, C
N3MEHEHMEM OUCKPETHLIX CUTHAMNOB KaXX40ro NoToKa No odepeamn ¢ 4acToToM
250 nameHeHun B cekyHay (cymmapHo 4000 nsmeHeHuin B cekyHay); ¢ PRP; ¢
3anucbio Tpaduka

Atom

256 aHanoroBbix 1 1024 ANCKPEeTHbIX CMrHana B O4HOM GrioKe ConpsiKeHUs
AuraPCI npu oundposke ¢ yactoTtoir® 1000 nnm 1200 My

Atom

2 Intel(R) Atom(TM) CPU E3845 @ 1.91GHz (4 siapa, 64 6uT)
3 B 3aBMCUMOCTU OT MoAenu Grioka ConpsiKeHus
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Konunyectso v napameTpbl pErMCTPMPYEMbIX CUTHANOB Mpoueccop

192 aHanoroBbIx 1 768 ANCKPETHbBIX CUrHanoB B ABYX 6ri0kax ConpsiKeHns
AuraPCI npu oundposke ¢ yactotamm 2400 'y n 1200 Ny, (64 aHanoroBbIX 1
256 guckpeTHbIX Ha YactoTe 2400 Ny nntoc 128 aHanoroBbIX 1 512 OUCKPETHLIX
Ha yactoTe 1200u)

208 aHanoroBbIx 1 832 ANCKPETHbLIX CUrHanoB B criegytolemM COOTHOLLEHNN:
128 aHanoroBbIX U 512 ANCKPETHbBIX CUrHaroB B OAHOM BoKe conpsiXeHus
AuraPCl npu oundposke ¢ yactotoi* 2400 My nntoc 80 aHaNoOrosbIx CUrHanoB
B 10 notokax SAMPLED VALUES no 8 curHanos popmaTta INT32 ¢ yactotom
oumndposkn 4000 'y, n nepegayen no 1 60Ky AaHHbIX B coobweHnmn (9-2 LE) n
320 gnckpeTHbix curHanos B 20 notokax GOOSE no 16 Gynesbix CUrHanoB B
KaXkgoM, C U3BMEHEHNEM ANCKPETHbIX CUTHANoB Ka)k4oro noToka no ovyepeau ¢
yacTtoton 250 nameHeHun B cekyHay (cymmapHo 5000 nsmeHeHun B cekyHay); €
PRP; ¢ 3anucbto Tpadumka; ¢ peCaMniIMHIoOM 1 3anucbio dparna Ha YactoTe
2400 Ny nnm 4000 My,

128 aHanoroBbix 1 1024 ANCKpPEeTHbIX CUrHarNoB B creaytowem COOTHOLUEHNUN:
128 aHanoroBbIx curHanoe B ogHom 6noke conpsbkeHna AuraPCl npu
oundposke ¢ YactoToi® 2400 Ny nntoc 1024 AUCKPeTHbIX curHana B 64 notokax
GOOSE no 16 6yneBbIx CUrHanNoOB B KaXA0M, C U3BMEHEHMEM OUCKPETHbIX
CUrHanoB Kaxxgoro NoToka no odepeau ¢ yactotonm 250 nsMeHeHnn B CEKyHAOY
(cymmapHo 16000 nsmeHeHunn B cekyHay); ¢ PRP; ¢ 3anuckio Tpaduka

Atom

Atom

Atom

2.7 TOTOBHOCTb MO BK/KOYEHUIO NUTAHUSA
Bpemsi roToBHOCTM peructpatopa nocre nogayn nutaHus - He 6onee 30 cekyHa,.

2.8 O6mMeH uHcpopmalmen ¢ gpyrumum cuctemamm

Peructpatop wucnonb3dyet cTaHgapTHein c¢opmat IEEE Std C37.111 COMTRADE 2013 c
AONoSNIHEHUAMM, ycTaHoBneHHbiMu CTO 59012820.29.020.006-2015.

Tabnuua 2.6
HanmeHoBaHne napameTpa 3HayeHue
RFC 5905 SNTPv4,
MpOTOKOMbI CUHXPOHU3ALNN BPEMEHMN NMEA+PPS,

IEEE 1588-2008 PTPv2

MorpewHocTb cnHXpoHu3auum Yacoe PAC ¢ aTanoHom
(npnémuHukom GPS/ITTTIOHACC nnu noacTaHUMOHHBIM 0,5
CepBepPOM TOYHOIO BpeMeHM), Mc, He Bonee

ABTOMaTU4eCckoe BOCCTAHOBNEHNE TOYHOIO BpeEMEHU
(CI/IHXpOHI/I3aL|,I/1$I BpeMEeHN npun HannM4nm BHELLWHEro

CMrHana) npu BOCCTAHOBIIEHWM NUTAHNSA ONEePaTUBHbLIM aa
Tokom PAC nocne nepepbiBa B ero pabote nobon

ANNTENBHOCTU

ABTOMaTM4eCKOEe BOCCTAHOBMEHNE TOYHOTO BPEMEHMU

(CMHXPOHM3aLMA BpEMEHWN) Nocre BOCCTaHOBMNEHMS Aa

CurHana BHelHero NCTo4HMKa CUMHXpOHMU3aumnn

IEEE 802.3 Ethernet

NHTepderic ans ceasm ¢ ACY TTI1 (BuTas napa winnm onTuka)

MO3K 61850-8-1
MpoTokon obmeHa gaHHbiMu ¢ ACY TT1 M3K 60870-5-104

WHTepderc ana nogkrnoyeHna nepeHoCHoro

IEEE 802.3 Ethernet (BuTas napa)
nepcoHarnbHOro KoMnbroTepa

4 B 3aBUCMMOCTU OT MoJenu Groka conpsikeHus
5 B 3aBMCUMOCTU OT MOAENM Grioka ConpsiKeHns
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HanmeHoBaHve napameTpa 3HayeHne

WHTepdelic nogknioyeHnss BHELLHEro HOCUTenNs USB

C MOMOLLIbIO ANCKPETHbIX CUrHarnos,
oo M3K 61850-8-1 GOOSE,
P M3K 61850-8-1 MMS

PeFI/ICTpaLl,I/IFl ONCKPETHbLIX CUrHaNoB OT CTOPOHHUX MI

CUYMTbIBAHNE N N3MEHEHMWE NapaMeTpPOoB
aHaroroBbIX N ANCKPETHbBIX MYCKOBbIX
YCTaBOK, yOanéHHbIN nyck

Mopaepxka pyHKLMM onepaTUBHOIO yrnpasneHus
yctporcteom PAC n3 ACYTT

rno 3anpocy,

MHuummpoBaHue nepegadn gaHHbIX
Hnp beA A aBTOMaTU4eCKn

B Tabnuue Hwke npuBeaeHbl MPOTOKOMbI OOMeHa WHdopmauuen, ucnonb3yemble Ans
B3aMMOAENCTBMS permcrpaTtopa ¢ ApyrMMu cucteMamun. BHyTpeHHMe npoToKonbl B3aUMOAencTBus
MeXay anemMeHTaMu permcrpaTtopa He YNnoMUHaTCS.

Tabnuuya 2.7

MpoTokon MopT HanpasneHue HasHauyeHune

OCHOBHOW NOJib30BaTENbCKUMN

HTTPS TCP 443 cepsep MHTepdeiic peructparopa

onpo6oBaHne napameTpoB

HTTPS TCP 444 cepBep -
Nnonb30BaTernbCKOro nHTepdenca
SNTPv4 UDP 123 OTBETUNK CEPBEP BPEMEHN,
KOHTPOIMNb CUHXPOHM3aLIMM YacoB
SNTPv4 UDP 123 nHUUmMaTop CUHXPOHU3aLNAa YacoB
NMEA+PPS RS-232 npuém CUHXPOHU3aLNAa YacoB
PTPv2 Ethernet BEOOMbIN CUHXPOHM3aLNsa YacoB
M3K 60870-5-104 TCP 2404 cepsep nepegada TeKyLnx naMepeHum
nepegaya TekyLmnx namepeHui
MO3K 61850-8-1 MMS TCP 102 cepBsep N 3anncaHHbIX Oanos;
nyck permcrpaTtopa
3aWmMWEHHas nepegaya TeKyLnx
M3K 61850-8-1 MMS TCP 3782 cepaep N3MEPEHMUI 1 3anucaHHbIX halnoB.;
OrpaHMYeHHOE N3MEHEeHne
napameTpoB; NyCcK permctpatopa
M3K 61850-8-1 MMS TCP 102 KIMEHT COOP ANCKPETHBIX M PEAKO
MEHSIIOLLMXCS aHANOroBbIX CUrHanoB
3alMLWEHHBIN cOOpP ANCKPETHBIX U
M3K 61850-8-1 MMS TCP 3782 KINEHT pPeaKo MEHSIOLLINXCA aHanoroBbIX
cuUrHanos
M3K 61850-8-1 GOOSE | Ethernet NpMEM MPMEM ANCKPETHBIX W PEAKO

MEeHAKLNXCA aHanoroBbix cCMrHarnos

nepefada OUCKPETHbLIX U peako

M3K 61850-8-1 GOOSE Ethernet nepegava
MEHSIOLLMXCS aHanoroBbiX CUrHanoB

l'IpVIéM NOCTOAHHO MEHALLNXCA

M3K 61850-9-2 SV Ethernet Npuém
aHanoroBbIX U ANUCKPETHbIX CUrHanoB
TCP 21 .

FTP(S) TCP * KITMEHT nepegada 3anMcaHHbIX pannos
SFTP TCP 22 KNUeHT nepegaya 3anucaHHbIxX annos

IDMEM nycK no ceTu, COBMECTUMbIN C
AuraUDP UDP 8090 P npeabigyLwmmM rnoKkoneHnem

nepegava

pernctpaTtopoB AYPA

AuraMaster TCP 8091 cepsep nepegada TeKyLnx n3aMepeHui
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3HaueHus B ctonbue "lMopT" cnegyet noHMMaTh cnegyowmnm obpasom:

Tabnuua 2.8
MopT Paclundposka

RS-232 dumamyeckun nocregoBatenbHbli NOPT RS-232, 3KCKNHO3NBHO

3a4eNCTBOBAHHbIN NOA yKa3aHHbIA NPOTOKON

agpecyemble coobuwenns nosepx MAC unm MAC+VLAN ypoBHs nopTa
Ethernet

Ethernet, 6e3 ucnonb3osaHus cteka TCP/IP

agpecyemble coeanHeHunsa TCP/IP nosepx MAC yposHs nopTa Ethernet, 6e3
TCP nnn ncnons3oBaHus VLAN; 3Bésgoyka B none Homepa TCP-nopTa o3Ha4yaeT, 4to

OH BblBMpaeTca B npouecce paboTbl AMHAMUYECKU, COrMacHO UCMOMb3yeMoro

NPOTOKOMa 1 HAaCTPOEK B3aMMOOENCTBYOLLNX CTOPOH

agpecyemble coobweHus UDP/IP nosepx MAC yposHs nopTta Ethernet, 6e3
UDP nnn

ncnone3sosaHua VLAN

3HaueHus B ctonbue "HanpasneHue" cnegyeTt NnoHMMaTh criegyowmm obpasom:

Tabnuua 2.9
HanpasneHue Pacwuundposka
KITMEHT no MHMUnaTUBE perncTpaTopa ycraHaBnmBaeTCca AByHanpaBneHHoe
coeaiHeHne, KOTOpoe 3aTeM UCMOoSb3yeTCs COrfacHO HasHa4YeHus
cepBe Nno MHULWATUBE BHELLHEN CUCTEMbI YCTaHABNMBAETCH ABYyHanpaBreHHoe
peep coeaiHeHne, KOTOPOoe 3aTeM UCMOSb3yeTCs COrfacHO HasHa4YeHus
nHUUmMaTop perncTpaTop nocbifnaeT 3anpoc BHELHEN CUCTEME U OXuaaeT oTBeT
OTBETYUK BHELUHSS CMCTEMa NocbiNaeT 3anpoc permcTpaTtopy 1 oxugaeT oTBeT
e BHELUHSASA cMCTeMa NocbinaeT AaHHble pernctTpaTopy 1 He OXXuaaeT OTBeTa;
BHELLHAS CMCTEMa OTBEYaET Ha YTOUYHAOLWME 3anpockl peructpatopa
nepegaya perncTpaTop nocbinaeT AaHHble BHELLHEN CUCTEME N HE OXMAaEeT oTBeTa
npuém BHELLHASA CMCTEMA NOCKIIaeT faHHbIE perucTpaTtopy 1 He OXnaaeT oTeeTa

2.9 UHdpopmaumoHHasa 6e3onacHOCTb

Peructpatop sawuiiaeTt cogepallyoca B HEM MHOpMaLMIO OT HECAHKLMOHUPOBAHHOIO JOCTYyNa.
PasrpaHudeHne goctyna peann3oBaHo Ha OCHOBE LINPOBbLIX cepTUdMKATOB Nofb3oBaTenen.

Pernctpatop Takke WuWMeeT He3alWMULEHHbIE W MUHMMANbHO 3alUULLIEHHbLIE UHTEpPdEeNchl
B3aMMOLENCTBUA C APYrMMU UHPOPMALMOHHO-BbIYNCAUTENBbHBIMU YCTPOUCTBAMM U CUCTEMAMMU, HE
CMOCOBHBbIMM K 3alUMLLEHHOMY B3aumogenctsumio. Bce Takume wuHTepdencbl BKAYAKOTCA U
OTKIIHOYAKTCA MHAMBUAYAINbHO U NepeyvuncrieHsl B . 2.8.

2.10 CamogmarHocTuka

Perncrpartop BbINOMHAET CaMOAMarHOCTUKY NpW BKIKOYEHWM, nepesarpyske, CMeHe KOHurypaumm u
HopmarnbHon paboTe. B cnyyae obBHapyXeHNa HeMCnpaBHOCTU BHOCUTCS COOTBETCTBYIOLLASA 3amnUCh
B JXypHan perucrpatopa M B3BOAUTCHA CUrHam "HeucnpaBHOCTL" B MHTepdencax perucrpaTopa
(cbmanyeckom moayne nHaukaumm, seb-nHtepderice, MOK 61850, MOK 60870-5-104).

B xoge paboThbl perncrpatopa NpOM3BOAUTCHA MOCTOsIHHAs MpoBepKa MOCTYMMEHUs nognexalimx
perncTpaumm AaHHbiX. PakTbl Nponycka Mnv npekpaweHnsa NoCTynfeHus AaHHbIX OTMevalTcs B
XypHane, cTaTucTuke n/vnv B3BeAeHMeM curHana "HemcnpaBHOCTL".

Ecnn ckoHurypmpoBaHbl MCTOYHUKM CUHXPOHU3aumn Bpemenn (npnémuuk GPS/TTIOHACC w/vinu
cepepa NTP), B xoae paboTbl permctpatopa npomM3BoauTCA NOCTOSIHHAsi NPOBEpPKa UX COCTOSHUS.
3anvcy 06 U3MeHeHUM UX COCTOSIHUSA BHOCATCHA B XXypHan peructpaTtopa. B cnydae notepu Bcex
MCTOYHUKOB CMHXPOHU3aLUn B3BOAUTCHA CUrHanN "HenmcnpaBHOCTL".
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B xome paboTbl peructpatopa annapatypa Grioka COMpshKeHWUst Uiy Mopyns uHaukauum Benét
[MarHoCcTnky paboTocnocobHOCTM MporpaMMHON YacTu peructpatopa. Ecnv nporpammHas yactb
npekpaTuna B3aumMoaencTene, B3BOAUTCS CUrHanN "HeMcnpaBHOCTL" M UHUMLMMPYETCS Nepesarpyska
perucrparopa.

B cnyyae oGHapyxeHusi noTeHumanbHbIX Npobnem, 3acnyxmBatLmMx BHUMaHUA onepaTtopa, HO He
NPMBOOALWMX K HemedsNleHHoW HepaboTocnocobHOCTM  perncTpatopa, B3BOAUTCA  cuUrHan
"npegynpexgeHune”, oocTynHbli B Beb-nHTEpderice n npotokone M3K 61850.

EMKocTb XypHana peructpaTtopa cocTasnseT Ao 40 MubB. XXypHan xpaHuTcs B Buae Habopa
TEKCTOBLIX (hannos, 4O 9 3anofiHeHHbIX hannoB o6bEMOM 4 Mub kaxabii NAC OOWMH TEKYLLMIA
dann obbémom go 4 Mub. XKypHan goctyneH yepes BeG-uHTepdenc n aBTomaTUYECKN KONUMpyeTest
Ha nogkniovaembln USB donaw-Hakonutens (cm. nn. 3.3.25 u 3.8). lNpu nepenonHeHnn xypHana
Hambonee ctapbiv hann ygansercs.

2.11 ®dyHkumu NO

MporpammHoe obecneveHne perncTpaTopa BbIMOMHAET cnegyowme yHKUUK, NpegyCcMOTPEHHbIE
CTO 34.01-4.1-002-2017:

e ayTeHTUdUKaUKUA nonb3oBaTenemn

e pasrpaHuyeHue npas 1 NOMHOMOYUI JOCTYNa Nonb3oBaTenemn

e KOHGUrypmpoBaHue 1 3agaHne napameTpoB YCTaBOK

e HenpepbIBHbIN KOHTPOSIb MCMAPaBHOCTW YCTponcTBa C (POPMUMPOBAHWEM BM3yanbHOro W
ANCKPETHOro curHana npu BoigBAeHUN HencnpasHOCTH (CM. n. 2.10)
CUYMTbIBAHNE/KONMPOBAHNE AaHHbIX aBaPUIMHbIX COObITUIA HA BHELLHEE YCTPOUCTBO
e 3amelleHune Hambonee yctapeBLluMX AaHHbIX PAC HOBbIMK 3anncsiMmu
e BedeHMe KypHara coOblTMA B SHEProHe3aBUCMMOM NamaATm  ©0e3  BO3MOXHOCTU

pefakTMpoBaHMs Nonb3oBaTeneM ¢ 3aMeLleHnem Hanbonee yctapeBLUnX COObITUIA HOBbIMU
e aBTOMaTU4eckoe hopMUPOBaHNE TEKCTOBOro OTYETa 06 aBapuUHOM COBObITUM

3. Acnonb3oBaHue

3.1 O6wme cBegeHus

Mpn BKNOYEHUN pernctpaTopa MPoOU3BOAMTCA 3arpyska onepalMoHHOM cuctembl Linux u 3anyck B
Ka4yecTBEe CUCTEMHOWN CNnyxbbl OCHOBHOMW Mporpammbl peructpatopa, AuraQt. MNMporpamma AuraQt
BbINOSIHAET BCE OCHOBHble (PYHKUMM perncrpatopa v npegocTtaBnseT AOCTyn Monb3oBaTensam u
Hanag4ymkam vyepes 3awmiénHbln Beb-untepdenc (HTTPS, nopt 443).

Mporpamma AuraQt 3awuuleHa oT HeCaHKLUMOHNMPOBAHHOIO KONMPOBaHUA. 3alumta ocyLLecTBnaeTcs
NPUBA3KOW MPOrpaMmbl K CEPUNHOMY HOMEpPY XKECTKOro AmMcka unmn drawwl Hakonutens. Npu 3anycke
nporpamMMbl KaXabl N3 HaKoNUTenen naeHTUMUUNPYeTCa yHUKanbHbeIM KogomM. Cnmcok AonycTUMbIX
KOOOB HakonuTenen v conyTcTBylowas MHopMaums yKasblBalOTCSA B MNOAMUCAHHOM 3M1EKTPOHHOM
undpoBon noanucbio darnne nuueHsuu. bes noaxogsawen nuUeHsun nporpaMmma 3anyckaetca B
Aemo-pexume (nonHasa PyHKLMOHaNbHOCTb Ha 1 Yac, 3aTemM orpaHnyeHHast yHKLUOHANbHOCTb).

3.2 NepBoHayanbHaAa Hanagka U BBoA B KCnsyaTauuto

lMepBoOHavanbHasa Hanagka permcrpatopa MOXET COCTOATb U3 MEPEYUCIEHHbIX HMXE OCHOBHbIX
aTanoB. [MopaaoK BbIMOMHEHNS 3TANoB MOXET OTNiMYaTbCS.

e YcTaHoBKa onepaumoHHon cuctembl 1 MO pernctpatopa ¢ yCTaHOBOYHOIO HOCUTENS - CM. M.
3.16. [Ns1 HOBbIX perncTpaTopoB YCTaHOBKA BLINOMHAETCA U3rOTOBUTENEM MNepeq OTrpy3Kom
¢ 3aBoga. OHa Takke MOXeT BbINOMHATLCA Ha MeCcTe NPy PEMOHTaX, CBA3AHHbLIX C 3aMEHON
AncKa 1 T.n.

e OG6HOBNeHne nuueHsnn peructpatopa - cm. n. 3.3.20.6. [ns HOBbIX PeErncTpaTtopos
BbIMNOMHAETCSA W3roToBUTENEM nepen OoTrpy3kon ¢ 3aBoda. MoxeT notpeboBatbca npu
PEMOHTaXx, CBSA3aHHbIX C 3aMEHON Aucka v T.1.
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e HacTtponka napameTpoB nokanbHOM cetn - cMm. n. 3.3 n, B 4vactHoctn, 3.3.21. Hosbinn
pernctpatop noctaensetrca ¢ |P-agpecamn 192.168.n.99, roe n 3TO HOMEpP CETEBOrO
nHTepgenca, HaumHas ¢ 0. OTu agpeca cnefyeT 3aMeHUTb Ha pearnbHble, BblaHHbIE
aAMUHUCTPATOPOM NMH(POPMaLMOHHON CETMU.

e Hactpoika napameTpoB goctyna - cM. n. 4, a Takke 3.3 n, B yactHoctn, 3.3.22. HoBbI
perncTpaTop MNOCTaBnsSeTCA C KOMMMEKTOM Kroyen n cepTudukaTtoB OT MPOU3BOAUTENS.
lMocTaBnsieMbln npousBoguTenem cepTudukat pernctpatopa BbinucaH Ha IP-agpeca
192.168.n.99 n pomkeH OblTb 3aMeHEH Ha cepTudmkat € pearnbHbIMW agpecamMu.
lNocTaBnsieMbli NPOU3BOANTESNIEM CEKPETHbLIN KIOY permcTpaTopa n3BecteH Npon3BoanTesto
M B 3aBUCUMOCTM OT MONUTMKM ©GEe30MacHOCTM OpraHusaumm AOSKeH OblTb 3aMeHEH.
lMocTaBnsieMbIn NPOM3BOAMTENEM CMUCOK LOBEPEHHbIX CEPTUPUKATOB BKIOYAET KOPHEBbIE
cepTuduKaTbl NPOU3BOAMTENS U B 3aBMCMMOCTU OT MOMUTUKM 6e30nacHOCTN opraHusauum
aomkeH 6biTb 3ameHéH. BHUMMAHWE! BbinonHeHne 3TOro nyHKTa MOXET NUWNTb
cneumnanucToB npousBoauTens AOoCTyna K perucrtpatopy. BbinonHanTe 3TOT MNYHKT noAa
pyKoBOACTBOM oduLiepa 6e30nacHOCTU NpeanpusTus.

e HacTpoika napameTpoB OCHOBHbIX (QYHKUMIW perncrpatopa - cm. M. 3.3 1, B 4YaCTHOCTW,
3.3.15. Kak npaBwno, HacTpomka W KanubpoBKa aHanoroBblX KaHanoOB BbINOSHAETCA
n3rotoBuUTENEM nepea OTrpy3kon ¢ 3aBofa. [uckpeTHble kaHasnbl, kaHanbl MOK 61850 u
OOMbLUNMHCTBO NPOYMX NapameTpoB HacTpanBalTcs "no mecrty”.

e [lpoBepka caenaHHbIX HacTpoek U paboTbl perncrpatopa, BKIYas nogady CUrHamnos u
NPOCMOTP cAenaHHbIX perucTpaTopom 3anucen.

o CoxpaHeHue pesepBHOW KOnNuM koHdUrypauum permcrpatopa - cm. n. 3.3.16 vnm n. 3.8. B
NepBOM Crlydae COXPaHsATCA TONMbKO OCHOBHAsi KOHMUrypauusa permcrpatopa, BO BTOPOM -
TaKkke COXpaHAaTca ann NUUeHsMM W napameTpbl AocTyna K peructpatopy (Kpome
CEKPEeTHOrO Krto4a).

e Peructpaums Ha canTe npomsBoOAUTENA ANA MOMAYyYEHUS TEeXHUYECKOW NOoJOEepPXKKM,
0BGHOBMNEHMI NPOrPaMMHOro obecneveHmns N BaXKHbIX MHPOPMAaLMOHHbBIX PaCCbISIOK.

3.3 Pabota c Be6-nmHTepdhencom

[na paboTbl ¢ BeG-uHTEpdencom Tpebyetcs 6paysep Internet Explorer 11 (YacTtnyHas nogaepxka),
Edge, Chrome, Firefox vnn aHanornyHbln nog ynpasneHnem onepaunoHHon cuctembl Windows
(Bepcumn 7 unu Hosee), Linux wunu aHanorumyHon. CTapble onepauuoHHble cUcTembl U Bpaysepsbl
(Windows XP, ctapble Bepcun Internet Explorer) He nopaepxmBaloTca M3-3a OTCYTCTBUS B HUX
HaO&XHOoW KpunTtorpadun, Tpebyemon Ans yCTaHOBNEHUS COEAUHEHUSA C PErMCTpaTopoM, a Takke
M3-3a OKOHYaHUA MX CpoKa MNOOAEPXKKW, YTO AenaeT WX yA3BMMbIMW AN BPEeOOHOCHOro
nporpaMMHOro obecneyeHns N xakepcknx aTak.

[nsa paboTbl ¢ Be6-nHTEPdENCOM CneayeT yCTaHOBUTL Ha pabovyem MecTe onepaTtopa ero MMeHHOM
ceptudumkat 6esonacHoctn. MNMogpobHee o npouecce ycTtaHoBkM cm. n. 4.5. [Ana nHdopmauun o
ceptucpmkatax GesonacHoctn Boobule cm. pasgen 4. lNocne Toro, Kak cepTumkaT yCTaHOBIIEH,
MOXHO HaumHaTb paboTy c peructpaTopom. [Ana 3TOoro B agpecHow cTtpoke Opaysepa cneayet
HabpaTb https://IP_agpec_wnu_wuMms_perucTpaTopa W, B OTBET Ha npurnaweHue, BblibpaTb u3
CMMCKa YCTaHOBMNEHHbIX HYXHbIN NoNb3oBaTenbCkuin ceptudmkar. Ecnu BBOAMTL MMA mnn agpec
pernctpatopa 6e3 ykasaHua "https://", goctyn Kk Be6-nHTepdenicy npegocrasneH He byaeT.

MpumepHbIN BMA NEepBON CTpaHuubl Beb-uHTepdpenca, oTobpakaemMon nocne obpalleHns K
peructpatopy (ctpaHuua "CocTtosiHue") npuBedEéH Ha PUCYHKE HWkKe. OTa CTpaHuua, a Takke
cTpaHuupbl "MiHgukaTtopbl", "Bpems", "AHanorosbie", "OuckpeTHble", "MIK 60870-5-104", "OT4éThI
OMIT" n "Ocuunnorpammbl”, NpeaoCTaBNSAOLWNE AAHHbIE K U3MEPSIEMbIM 3HAYEHUAM B TOM UMK
WHOM BMAE, [OOCTYMHbl BCEM MOMb30BaTENSAM, WMEKLWMM OEACTBUTENbHLIN  cepTudmkart
COOTBETCTBYIOLLErO YOOCTOBEPSIOLLETNO LIEHTPa.
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OCLMNN Orp aMHEl Bepous MO perucTpaTopa 0.15.1.3-g4805f7¢
KoHdmrypauma Nuuesizwa MO perwcrpatopa CpoYsas no 2022-12-31

Bpess 3anuod 0.1 cek. go + 8 cex. nocne

« MWcropus vEmMesieain [MCKOBOE NPOCTPAHCTED csobonHo 6.060 Uz 31.371 MuE

o Bq:mn‘;'um neqami OnepatveHaA naMAT: sobogHo 1.077 ws 2.920 Mub

= Ochipriaditt penakrap 3arpy3xa npousccopa 2 NpousHTos

¥npasnetme Bpems HenpepesHoi paSoTsl 0.000 gHel

: :Em:: mm CaMoamarHocTHka Gnok conp. CBAIE
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CoCTORHWE MHOMKATOPOS 2000000

MNonb3oBatenam, wumewwum B cepTudukare ponb "lMonb3oBatens AYPA"  gocTynHbl
AononHuTenbHble  (OYHKUMK, CBA3aHHbIE C OMArHOCTUKOM W  obcnyXuBaHMem perucrpartopa:
NPOCMOTP KOHUrypaumm 6e3 BO3MOXHOCTU CoxpaHeHusi (cTpanuubl "KoHdwurypaums", "Uctopus
nameHeHun" un "Bepcusa ans nevatn”, npsimble CCbINIKM HA KOHUrypauuo permctpaTtopa, Hanpmvep
nonyyeHue KoHdpurypauum ons e€ pepaktnposaHust no ccblike "OddonanH pegakrop"), "KypHan
pernctpatopa”, dyHkuna "Tyck" B npaBoMm BepxHeM yriy, yHkumm "Tect mHamkaumn" n "C6poc
nHaMKauumn" Ha cTpaHuue "ngukatopbl”, hyHkums "YctaHoBuTb BpeM4 ¢ K" Ha cTpaHuue "Bpems”.

Monb3oBaTtensam, umerowmMm B cepTudukate ponb "Hanagumk AYPA", cTaHOBWUTCA [OCTYMNHa
OYHKUMA CcOXpaHEHUA KOHurypauum n dyHKUMM Ha cTpaHuue "[ononHUTENbHO": BKMAOYEHUE U
OTKITIOYEHUNE pexmMa cumynsaumm, ooHoerneHme N0, obHoBneHne darna nMueH3uu.

lMonb3oBaTtensam, umerowm B ceptudukaTe pornb "AamuHuctpatop AYPA" OOCTYNHbI PyHKUMK
CeTeBOro agMMHUCTPUPOBaHMs, 6€30NacHOCTM U paccreaoBaHMs MHUMOEHTOB, @ MMEHHO CTpaHuUbI
"YnpaBneHue ceTbio" "YnpasneHue goctynom", "CuctemHble xypHanb!" n ">KypHan permucrpartopa”.

Hanu4une ponu He Oaét goctyna K PyHKUMAM, 3aBUCALLMM OT APYron ponu, HO COBMELLLEHNE pasHbIX
ponen B OQHOM cepTudukate ponyckaetca. Hanpumep, ponb "Hanaguvk AYPA" o06bl4HO
Ha3Ha4yaeTcH TOMbKO B AONonHeHue k ponu "MNonb3oBatens AYPA", HO He cama no cebe.

3.3.1 BnuaHne npoKcn M aHTUBUPYCHBLIX NPOrpamMmm

[Mpokcu-cepBepbl U aHTUBMPYCHbIE MpOrpaMMbl MOTFYT BMELLUMBATbCA B MpsSiMOe B3aumMogencrsue
mexay Gpay3epom 1 permctpatopoM, paspbiBasi npsiMoe TLS-coeguHeHre Mexay HUMK U 3aMeHsAst
€ro Ha gBa OTAenbHbIX COeAMHEHUS, MeXAy KOTOPbIMU HaxXOAWUTCA NPOKCU / aHTUBMPYC. ITO He
Bceraa paboTaeT KOPPEKTHO, OCOBEHHO C KIAMEHTCKUMU uupoBbIMKM  cepTudmkatamm Ha
annapatHbix HocuTensax. Npu pabote c peructpatopamm AYPA pekomeHOyeTCcss BHOCUTb UX B
NCKMNIOYEHUA NPOKCU / aHTMBMpYyca AONA paspelleHns coefuHeHus Opaysepa C permctpatopom
Hanpsamyto. Hanpumep, B Kaspersky Internet Security ato genaetcs Tak (CAfoOWHOW NUHUEN
o6BeaeHbl TpebyeMble OENCTBUSA; MYHKTUPHOW NHMENn obBeAdeHbl anbTepHaTUBHbIE OENCTBUSA Ha
BPEMSs 4YacTOM CMeHbl afpecoB - HanpuMmep, Hanagku):
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@ Kaspersky Internet Security

Q)

o

Bawa zawmta akTMBHA

MoapobHes

e —
/—\ e

Mpoeepka OBHoeneHne Baz BezonacHele naatexm
3awmra NpUBaTHOCTH 3awmra geteid My Kaspersky

Apyrve pewenwa My Kaspersky  Nuuensna: 49 gred ocranocs

@ Kaspersky Internet Security

¢ Hacrpoiika
3awmTa

OBwme

¥rpozb! U UCKAKYEHKMA
OTueTbl M KapaHTWH
WHTepdeic

YnpaeneHwe HacTpolkamMmn

NononHuTtensHo

I'IpoBepKa 3alMLEHHbIX coeAWHEHWA

Ha HEKOTOPDbIX CalTax NPOESPKA F3UWMLLIEHHEIX COE,ﬂ,MHEHMﬁ He BEINONHAETCA Aaxe

nNocne YCTaHOBKW cepTuduKkaTa "J'IaﬁoEElTopMH Kacnepckoro”.
-_ s — —

' Q HEEOEEPHTI: 38£U.|,EHHI:IE CﬂMHEHHH -

@ "pOBEpﬂTb JalMWEHHEIE COSAMHEHWMA NO 2anNpoCy KOMNOHEHTOE 2aWMTEI @

O Bceraa NPCeESpATE 2aWWWLEHHBIE COSAWMHEHKMA

MokazaTe cepTudmrKaThl

B Cnydyae BOSHUMKHOBEHWA OLIKBKKM npy NpoBEpKe 3allMILEHHONO COSgqUHEHMAL

| Chpawxeate v ‘

[omMeHbl ¢ OWWBKAMK NPOBEPKX

@OBEDEHHHE MPE(B

[oBepeHHble NporpamMmMel

@ EnokwpoeaTe coeaMHEHWA No npoTokony 551 2.0 (pexomenayeTca)
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e MpoBepra 3ALUMLLEHHER € oeIpHeHII - O x

JoBepeHHble aapeca G Q ®

DYHKLWMOHANEHOCTE CNEQYHILWLMX KOMMOHEHTOE NPOTrPamMiel MOoxKeT GbiTs
orpaHuyeHa: bezonacHele nnatexu, Npoeepka coelnok, PoauTensckui
KOHTPOAL, 3awmTa oT cOopa AaHHbix, Beb-Antueupyc, AuTu-banHep,
MouTtoeklfi AHTHEMPYC M AHTW-Cnam.

f ER T ¥ Yapanate

NomeHHoe uma CraTtyc

192.168.1.242 @ Axtueno
aura @O Axueno
192.168.0.113 @ Axtueno

OTmeHa

3.3.2 O6palueHue K peructpaTopy no agpecy, He ykasaHHOMY B ero ceptudukare

CepTudmkat permctpaTopa CoaepXXUT CNUCOK aapecoB, KOTOPbIM OH COOTBETCTBYeT. B 3aBoackom
nocrtaBke 3TO MOryT OblTb AOMEHHble agpeca "aura", "aura-1234", IP-agpeca "192.168.0.99",
"192.168.1.99" n 1.4.

[lomeHHble agpeca perncrpartopa, kak npaBuno, HE MEHSITCH, HO TpebyloT BHECEHMS 3anucen B
dann hosts Ha kaxgom paboyem MecTe, C KOTOPOro Beg€Tca obpalleHne K perncrpaTopy, unm B
KoprnopaTtmeHbin DNS-cepBep. |IP-agpeca o6bIMHO MEHSAITCS B MPOLIECCE HACTPOMKM M MHOTAA B
npouecce aKcnnyaTauum perucrtpartopa.

MoaknioyeHne K peructpatopy MO agpecy, He yKasaHHOMYy B ero cepTudukate, npvBoauT K
npegynpexaeHuio 6paysepa, KoTopoe HeoOXOAMMO MNPOKMMKaTb Kak MokasaHo Hwke. [Ans
npekpawleHMss nokasa a3Toro npeaynpexaeHust peKkoMeHOyeTcs YCTaHOBUTb  OBHOBNEHHbLIN
cepTudpmkat peructpatopa nocrne 3aBeplleHns HacTpouku |IP-agpecoB. [1po BbINyCK U
ncnonb3oBaHne ceptudurkaTtoB cM. pasgen 4. AnbTepHaTMBHO, HOBbIN CEPTUMUKAT MOXET ObiTb
npegocTaBneH NpoM3BoguTeENemM pernctpartopa.
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Onbra HapylleHua koHuAeHLMa X

< C A Hesawnweno | hips//192.168,1,198 2 % » 0@

A

MoakntoueHWe He 3allnLLLEeHO

3N0YMBIWAEHHWKA MOMYT NBITATECA NOXNATWTE BAWW JaHHElE ¢ cadta 192.168.1.198
{HanpyMep, NapoAK, COOBLWEHWA WAK HOMEPRa BAHKOBCKWK KapT). [NojpobHee...

MET:ERR_CERT_COMMOM_MNAKE_TMNWALID

Q Y1obel Bpaysep Chrome cTan MakcMManeHo Be3anacHblM, BKAKUWMTE RENAN
"SayUleHHaa 2awmTa’.

AonoAHKTENEHEIE ‘ J BepHyTECA K Be3onacHoW CTRaHuue
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A

MoakntoueHWe He 3allnLLLEeHO

3N0YMBIWAEHHWKA MOMYT NBITATECA NOXNATWTE BAWW JaHHElE ¢ cadta 192.168.1.198
{HanpyMep, NapoAK, COOBLWEHWA WAK HOMEPRa BAHKOBCKWK KapT). [NojpobHee...

MET:ERR_CERT_COMMOM_MNAKE_TMNWALID

Q Y1obel Bpaysep Chrome cTan MakcMManeHo Be3anacHblM, BKAKUWMTE RENAN
"SayUleHHaa 2awmTa’.

CKpEITE NoAPOBHOCTH BepHyTECA K Be3onacHoW CTRaHuue

He yaanock NOATEEPAWTE, UTo 370 cepeep 192.168.1.198. Ero cepTdrkar BesonacH oty
OTHOCKTCA K aura, BosMoxHO, CEpBER HACTPOEH HENPABKABHO WAKW KTO-TO NBITAETCA
NEPEXBATWTE BALIW 4aHHEIE.

‘ MNepeT Ha calT 192.168.1.198 (HeBezonacHo) }

3.3.3 CmeHa nonb3oBartens

[na goctyna K perncrpaTtopy pekoMeHayeTcs UCnonb3oBaTb Gpaysep, paboTaloLmii nod NMYHON
YYETHOW 3anncbio Mornb3oBaTens onepalmoHHON cucTeMbl paboyero KomnbioTepa. B atom crniyyae,
rnocrne BXo[a B OMNepaLMOHHYH CUCTEMy paboyero KoMMbioTepa, HOBbIM MoOMnb3oBaTernb 3anyckaeT
Bpaysep v NoaKMoYaeTcs K peructpaTopy kak o6bl4HO, C 3anpocom cepTudmkata 1 BbIGOpoM ero us
XpaHunuiia nonb3osarens.

MoxeT BO3HWKHYTb HEOBXOANMMOCTb CMEHUTL MONb30BaTENSA perncrparopa 6e3 n3mMeHeHnst y4ETHOM
3anvcu nonb3oBaTterns onepauuoHHON cucteMbl paboyero KoMnbloTepPa - HaNpumep, Ana nepexoaa
OT MCMNONb30BaHMA JIMYHOMO MMEHHOrO cepTuduKata, UMEKLEro OorpaHMYEeHHbIe MOMHOMOYUSA, K
HOMEPHOMY MacTep-TOKEHY, umetolemy 60nbline MNOoMHOMOYUSA, ANA COBepLUeHMs Kakon-nnbo
Tpebytowen nosHoMouMn onepaumn. [ns Takoh CMeHbl Nonb3oBaTensd B HEKOTOPbIX BEpPCUsiX
OpaysepoB cnegyeTt npekpatutb paboTy C perncTpaTtopoMm, 3aKkpbiTb BCe OkHa Opaysepa (coBcem
BCe, a He TOmNbKO OKHa C Beb-uHTepdencom permctparopa), nocrne 4ero oTKpbITb Bpay3ep cHoBa U
npu obpalleHnn K perncTpatopy BblbpaTb Apyron cepTudmkat nonb3oBaTtens. HekoTopble Bepcum
Opay3epoB MO3BONAT MeHATb cepTudmkat KomaHZamu Monb3oBaTeNbCKOro MHTepdenca.
Hanpumep, B HoBoM Microsoft Edge komaHaa cMeHbl NonNb30BaTENbCKOro cepTudurkara Bbirnaant
Tak:
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OrueTe DM

@ Your certificate choices

Permissions for this site

Oaunnorparre Automatic downleads W Allow ~

Kordmrypaums

»  MCTopus MSMEHEHWH Cookies (2 cookies in use) >

* Beposm ana nedaTu

» Oddnalii penakTop
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Mpn paboTe Yepes npokcu-cepeepbl (KOpnopaTuBHbIE /MM BXOASALLME B COCTaB aHaNU3NPYLLIMX
Tpaduk aHTUBMpPYcoB - Kaspersky Internet Security n T.n.), 3T Nnpokcu-cepsepbl MOryT KaLLMPOBaTb
BblGpaHHbIN NONb30BaTENbLCKUIA cepTudmkaT n/unm NOBTOPHO MCMOSb30BaTb paHee yCTaHOBIIEHHOEe
COeQIHEHNEe C PperncTpaTtopoM, B pes3ynbTaTe 4ero CMeHa nonb3oBaTens MOXeT oKasaTbCs
HeBO3MOXHOW. [Ina npeogoneHus aTton npobnembl, BbI3BAHHOW fOKalnbHbIM MNPOKCU-CEPBEPOM,
cnenyeT nepesanycTuTb COOTBETCTBYHOLLMA NPOKCU-CEPBEp - NTMBO oTAenbHO, Nnbo, ecnv Ha 3To He
XBaTaeT npas, BMecTe C KoMnbloTepoM. [na npeogoneHus npobnemsl, Bbl3BaHHOW KOPNOpaTUBHbLIM
NMPOKCU-CEPBEPOM, crieQyeT NoAoXAaTb HEKOTopoe Bpems 6e3 paboTbl C permcTtpaTtopoM 4Tobbl Y
NPOKCU-CEePBEPA UCTEKINO BPEMS KALLMPOBAHMS 3anncen n/vnm obpatuTbes K agMUHUCTPATOpPy 3TOro
NpoKcu-cepaepa.

3.3.4 CtpaHuua "CocTtosiHue" u obwme ansi Bcex CTpaHUL, 3NIeMEeHTbI

Bce cTtpaHuubl Beb-mHTepdenca perncrparopa cogepXaT 3arofioBOK B BepXy CTPaHuubl, MEHIO
HaBuraumm B fIeBOM YacTu CTpaHWLbl N NOME C OCHOBHbIM COAEPXKUMbIM CTPaHULbI, 3aBUCALLUM OT
TOro, Kakas CTpaHuua oTKpbITa.

B neBow yacTu 3aronioBka pacnonoxeHa KHorka "éyprep MeH" n3 TpéX ropusoHTasnbHbIX MNOMOCOK.
OTa KHoMKa ynpaBnsdeT oTobpakeHMeM MEHIO HaBurawumm, pacrnonioXXeHHOro nog Hen (ABOMHOM KWK
BKITHOHMAET UNWN OTKITHOYAET CKPbITME MEHI0 HaBuraumm B ucnonb3yemom 6paysepe; OOQUHOYHbIA KINK
noKasblBaeT CKPbITOe MeH0). YyTb npaBee KHOMkKn "Gyprep MeHw" kpaTtko 0603Ha4YeHO YCTPOMCTBO,
C koTopbiM Befétca pabota. B npaeBon 4vactu oTobpakaeTcsa Tekylee BpemMs No 4vacam
permctpatopa, KpaTKOe COCTOsIHME perucrpartopa W, Npyv Hanuumm AOCTATOYHbIX MONTHOMOYUNA,
KHonka "yck".
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Mpn HopmanbHOW paboTe perucrTpatopa OH NMPaBOW YacTW 3arofioBKa TaKOW e, Kak hOoH neBow
yacTM, U NoA 3HA4YeHMEM BpPEMEHU peructpatopa oToOpaxaeTcsa coctosiHe "OK". Tam ke
oTobpaxatTca gpyrMe COCTOsSiHMA  perumctpatopa, YacTb M3 KOTOPbIX  AOMNOMHUTENbHO
oTobOpaxarTcs nameHeHnem upeta goHa. Cepo-ronybon uBeT poHa COOTBETCTBYET HOPMAarbHOM
paboTe, XENTbIM M KpacHblA - npobrnemam pasHOro ypoBHSA BaxHocTu. [lpu notepe cBA3M C
PErnMcTpaTopomM 3HAYEHUs BPEMEHN U COCTOSIHUSA perncrpartopa nepectarT ob6HOBNATbCHA, a OH
NoA4 HAMU CTaHOBUTCH CEPbIM.

Mpn Hanuumm npobnem GonbLuen BaXXHOCTM (KpacHbIN LUBeT dhoHa) Npobrnembl MEHbLUENA BaXXHOCTH
(kénTbin uBeT (oHA) B 3arofioBke CTPaHWUL, BPeMEHHO He oTobpaatotca. OHM npogosnkalroT
oTobpaxaTtbcsa B cTpoke "CamoamarHocTuka" Tabnuubl COCTOSIHMS M NapaMeTpoB permcrpartopa.

Tabnuua 3.1
Cnoso ®oH Pacwundposka
cepo-
OK . | HopmanbHas paboTta perncrpaTopa.
rony6bon
cepo- o
3AIYCK . | OxxmgaHue HavyanbHbIX 3HaveHnn (Hanpumep, GOOSE).
ronyéon
BC KpacHbin | HencnpaBHOCTb 61oka conpsikeHust.
BPEMS] XENTbin | Q€T noacTponka YacoB permcrparopa.
KpacHbIn | HeT cBA3WM HX C OOHUM U3 CKOH(PUIypUpOBaHHbLIX 3TarlOHOB BPEMEHM.
aucK XEnTbin | uarHocTvka OCHOBHOrO AucKa: npeaynpexneHue.
KpacHbln | [JnarHoCTnKa OCHOBHOIO AMCKa: HEMCNPAaBHOCTb.
nocTyn XénTbin | PaspelueHo nogknioveHne K permctpatopy no npotokony SSH.
KpacHbIN | AKTUBHO MOAKITOYEHWE K peructTpaTopy no npotokony SSH.
XEnTbin | CpoyHasa NULEH3Us CKOPO UCTEKaeT.
NULEH3MS ' | P P
KpacHbin | HeT nuueHaun. 3anncobiBaloTCA TONbKO MeTadaHHbIe OCLUITIIOrpamMm.
MyCcK KpacHbin | O&T 3anncb ocumnnorpamMmmei.
CBA3b XENTbin | OTCYTCTBUE LaHHbIX aHaNoroBbIX UM OUCKPETHbIX CUrHasoB.
TEPMO XENThin | TemnepaTtypa He B HOpMe (NepeoxnaxaeHne nnu neperpes).
Hanwnuue ceexero danna gnarHoCTUKN aBapuUMHOro 3aBepLUeHnst
KPOW-OAMIT | xéntein | AuraQt, cosgaHHoOro B Te4eHne nocnegHunx cytok. ®awn BxoauT B
eavHbi apxms (cm. nn. 3.3.20 n 3.3.20.8).
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Cnoso ®oH PacwundgpoBka
CMYNAUNA | nobon | PaspelléH npuém cumynupoBaHHbIX AaHHbIX MOK 61850.

Ces3b Mexagy bpay3epom 1 perncTpaTtopom Obiria B KAKOU-TO MOMEHT
cepbin | notepsaHa. OGHOBNEHNE OTOBPAXKEHMST COCTOSIHUA NPEKpaLLeHo 4O
nepesarpy3ku CTpaHuLbl.

nodas
KoMOunHaums

Bo Bpems 3anucu ocuunnorpammbl MPOLIEHT 3aBeplueHus 3anucu oTobpaxaeTcss nos npaBoWn
4acTblo 3arofioBka CTpPaHWLbl; NPOLEHT 3aBEpPLUEHUSI HauyMHaeTcs C OTpuuaTeNbHOW BENUYMHBI,
COOTBETCTBYHOLLIEN 3annCcK L0aBAPUNHOIO PeXrMa; OH NOCTENEeHHO YBENUYMBAETCS N0 Mepe 3anunucu
M YMEHbLLAETCS CKa4yKoM Npuv NPoASIEHNM 3anncy NOBTOPHBLIM MYCKOM.

MeHio HaBuraumm, pacrnonioXXeHHOe B NeBOM YacTU KaXOoW CTpaHWLbl, COAEPXUT CMNCOK CTPaHWL,
Beb-nHTEpdhenica pernctpatopa. He Bce M3 3TMX CTpaHuUL, AOCTYMHbI BCEM nonb3oBartensam. [Npu
HeJOCTaTOYHOCTU MOSIHOMOYMI, COOTBETCTBYHOLEe cOoobLieHne MoSBNSETCS BMECTO OCHOBHOIMO
COOEPXXMMOro OTKpbIBAEMOW CTpaHuubl. [MyHKT MEHI HaBuraumm, COOTBETCTBYIOLLUUA TekyLlen
CTpaHuue, oTMeYyaeTCcs LBETOM M CTPENKamMu B CTOPOHY COOEPXKMMOro.

B ueHTpanbHom Yactu ctpaHuubl "CocTosiHMe" pacnonoXeHa Tabnuua, B KOTOpoW oToOpaxarTcs
OCHOBHble MapameTpbl perncrparopa M CBOAHas AuarHoctudeckas uHgopmaums. Copepxumoe
Tabnuubl aBTOMaTU4eckn obHoBnsieTcd. KHomku BbiGopa M oTOOpaXeHnss CKOpocTun OBHOBNEHWS
pacnonoXeHbl B NPaBOW YacTn CTPOKM 3aronoska Tabnuubl. VX 3HayeHune, cnesa Hanpaso:

e NPUOCTaHOBUTbL OOHOBNEHME

e MeaneHHoe obHoBneHue (npumepHo pas B 10 cekyHa)

e HopManbHoe 06HOBNEHME (NPUMEPHO pa3 B CEKYHAY)

e ObicTpoe o6OHoBneHne (oo 10 pa3 B CeKyHOQy, HO OrpaHuMyeHo akTuyeckum

GbicTpoaencTBMEM permctpatopa, bpaysepa n kaHana cBsA3n)

Ecnn KHOMKM CKOpOCTU OOHOBIIEHMSI HE MOKa3aHbl, 3HA4YUT Gbin 0OpLIB CBA3N Mexay Gpaysepom u
perncTpaTopom u ganbHenwee oOHOBNEHNE NPEKPALLEHO A0 Nepe3arpy3ky CTpaHuLbl.

Ona tabnuubl "CocTodHMe 1 napamMeTpbl pernctpaTtopa”, a Takke ans psga gpyrux tabnuy Beb-
MHTepdenca, NnpegycMoTpeHa BO3MOXHOCTb KOMMPOBaHUS n306paxeHust Tabnuubl B 6ydep obmeHa
HakaTueM Ha u3obpakeHue NYHKTUPHOM paMOuYKM B NIEBOM YacCTU CTPOKM 3arofnoBka Tabnuupl.
DyHKUKNA paboTaeT He BO Bcex bpaysepax, nogpobHee cm. n. 3.18.

3.3.5 CtpaHuua "UHpgukatopbl”

Ctpanuua "Mingukatopbl" AyonupyeT annapaTHble CBETOAMOAHbBIE NHANKATOPLI, PACNOSIOXKEHHbLIE HA
nepegHen naHenu cuctemMHoro 6noka perucrtpartopa. [lpyM HanMuMm OOCTATOYHbLIX MOSTHOMOYUMN,
Takke oTobpaxatTcsa KHomkn "TecT uHauvkauumn" Ons BKAKOYEHUS Bcex mHaukatopoB u "Cobpoc
nHAMKaumMn" Ans raweHus Bcex mHaukaTtopoB (MHaukatop "lMynbc" B nobom cnydae npogosrkaet
muratb). MiHAMKaTOpbl BKMOYAKOTCA NPU HACTYMNeHMM COOTBETCTBYIOLMX YCIOBUWA - 3aBepLUEHUU
3anucm  ocuunnorpammbl,  OBHapyXeHUW  HEeUCnpaBHOCTW  perucTpatopa, cpabaTbiBaHUM
COOTBETCTBYIOLLEro NyCKOBOro OpraHa; MHAMKaTOpbl OCTAKTCS BKOYEHHbIMM A0 cbpoca nHankaumm
KHOMKOW B BeEG-MHTEpdENce nnn Ha cucteMHoM Bnoke perncrpaTopa.
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3.3.6 CtpaHuua "Bpemsa"

CtpaHuua "Bpemsa" cooepXuT nepeyvyeHb CKOHMUIypupoBaHHbLIX WMCTOMHWKOB CUHXPOHM3auun
BPEMEHMW perncrparopa C yKa3aHMeM CMELLEHUS BPEMEHU KaXOoro U3 UCTOYHWKOB OTHOCUTENbHO
BpeMeHun peructpatopa. Takke OTobpaxaeTcs COCTOSiHME CUHXPOHW3auuM U COCTOSIHME 4acoB
caMoro perucrpaTopa, BKMOYas TEepPMOKOMMEHCUpoBaHHble 4acbl B cocTaBe AuraHID. [Mpwu
OTCYTCTBMM paboTOCNOCOBHbLIX UCTOYHUKOB BPEMEHW WU HanuMynm COOTBETCTBYIOLLMX MOSTHOMOYUIA
CTaHOBUTCA OOCTyMHa kHorka "YctaHoBuTb Bpemda ¢ K" ans py4yHOM CUHXpOHU3aumen BpeMeHu
pervctpartopa no Yacam KoMnbroTepa onepaTopa.

= J E Bpenn - Auralt x
C O https//aura/time-sources i« & @

PerMcIparop aBapHHHBIXCOOBITNHIAYPA

NG 110+E Banerd Aur=08 NTA0052

CocToRHnE HCTOMHMKM BpEMEHH

=  MWHovkaTope
Epema
Cemh
WCToMHMER

Twn KeTouHMKa Pazmelneqne Bpern

Perucrpatop (MecTHoe) kvm-clock 2021-04-14 14:28:00
Perucrparop (UTC) lvm-clock 2021-04-14 08:28:00
[uoKpeTHEe NMEA+PPS Y [devfttys0 HET CHTHAna
Iy CKoEbIE .
MBK 60870-5-104 NTP 192.168.0.241 | 2021-04-14 09:28:00
NTP 192.168.0.242 | 2021-04-14 09:28:00
Smot MK (UTC) ‘| 192.168.0.114
Kondwrypauma FIpK OTCYTCTEMH ADYTHX MC .
= WcTopua MSHMEHEHHE MOMHOMOUNIA MOXHO Y
« Bepoa ana nesatw
= Oddnaiii pepakTop

Ynpaenee YeraHoeuTE Epema c MK

= YnpasneHne ceThio

* YMpPAENEHHE NOCTYTIOM
= CWCTEMHBIE XYpHANB
s llenocrHocTs

OHOLMNNorPaMMbl

¥ypHan pervcrpaTopa

Mpn HanMuYMM HECKOMbKNX NCTOYHUKOB CUHXPOHM3aLUN BPEMEHM NPUOPUTET MMEKOT UCTOYHMKN PTP,
3atem NMEA+PPS, 3atem NTP.

3.3.7 CtpaHuua "CeTtb"

CtpaHuua "CeTb" cOOepXuT Tekyllee COCTOsiHMe CeTeBbIX MHTepdencoB peructpatopa, WX
napamMeTpbl U OCHOBHYIO CTAaTUCTMKY. Takke 3Ta CTpaHuua COOEpPXMUT nepeyeHb akTMBHbIX TCP un
UDP nopToB peructpartopa.
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PerMcTpaTop)dBapHHHBIX COOBITHIAYPA

Aura-R-Lincee Aure0t N2001

CocToAHHE

= MHmvkaropo
= Bpema

» Cem

»  MCTOYHHEM
*  AHANOrOEEE
.

.

.

MK 60870-5-104
CramnnorpamMmsl

HoHgwryparma
s MCTOpHA MEMEHEHHIA
= Bepoa ana neysatw
= Oduhnaiii penakrop
¥npasnaine

MPAENEHNE CEThID
» ¥npaeneHne AocTynoM
s  CUCTEMHBIE ByPHAE
= LlenocrHocb

MypHan perncTpatopa

MAC-anpec

IP-anpec

COCTOSHWE CETEBLIX MHTEpDeHCOB

Galtros

00:25:22:4E:83:197

0

NokaneHew anpec

68:05:CA:CB:30:DC | 192.168.0.122/24

¥aanérHnii anpec

152.165.0.251

n1:631

H]

127.0.0.1:3350

0.0.0.0:0

127.0.0.1:631

0.0.0.0:0

0.0.0.0:443

0.0.0.0:0

0.0.0.0:3389

0.0.0.0:0

0.0.0.0:2404

0.0.0.0:0

0.0.0.0:102

0.0.0.0:0

152.168.0.122:443

192.168.0.114:64311

152.168.0.122:443

192.165.0.114:57048

152.168.0.122:443

192.168.0.114:54221

115353

HHY

11154748

HH

0.0.0.0:68

0.0.0,0:123

127.0.0.1:177

0.0.0.0:5353

0.0.0.0:42916

3.3.8 CtpaHuua "Tpacduk"

Cooepxunt nHTepdgenc aHannsaTopa CeTeBoro

3.7.2n3.7.3.

3.3.9 CtpaHuua "UcTouHMkn"

CtpaHunua "WICTOYHUKN" COOEPXKUT nepedeHb M COCTOSHME BCEX WCTOYHWKOB aHarnoroBbiX W
ONCKPETHbIX CUrHanoB, NCNOMb3yeMbIX pernctTpaTtopoM. B yacTHOCTH, Ha Hel 0ToBpaxatoTCa NOTOKM
SAMPLED VALUES n GOOSE, a Ttakke 6ydepnsoBaHHble n HebydepnsoBaHHble OTYETLI. [10TOKN
N OTYETbI, JOCTYMHbIE PErNCTPATOPY, HO HE CKOHPUIYPUPOBAHHbIE ANSA UCNONb30BaHMSA UM, Ha 3TOW
CTpaHuue He oToGpaxatoTcs.

211448370

1621510

30714455

Tpadmka M3IK 61850, nogpobHO onucaHHbIA B M.
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THCTPATOP aBaPUHHbLIX COOBITMH AUTa
2509

Obeecr AlRSOEN

Cocrommmne
;'.;;‘;ETWN MNonHoe Hasearme Snoka WnerTidmrkatop | Pes. VLA Eﬂwernn:llac Cum. PEEH“?IZEMH ot 10! i CeR3b
Cemn p. HormHan  MzMepexo
TSR Enok conpseris N2L AuraPCT - 1000 999.989 100.000
Aranoroeee AuroraMUD4IMUD40/LLNOSMSSMSVCBDR. | AurorsDRO40 | L 0 - -310.933 O4 | 4000 4000.013 100.000
ﬁgmﬂm AuroraMU0G7MUD37/LLNOSMSSMSVCEDR. | AuroraDRO37 | L 0 01:0C:CD:04:0L07 | - | -310.637 oA | 4000 3998.983 99,991

PRI e | AuroraMUD30MUO30/LLNOSMS$MSVCEDR | AuroraDRO30D | 1 0 | 01:0C:CD:04:01:00 | - | -311.097 OA | 4000 3999.983 100.000

e AuroralMU02SMUD2S/LLNOSMSSMSVCBDR | AurorsDR0ZS | 1 0 0LOC:CD:04:0L:C3 | - | -310.804 A | 4000 4000.057 100.000

T AuroralMU0Z4MUD24/LLNOSMSSMSVCBOL | AuroraMUD24 | L 0 01:0C:CD:04:BA:CH | - | -310.235 o4 | 4000 4000.037 99.991

* Bepowa g nevam AuroraMU024MUD24/LLNOSMSSMSVCEDR. | AuroraDRO24 | L 0 - | -310.864 s | 4000 3999.987 100.000

*  Odxjnai pearrop AuroraMUOZ3MU023/LLNOSMSSMSVCBOL | AuroraMU023 | 1 0 - -310.208 A | 4000 4000.119 99,991

OaumnorpanHsl AuroraMU023MUD23/LLNOSMSSMSVCBDR. | AurorsDRO23 | L 0 - 310742 O4 | 4000 3998.939 100.000

[ononHmensto AuroralMU022MUD22/LLNOSMSSMSVCEDR. | AuroraDRO2Z | L 0 - -310.226 oA | 4000 4000.023 99,991
YNpaBneHme ceTaio AuroraMU02IMUDZL/LLNOSMSSMSVCEDR | AuroraDRO2L | L 0 | 0LOC:CD:040LCL | - | -310.109 oA | 4000 3999.977 99.991

: gﬁ;"?“‘: m:“ AuroratMUD18MUD18/LLNOSMSSMSVCBOR | AuroraDRO18 1 0 | 0L:0C:CD:04:01:B8 | - | -310.321 O& | 4000 3992.966 99,991

AuroralMU018MUD16/LLNOSMSSMSVCEDR. | AuroraDRO16 | L 0 | 0LDC:CD:04:01BE | - | -310.460 o4 | 4000 4000.018 99.991

ZAE AuroraMU01SMUDLS/LLNOSMSSMSVCEDR | AuroraDROLS | L 0 | 0LOC:CD:040LBS | - | -310.559 s | 4000 3999.963 99,991

AuroraMUD14MUDI4/LLNOSMSSMSVCBDR. | AuroraDRO14 | 1 0 1 - | -310.356 [A | 4000 3999.978 99.991
AuroraMU013MUDL3/LLNOSMSSMSVCBDR. | AurorsDRO1S | L 0 - | -310.183 O4 | 4000 4000.006 99.991
AuroralMU012MUD12/LLNOSMSSMSVCEDR. | AuroraDRO1Z | L 0 - | -310.048 oA | 4000 3998.95¢ 99,991

Ethernet PeansHbie Crrynaums
TR T e [ WLAN Mac enplsl  enp2sD | enp3sOf0 | enp3s0fl  enplsD  enp2s0 | enp3s0f0  enp3sOfi
AuroraMUD12MUD12/LLNOSGOSGOCEDL  AuroraMU01ZMUDIZ/LLNOSGOSGOCED1 1 0 01:0C:CD:01:01:B2 - HET | 285379:5 HET HET HET HET HET HET
AuroraMUD13MUD13/LLNO$GOSGOCEDL | AuroraMUD13MUD1L3/LLNOSGOSGOCEDT 1 0 01:0C:CD:01:01:B3 - HET | 285379:5 HET HET HET HET HET HET
AuroraMUD14MUD14/LLNOSGOSGOCEOL  AuroraMUD14MUD14/LLNOSGOSGOCE01 | 1 0 01:0C:CD:01:01:84 - HET 6:2621 HET HET HET HET HET HET
AuroraMUD15MUD15/LLNOSGOSGOCEDL  AuroraMUD15MUDIS/LLNOSGOSGOCED1 1 0 - HET 6:2621 HET HET HET HET HET HET
AuroraMUD16MUD16/LLNOSGOSGOCEDL  AuroraMUO16MUDIG/LLNOSGOSGOCED1 1 0 01:0C:CD:01:01:B6 - HET | 285381:5 HET HET HET HET HET HET
AuroratMUD18MUD18/LLNO$GOSGOCEDL | AuroraMUD18MUD18/LLN0SGOSGOCEDT 1 0 01:0C:CD:01:01:68 - HET | 285381:5 HET HET HET HET HET HET
AuroraMUDZ1MU021/LLNOSGOSGOCEOL  AuroraMUD21MUDZ1/LLNOSGOSGOCE01 | 1 0 01:0C:CD:01:01:C1 - HET 5:2621 HET HET HET HET HET HET
AuroraMUD22MUD22/LLNOSGOSGOCEDL  AuroraMU02ZMUDZ2/LLNOSGOSGOCED1 1 0 01:0C:CD:01:01:C2 - HET 6:2621 HET HET HET HET HET HET
AuroraMUD23MUD23/LLNO$GOSGOCEDL | AuroraMUD23MUDZ3/LLN0SGOSGOCEDT 1 0 01:0C:CD:01:01:C3 - HET 6:2621 HET HET HET HET HET HET
AuroraMUDZ4MUD24/LLNO$GOSGOCEOL  AuroraMUD24MUD24/LLNOSGOSGOCE01 | 1 0 01:0C:CD:01:01:C4 - HET 10:2621 HET HET HET HET HET HET
AuroraMUD2oMUD29/LLNOSGOSGOCEDL  AuroraMUO29MUD29/LLNOSGOSGOCE01 1 0 01:0C:CD:01:01:C9 - HET | 285381:5 HET HET HET HET HET HET
AuroraMUD30MUD30/LLNOSGOSGOCEDL  AuroraMUO30MUD30/LLNOSGOSGOCED1 1 0 01:0C:CD:01:01:D0 - HET | 285383:5 HET HET HET HET HET HET
AuroraMUD35MUD35/LLNO$GOSGOCEDL | AuroraMUD35MUD35/LLN0SGOSGOCEDT 1 0 01:0C:CD:01:01:05 - HET 5:2621 HET HET HET HET HET HET
AuroraMUD37MUDZ7/LLNOSGOSGOCEDL  AuroraMUD37MUDZ7/LLNOSGOSGOCE01 | 1 0 01:0C:CD:01:01:07 - HET | 285381:5 HET HET HET HET HET HET
AuroratMUD40MUD40/LLNOSGOSGOCEDL  AuroraMUO40MUD40/LLNOSGOSGOCED1 1 0 - HET | 285381:5 HET HET HET HET HET HET
AuroraMUD41MUD41/LLNO$GOSGOCEDL | AuroraMUD41MUD41/LLNOSGOSGOCEDT 1 0 - HET 5:2621 HET HET HET HET HET HET

3.3.10 CtpaHuua "AHanoroBbie"

Ctpanuua "AHanorosble” COOEPXUT CMUCOK aHanoroBblX KaHanoB perucrparopa C UX TeKyuMn
3Ha4YeHNsSMU U eavHULAMU M3MEpEHMs, Bbille KOTOPOro pasmMelyaetcs obnactb rpaduyeckoro
npeacrtaesneHns. B nesow 4yactu rpadmyeckon obnactu oTtobpaxalTcs BeKTopa M3MmepsieMbixX
CurHanos, B NpaBou - ux rpacukn. B Tabnuue ranoykamum BbiGMparoTca curHanbl Ans rpadu4eckoro
OTOOpaxeHusl, TOYKON BblIOMPAETCA OMOPHBIN CUrHaM, OTHOCUTENbHO KOTOpPOro OyayT cuMTaTbCs
yrhbl.

MacwTtab rpacumkoB curHanoB BbiGMpaeTcs aBTOMATUYECKM NO CUrHany, uMmerowemy HanbonbLuni
pasmax, HO MOXeT ObITb Tawkke BblibpaH nonb3oBaTenem Mo Lenyky Ha Tekywem maclwtabe B
npaBoW BepXHen 4YacTu rpaduika.
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= Peruciparop aBapHHHbIX CODBITMI AYPAS
| TG BesEseCTHEr ARSOT NEST2 {mod] B

CocToRHne
MHameaTops
Bpema
Cer
Tpadmk
WCTodHuIm
AHanorosnie
[OuopetHnie
Iyoxoese
MEK 60870-5-104
Orieres OMI

Oumnnorparrs

tobdmrypatms

» MCTopuR MEMEHEHWA
+ Bepots ana nedatv
» OddnaitH penakTop

3Ha4EHHE

HaseaHne KomMnaxeHT
YnpaeneHHe MepEMYH0S | ETOPUYHOE Aln yran 4acToTa
YnpasneHne ceThio Ua MPH-250/4 36.801 0.368 70.817 168.581° | 50.001
ST PR T AL Ub MPH-250/4 3.681 0.358 70.718 48.322° | 49.595

:
: 0.368 0.368 70.642 -71.450 50.004
0.036 0.036 6.975 -14.132 49,551
0.168 0.168 99.076 168.044° | 50.003
0.16% 0.16% 98.847 45,106 50.001
0.166 0.166 9B.836 -71.362 50.005
0.017 0.017 10.015 -12.220 50.021
495,401 4.954 4.994
50.914 5.051 5.091
4.977 4.977 4.977
5.048 5.048 5.048
CBASE
CBASE

Uc MPH-250/4
3o MPH-250/4
Ia MPT-200/4
i MPT-200/4
Ic MPT-200/4
3o MPT-200/4
Ua Hephasto
Ub Hephasto
Uc Hephasto
3Uo Hephasto
1a Hephasto
b Hephasto
Ic Hephasto CBAb

3lo Hephasto CBASE

NEpEiHEIE, BTepUHHmE, AL, YacToTa HEOTMEEHHEIX DERMM MOSEPHM

HypHan perncTpatopa

(LS fls Il JollC < < J I J < Ho <)

Mo ymonyaHuo 3Ha4YeHnst CurHanoB B Tabnuvue oTobpaxaloTcs B NePBUYHbBIX BEMUYMHAX, HO MOXHO
BblbpaTh Ana oTobpakeHusa Tawkke BTOPUYHbIE BenuuMHbl W/vnn kBaHTbl AL, Takke MOXHO
oTO6pasnTb U3MEPEHHYID 4acTOTy MO KaKAoMy kaHany. [ns KaHanoB MOCTOSIHHOIO TOKa BMECTO
3Ha4YeHUn yrna n 4acTtoTbl oTobpaxaeTca cumson "=". [lpu OTCyTCTBMM CUrHama BMECTO BCEX
3Ha4YeHun BbiBOAUTCA Hagnuck "CBA3b".

PexvM noBepkn MeHSIeT OTOOpaKeHWe W3MEPSIEMbIX BENUYMH, OKPYrMsili UX B COOTBETCTBUM C
3asBMIEHHON TOYHOCTbIO M BBOAS COOTBETCTBYIOLMIA rUcTepesnc, a Takke aobasnsieT cronbel co
3HayeHMeM npegena Likanbl U3MEPEHUs BO BTOPMYHBIX BENWYMHAX, WCMNONb3yemMoe B 3TUX
pacuyétax. Kak npaBuno, noBepka NpoM3BOAMTCA BO BTOPUYHbIX BENMYMHAX U B COOTBETCTBUM C
TUMOM Ka)X[oro kaHana (NMOCTOSIHHbIA UMM NMEPEMEHHbIA TOK), HO €CTb BO3MOXHOCTb MEPEKII0YNTD
BCE KaHanbl Ha OTOOpaXeHWe MNOCTOAHHOM WM NEPEMEHHON COCTaBNANOLWEN B Criyyvasax, kKorga
MeToAuKa noBepku atoro TpebyeT (Hanpumep, Npu NoBepKe cMCTeMHOro 6roka 6e3 namepuTenbHbIX
npeobpasoBatenen).

3.3.11 CtpaHuuya "[OuckpeTtHblie"

Ctpanuua "[uckpeTHble" COAEepXUT CMMCOK OUCKPETHbIX KaHaroB perncrpartopa C UX TeKywumu
coctoaHnaMN. MOXHO Takke nokasaTb BpeMs MnocrnegHero U3MEHEHUs! KaKaoro U3 AUCKPETHbIX
curHanoB. Ecnun curdan namenuncsa ua nonoxernnss OTKI1 B nonoxeHne BKI1 nnn obpatHo, Bpems
€ro M3MEHEeHUs MnoKasbiBaeTCs YEPHbIM LBEeTOM. [ns ocTanbHbIX W3MEHEHWI (nepBoHa4vanbHoe
BKMOYEHME perucTpaTopa, nponagaHue W BOCCTaHOBfIEHWE CBA3W) BpPeMSA  U3MEHEeHUus
nokasblBaeTCcAa CepbIM LBETOM.

Ecnn B KOHGUrypauumn permctpatopa onmcaH xots 6bl OAWH MHBEPCHbBINA CUrHan, crnesa oT ctonbua
"3HaveHune" ByaeT OONONHUTENbHO nokasaH cronbeu "VMIHB", B KOTOPOM ranovkamum OTMeEYeHbl
WHBEPCHbIE CUrHanbl. 3Ha4YeHne MHBEPCHOrO AMCKPETHOrO curHana otobpaxaeTcsi, nepedaércsa u
3anucbiBaeTcs yxe ¢ Y4ETOM MHBEPCUN.
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WzMeHunos

2023-05-18 14:32:24.537

2023-05-18 14:32:25.000

2023-05-18 14:32:25.000
2023-05-18 14:32:25.000
3-05-18 14:08:45.553

8 149,593

Oonnorparte! 1 149,593

. - og

Kotdmrypawma e
* MCTopus MEMEHEHMIA
» [Bepoaa ana neyatu 18 14:08:49.593
= Odubnaiy penakTop P -45,593

9.593

YnpaeneHme D12 05-18 14:08:49.593

+ YNpasneHve cethio [3k] 05-18 14:08:49.593
»  YNpagneHwe nocTymom
L D14 18 14:08:49.593
.

ICHCTEMHERE NoyPHanN
LienocTHocTs D15 18 14:08:49.593
T — D16 3-05-18 14:08:40.593
AT CEDETE METHKM BPEMEHM 111101 NoDNoYHYID HYMEPaLMED

3.3.12 CtpaHuua "lMyckoBbie"

CtpaHuua "lMyckoBble" COOEPXMT CMMCOK aHanoroBblX WM PACYETHbIX MYCKOBbIX YCTABOK U WX
TeKyllee COCTOosiHNe (B HOpMe / He B HopMe). [pocTble NyckoBble YCTaBKM NO AUCKPETHbIM KaHanam
(BKMKOYEHMIO 1 OTKIIOYEHMWIO) HA 3TOW CTpaHuLEe He oTobpaxatoTcs.

x| +

(1 https://192.168.0.113/triggers e 2

J E Myckossle ycTaekn - AuraQt

< G

PerMcrparop aBapHHHbIX COOBITHHAYPA

NC_110wE Bonamns Anr=08 NE20052

o IE Kongurypauma - AuraCt

CoCToAHHE

WHauraTope
Bpera

Hatan wnu dopryna

Hopra
(mosapar)

Ceth

(A33 + A34 [ 1.2) % 1.1

1

WcrosHrem
AHanorossE

(A33 + A34) * 1.1 = A35

JMcEpeETHLE
I

D1 w1 (D2 wn D3 wm D4)

0.5

e
M 870-5-104

D1 v {D2 wis D3 wu e D4)

0.2

EIE’F.T(I[IHBH AdarpaMMa

AL + AS99

0.5

ADDS: UUa, 2C_35_kB B_35 kB_T-2_TLLY_6P

OCLUNorpaMMsl

Kondwrypauma

* Wcropna MEHEHEHNA

» Bepoia ana neuat

+ OduhnakH pepaktop
YnpasneHme

=  YNPEENEHHE CEThI

= YnpaEneHHe AoCTYNoM
»  CHCTEMHER 3YPHAME
= LenocrHooms

HypHan pervcTpatopa

OToGpaxaloTcs Kak MNoporosble,

B TahMuEe Bole He oTobpawaoTor NpocThie YCTaBkM No 48 OMCKPETHLIM KaHanaM

TaKk WU TeKywmne 3IHa4YeHUA.

Cepble noporoeble 3HaA4YeHUA

COOTBETCTBYHOT OTKITHOYEHHDBIM noporam. TeKyu.wle 3Ha4YeHUA AONOJTHUTENbHO KOOUPYHOTCA LIBETOM

doHa:

e Cepblil BOMPOCUTENbHbIM 3HAK Ha 6Genom ¢oHe - He yJanocb onpeaenuTb 3HayYeHue
(Hanpumep, HeT cBA3N UnNn ownbka B hopmyne)

Genbii POH - ycTaBKa He KOHTpONUpyeTcs (Hanpumep, BbiBeaeHa U3 paboThbl)
3enéHbI OH - yCTaBKa B HOpMe
XENTbIV OOH - yCTaBKa B 30He rmcrepesnca (no ypoBHIO UMM Mo BpeMEHW)
KpacHbIN YOH - yCTaBKa He B HOpMe
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3.3.13 Ctpanuua "M3K 60870-5-104"

Ctpannua "MOK 60870-5-104" cogoepXXWUT CAMCOK AOUCKPETHbIX W aHamnoroBblX CUrHaroB,
nyonukyembix permctpatopom B npotokone MOK 60870-5-104, a Takke napaMeTpbl NOAKITHOYEHUS.
B ctonbue "Ne" oToGparkaeTcsa NPOTOKONbHbIA agpec COOTBETCTBYOLWEro curHana. NogpobHee npo
ncnone3sosaHne M3K 60870-5-104 cm. B n1. 3.11.

(m] Kanansl M3K 60870-5-104 - Aur X | - - O X
< O (5  hitps://aura/telemetry 8 :
PErMcIpaTop)aBAPHHHBICCOOBTTMAIAY DAY LT
PAC pacmipenencric AursOe N2 10100 IGBHSH

COCTORHHE w

VHamsaTopbl Cobcrsentpie IP-anpeca 192.168.0.113, 152,168.52.113, 10.1.1.113, 152.168.31,153
Bpema Pazpewénssie [P-anpeca Ges orparsrdeHnii

Ceth TCP cepesp Ha nopTy 2404

WCTouHMERM MNaccveHan croposa

AHANOrOBLIE Onuea npwyrHel nepegayk 2 GadiTa

JMoKpeTHele Onwea anpeca ASDU 2 Saitta

MyoKoEse OnwHa agpeca carHana 3 Sala

MEK 60870-5-104 Anpec ASDU scerma 1

AHanorosele CUrHaNe B opMatax 13 (5 oTeeT Ha obwsd onpoc) ¥ 36 (NpW MEMEReHMM)
OcunnorpamHsl [MckpeTHbIE cMrHansl 5 dopraTax 1 (B oTeeT Ha obwmi onpoc) v 30 (npu KEMeHeHm)
KoHdmrypatms KomaHaa ofwera onpoca npuHMMasToa o obpabatmeaeTca

KoMaHaa YETEHOBKK EDEMERH NPHHEKMASTCA M MMHODKMPYSTCR

& WcTopua MEMEHEHUIA Dalins 4N NapaMeTpMpOBaHUA KnnerTos: s104
+ Bepow ana nedatn o

» Odwhrait penakrop L

Yrpaen e HazsaHue KoMnoxesT 3HayeHKe
« YnpaEnesme ceTbio 10000 | Myck HHaukaTope! oTKN
» YnpasneHye RocTymoM 10001 | Hescnpaedocms HraukaTopst OTHKN

®  OMCTEMHHIE XypHanol 10002 | Bhlwe HOpME HHaukaTopel OTEN

+ LlenoctHocs

10003 | Huse Hopse HrankaTopel QTN
Kyptian pervcrparopa 10004 U2 wae 12 HHaukaTope OTHN
10005 | JuckpeTHeIA HrgukaTops OTEN
20000 | Kawan A1 ALM N2l CBASL
20001  Kawan A2 ALIM NE1 CBAZL
20002 | Kaxan A3 AL M2L CBAZL
20003 | Kawan A4 ALM N2l CBASL -

3.3.14 CtpaHuua "OT4yétel OMM"

Ctpanunuya "OTyétbl OMI" copepxuT TabnunyHoe MNpeAcTaBNeHNEe BCEX YCMELUHbIX pPe3ynbTaToB
OMIT, umetomxcsa Ha pernctpartope. YcnewHbiM, B AaHHOM criydae, cuntaetca OMI, nokasaBliee
MECTO MOBpeXAeHUa Ha ogHOM M3 onmncaHHbiX nuHuin (o1 0 go 100..130% anuHbl NuHuK). Ecnn
HOMMHAamNbHbLIA TOK JNIMHUK HEe OblNT MPEBbIWEH WM MECTO MOBPEXAEHUS HAXOAUTCH BHE JUHUK
(Hanpumep, nony4vyeHo oTpuuatensHoe pacctosHue ana K3 "3a cnvHon"), Takme pesynbtatel OMI

He BbIBOOATCA.

OT4éTbl 06 ycnewHom OMI1 xpaHATCA Ha permcTpaTope B TEKCTOBbIX (hannax ¢ pacwmpennem .RPT
PSAOM C COOTBETCTBYHOLUMMM OCUMIOrpaMMamMnu M MOryT ObiTb CKayaHbl CO CTpaHuupbl
ocuunnorpamMm ans npocMoTpa B Ntobom TekCToBOM peagaktope. OnncbiBaemas cTpaHuua paboTtaet
Cc aTuMn dannamm u oTobpaxkaeT MX COOEPXKMMOE B HarfnggHoM rpaduyeckom Buae, BKO4as
BEKTOPHOE NpeacTaBfieHe CUrHanoB 40 1 BO BPEMSI aBapun.

Mpumep cogepXmMmoro cTpaHuubl NpuBedéH Ha pucyHke Hwxke. 3HaveHus 3Up u 3lo moryT 6biThb
npuBeAeHbl ABaXAbl ONs1 KaXKO0ro U3 peXXnmoB: NeEPBLIN pas, HWke dasHbIX 3HaYeHUN, NPUBOANTCS
HenocpeaCcTBEHHO N3MEPEHHOE 3HaveHne (ecnu Begétcs HenocpeacTeeHHoe namepenne 3Uo/3lo), n
BTOPOW pas3, HMWKE OCTallbHbIX CUMMETPUYHBIX COCTaBMSAOLWINX, NMPUBOAUTCA PaCYETHOE 3HaYeHue,
Nofny4YeHHoe Ha OCHOBaHMM Pa3HbIX.
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im} B Oruetei OMM - AuraQt x  + - o X

<~ @) (3] https://aura/reports 6 3
PernMCIpatop, aBapuHHBIGCOOBITM I IAYIPA) 13253: S——
PAC pacnpenenens Aors=0c NS 1R100

CocToAHne
HHavxaTops MapaMeTpe SoasapuiHore peumra
Epera Ub Ua | 69.81 145.57° | Ia | 98.51 146.02
R I "-.__ Uk | 70.80 25.72 Th | 98.78 75.92
AHanorossie 5 Uc | 70.85 93820 | I | 99.40 -93.44
[HocpeTHEe 4
e ) e’ 671 33420 | 30 910 -38.48
MBEK 60870-5-104 B \___ _______ U | 70,52 145.92° | I. | 98.93 146.17
Orems Orrl Ut U | 019 2003 | I | 034 83.52
Oawnnorparsl 3Ue’ 157 -29.28° | 3o’ 144 -40.24
KoHdmrypauss MapaMeTpsl a5apyiHoro PexMa
 EE e Ua | 35.00 146.31° | Ta | 494.81 85.85
= Bepoas Ana nevari Uk | 34.04 25,68 Th | 490.43 -33.86
- TR PR : Uc | 34.90 -94.51° | Ic | 492.90 -154.24
Yrpaenesse N 3| 0.43 -150.42° | 3le| 6.25 98.09
o ;"Pam"e CEThID e Us | 3495 1457% | L. | 49271 85.92
= ¥NpagneHHe AoCTYIoM
e U | 017 -116.02° | Iz | 102 2.63
s« Lienococts 3o’ 0.49 -151.59° | 3Ie’| 6.07 57.88
MypHan pervoiparopa Omucanie cobsmia
Tecr OMMN 3

ABC € OTKMECHEHWEM MMHAK

AMNB yenewnoe 0,750 cex,

46,35 13 120 kM
Bpema TNisun Tun w mecTo K3 Onﬂme;me

2021-12-22 13:24:24.140 | Tecr OMN 3 °| ABC | 0.120 46.35 AMB 0.750

2021-12-22 13:24:24.140 | TecT OMN 2 °| ABC | 0.120 78.35 AMB 0.750

2021-12-22 13:24:24.140 | Tecr OMN 1 © ABC | 0.130 61,35 AlMB 0.750

2021-12-22 13:24:24.020 | Tecr OMO 3 © AD | 0.240 27.90 AMB 0.750

2021-12-22 13:24:24.020 | Tect OMMN 2 AD L 0.240 23.65 AMB 0,750

2021-12-22 13:24:24.010 | Tecr OMMN 1 AD L 0.200 40.75 AMB 0,750

2021-12-22 13:22:24.140 | Tect OMN 3 °| ABC | 0.120 46,40 Gz oTHHoYeHNS
2021-12-22 13:22:24.140 | TectOMN 2 °| ABC | 0.120 78.20 Gz oTHHoYeHNS -

3.3.15 CtpaHuua "KoHdumrypauma™

CtpaHuua "KoHdurypauusa" nossonsieT, MpuM  HanuMuMm  COOTBETCTBYHOLUMX  MOMHOMOYUNA,
npocmaTpmBaTb U N3MEHATb KOHUrypaumo pernctpatopa. CTpaHuua COAgepXXUT CeMb BKNagoK, Kak
NMoKasaHO Ha pPUCYHKax Hwke. Bce M3MEHeHusa, BHOCMMblE Ha 3TUX BKMadKax, COXPaHSAKTCA WU
NPUMEHSAIOTCA OQHOBPEMEHHO NpU HaXkaTum KHomku "MpumeHnTh" Ha Bknagke "CoxpaHeHue".

MepenTtn Kk cneaytoLlen BKNagke MOXHO NMOO BbiOpaB €€ B Cnvcke BKMagoK, NMMBo npu nomoLum
kHonku "[anee", nubo Haxatnem kombuHaumm kHonok Ctrl + Enter. lNMepentn Kk npegbiayLien

BKIMagKke MOXHO NuOOo BbiOpaB €€ B CNMCKe BKIIAAOK, MO0 Haxatmem kombuHaumm kHonok Ctrl +
Shift + Enter.

MepexoanTb MO pedakTMpPYeMbIM MOMSIM  KOHPUIYPaUMOHHBLIX Tabnuy MOXHO — HaxaTuem
kombuHaumm Ctrl + cTpenka, nnbo, TONbKo ANs BEPTUKANbHOrO NEpeMELLEHUS, HaXaTUeM CTPErKn
6e3 Ctrl. Takke paboTtatoT kKomGuHaumm Tab n Shift + Tab.

3.3.15.1 Bknagka "O6wue napameTpbl”

Ha aTon Bknagke ykasblBaeTcs KOHGUrypaumns, OTHOCALLAACA K pernctpaTopy B uenom. Ha Hen xe
pacrnonoXeHa KHOMKa, MO3BONSALWan 3arpy3ntb KoHdwurypauuio us camna (Hanpumep, paHee
COXPaHEHHY0 KOHGUrypaumio).
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i} I i Kondwurypauma - PAC rubpug &0 X |+

< O

— Pernciparopia

CocToAHnE
MHovKaTopb

MCTouHuER
AHANOrosbie
JMcEpeTHRE
IMyocoshie

OCLANNO P aMMil

]
*  HCTopua uEMeHeda
= Bepoa gna nedatu
+ Oduhnaiy pepakrop
¥npasnesune
YNpaeneHne ceThic
YNpasneHne RocTymom
Lo’ MHEE ¥/ PHAN b
LienocTHocs

KypHan perMcipaTopa

B https://aura/config

PMMHBD:COOBITHM AYPA
9

A 18

17:29:52
OK

2

[rree—
MapaMeTpol perncrparopa

Hazsakue napameTpa

SHaueHue

Myox

Hassadwe/Homep perwcTpatopa

Awralt N2000

Hazzasue obbexTa [nogcTaHusmM)

MNC HawzsaecTHas

Hassanwe KoMnaHm

SHeprocecTaMa

Askbix nHTEpdEACE

RU

Twn pervcTpaTtopa

o5bl4HsIR

YCN0 aHANOroSkIX KaHANOS PEMVCTRETopE

132

Yo AMCKDETHEIX KaHANos pervcTpartopa

1128

HacToTa QMCKpeTUIaUMK perucTpaTops, My

‘| 1000 (20 Tux/nep.)

Tun Bnoka conpaxeska N21

| HET

Twun Gnoka conpauetig N22

CHET

Tun Gnoka conpawesia N3

| HET

TUNsTP Apelesra MCKPETHBIX CHTHANOS, CEK.

‘| Bes dwmnLTpa

Py CpalaThIEaHMA MYCKOBL YITAE0K

| MZ USMEHEHKKD

Bpes 3amic MPEAaEapriiHOND PEMMa, Cex.

0.1

BpeMs 3aMHCH asapuiiHore DEMMME, CeK.

8

DopMaT daiina COMTRADE

| FLOAT3Z

Wcnonssosate Mapxep NOCI2N0BATENEHOCTH DANTOE ANA TEKCTOBLIX hannos

NoSasnats koRgrypasio perucTparopa & dain JINF

OfbenuUHATE OCLUWNOTPaMMY B 04uH daiin ,CFF

Nocne ofbenupeHa YAANaTs MCxoaHse daineg:

YNaKoSLISaTE DCUMMNOrPEMMY B 0uH hainn

BKNHUMTE ZanucarHsli Tpaduk B ynakosarHsli dalin

MNoone ynaxkoskl yOanaTe woogtble daines

MaxcHMankHaa QNHTENSHOCTE 04HOTD hParkesTa Januo, cek.

MaxcuManeHes pasmep ofHoro dparmenTa sannc, Mub

CeoGogHDE MECTO Ha OWCKE, OCTEBNASMOS PETMCTPATODOM, HE MeHee, Mub

MascHMantHes CyMMapHsii 0fwEM XpaHuMen aeapiittblx dadnos, Mub

bes o TPaHMYEHMA

MaxCHMANEHOE KOMMUEITS0 XPEHUMBD HHsI daiinoe

Gez o rpaHUYeHA

MNepenaqa asapWilHen Sanwcel Ha cepsep FTP MNOL

°| HET

MNepenaqa aeapWiiHEX Sanycel Ha cepsep FTP N2

| HET

FazpewmTs Myck No CeTh

WrHopMpOSaTE MyCK Na CETH OT DETMCTRATORCE CO CEAYHIWMMM HOMEPEMM

g

AETOMETHUSCKMA MyCK N0 Pacnucasisg

HET

awwra KoMryHrREWE MEK 61850-8-1 MMS

°| HET

PaspewwuTs ynpasneqye ez cTporod ayTesTmudisalm

0

WrTepdeiic ana nepagaqs M3 61850-8-1 GOOSE

MyGnukoeaTs M3¥ 60870-3-104

Eiensiif cridcox snveHToE M3K 60870-5-104

A=
‘| bes OrpaHUYeHn

Yacosoi nosc

Menenszosats AuraHID AnA ¥paHeska BpEMEaHK

Wenonszosats PTP AnA ciHXPOHWIELMK BPEMEHKH

Wcnonszosats NMEA+PPS 4nA CHHXPOHMZALMM BPEMEHIA

Nopt nogsniosers NMEA+PPS

Menonszosats MNTP 4nA GiHXpoHHZaLMI BpEMEHi

OcHoeHOM cepeep apemeri NTP

0 oo

PezepsHbii cepeep spemary NTP

3anncslsaTs CeTes0d Tpadwx & daiin PCAP

HepazSopunesiid pexiM 3axeata cetesore Tpaduka

Wznasats 3ByKM

TpaKToSaTs NOTEPHD AaHHSM KaX HEMOPAEHOCTS PErMCTpaTopa

PeriCTpaUmns HOPMANEHEX DERUMOS

|

MpHERSKE K ANDEM NpoUSCCopa

i =
‘| Bes orpaHMYeHeR

Cwmbicn 6onbluMHCTBaA NapamMeTpoB Ha Bknagke "O6wime napameTpbl” MOHATEH U3 MX Ha3BaHWN.
MosicHeHun TpebytoT NUWb cnegyoLwmne N3 HUX:
e bnokn conpsbkeHna NeNe1..3 - onucbiBalOT nnatbl BBOAA aHaroroBblX WM OUCKPETHbIX
CUrHanoB C u3MepuTenbHbiX npeobpasoBatenen AYPA wnn AYPA-P (tun  6noka
conpsikeHusi: AuraPCl) nnm nporpammHble reHepaTopbl TECTOBbIX AaHHbIX (Tun 6noka
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conpsbkeHnsi:  SimulationX); wn3meputenbHble KaHanbl 6GSIOKOB  COMpPsKeHMs  Bcerga
pacnonaralTcs B Havane agpecHoOro NpocTpaHCcTBa, HaynHas ¢ aHanoroBoro kaHana A1 u
anckpeTHoro kaHana D1 B nopsgke 6nok Nel, 3atem 6Grnok Ne2, 3atem 6nok Ne3 6e3
BO3MOXHOCTM MPOMycKa KaHanoB Unn nepeHasHavyeHus agpecos

e OunbTp Apebesra AUCKPETHbIX CUrHaNoB - BnMsSieT Ha 0OpaboTKy MyCKOBbIX YCTaBOK W
nepegady cobbitun B npotokonax MOK 61850-8-1 m1 M3K 60870-5-104; He BnusieT Ha
3anuce COMTRADE

e Pexum cpabaTbiBaHUSA MyCKOBbIX YCTaBOK - MO3BONSAET BblibpaTb OAWH U3 OBYX PEXUMOB
paboTbl aHanoroBblX W pPacyéTHbIX YCTABOK, B pexumme "No UIMEHEHMK" YyCTaBKa
cpabaTtbiBaeT TONMbKO B MOMEHT nepexoga M3MepsieMOn BeNUYMHbI M3 HOPMAarbHOro
COCTOSIHUSA B aBapuirHoe; B pexume "Mo COCTOAHMI" yCTaBKa, Haxoaswaacs B aBapuiHOM
pexume, npogosmkaeT cpabaTbiBaTb M NpoAnesaTbh 3anvMcb OCUMNNOrpaMmbl, HO He Bonee
BpeMeHn OnoKMPOBKM OT ANUTENbHOrO Mycka (ecnu 9TO BpemMs He 3agaHo  SBHO,
NpUHUMaETCs BeNUYMHA, paBHad MOSIOBUHE MaKCUMarnbHOW  ANUTENbHOCTU  OAHOro
dparmeHTa 3anmcu)

¢ lcnonb3oBaTb Mapkep nocregoBaTenbHOCTM 6GanToB NSl TEKCTOBbLIX hannoB - permcTpaTop
coxpaHsieT TekcToBble dannsl popmata COMTRADE (.CFG, .HDR, .INF) B kognposke UTF-
8; aTa KogupoBKa AonyckaeT pasMelleHne B Havane darnna npusHaka Toro, 4YTto hann
COXpaHEH B 3TOW KOAMPOBKE; HEKOTOpble Mporpammbl TPEBYHOT HanMumsa Takoro npusHaka
ANA KOPPEKTHOro onpefeneHnsa KoAUpPOBKWU hanna, HekoTopble TpebytT ero oTCyTCTBUS,
HekoTopble paboTatoT 1 Tak 1 Tak; Aura2000 TpebyeT Hannumsa 3TOro Npu3Haka

e YnakoBbIBaTb OCLMNIIOrpaMmy B OAMH hann - No3BOMSET ynakoBaTb OCUMANIorpaMMmy B OMH
dann 6e3 wucnonb3oBaHua d¢opmata CFF, c¢ BO3MOXHOCTbIO CXaTus AdaHHbIX U C
BO3MOXHOCTbt0O A00aBUTb B TOT Xe dann 3anucaHHbiA ceTeBOr Tpaduk; LOCTYMHblE
dopmartbl, B nopsgke ynydeHms cxartus: tar, tar + gzip, tar + xz

e PaspelwmnTb Nyck No cetu - ncnosbayeTcs cneundudHbli ons pernctpatopos AYPA dopmart
coobuennn no nopty UDP 8090 ¢ wmnpokoseLllaTenbHON OTAPaBKON

e ABTOMaTUYECKUIA MYCK NO PacnmMcaHuio, ecnn OH BbliOpaH, OCyLeCTBNAETCH B MOSIHOYb; B
3aBMCUMOCTU OT BbIOpaHHOM 4acCTOTbl - KaXayt MOMHOYb, B HOYb Ha MOHEeAEeNbHWK uUnu B
HOYb Ha MepBOe YUCIO; 3anucbiBaemas ocuuniorpaMmma 3axBaTbiBaeT Bpems 40 M mnocne
NOMyHOYM (MHTepBan 4O MOMYHOYU paBeH ANUTENbHOCTM A0aBapPUNHOINO pexuMma COorflacHo
KOHburypauum peructpartopa)

e 3awuta KOMMyHukaumm MOK 61850-8-1 MMS, BknAwYas pexum  HecTporom
ayTeHTudukauum, onncaHa B n. 3.10

e MWcnonb3oBaTb AuraHID gns xpaHeHuss BpeMeHu - paspellaeT MCnofb3oBaHue
TEPMOKOMMNEHCMPOBAHHbIX 4YacoB, BXOASLMX B cOCTaB nogknodaemoro no USB moayns
YyernoBeKo-MalWnHHOro uHTepdenca AuraHID, gna XpaHeHus BpeMeHUM MNpu OTCYTCTBUM
BHELUHMX UCTOYHUKOB €ro CUHXPOHM3aLUN U/MNn Npu OTKMOYEHUN NUTaHNUS permctpaTtopa

e MWcnonb3oBaTtb PTP ans CUHXpOHM3aAUMM BpPEMEHW - paspellaeT MCnosfib3oBaHue
NPUCYTCTBYIOLLUMX B IokanbHoW ceTu 4vacoB PTPv2; napametpbl PTP HacTpauBatoTcs
MHOMBUOYaNbHO ANSA KaXOoro ceTeBoro uHtepdenca Yepes crpaHuly "YnpasneHue ceTbio”
(cm. n. 3.3.21)

e Wcnonb3zoBate NMEA+PPS gnsi CMHXpOHM3auuu BPEMEHM - BblOMpaeTcd MNpu Hanuimm
nogkntoyénHoro kK COM-nopty peructpatopa npuémHuka GPS/TTIOHACC, HacTpoeHHOoro Ha
Bblgavy coobweHnn B dopmate NMEA 9600/8N1 no nuHum pgaHHbix u PPS niobon
NONAPHOCTM C AnuUTenbHOCTbO nmnyneca Ao 100 mc no nuHum DCD; nopty COM1 06bI4HO
cootBeTcTBYeT /dev/ttyS0

e Wcnonb3oBatb NTP anga cMHXpoHu3auum BpemeHu - paspeluaeT obpalleHme K OCHOBHOMY U
pe3epBHOMY CepBepaM BPEMEHW, €CNM OHWU YyKa3aHbl; Takke [enaeT cam perncrpatop
CepBepPOM BpeEMEHU (HaNpMMep, A5l KOHTPOSS KavyecTBa CUHXPOHM3aLMK)

e 3anucbiBaTb ceTeBon Tpaduk B chann .PCAP - 3anucb Tpaduka paboTaeT TOMbKO npu
ncnonb3oBaHum npoTtokona M3K 61850, HO BkntoyaeT B cebsa 1 Tpadmk Apyrnx NPOTOKONOB,
afipecoBaHHbIV perucTpaTopy unv otTnpasnsaemMblin UM

o Hepas3bopumBbii pexnm 3axBaTa CETEBOro Tpaduka - pa3peLLnTb 3annucb He aapPeCOBAHHOMO
peructpatopy Tpaduka, nonagarowero Ha ero uHTepdencbl (B nepByw oyepedb -
mynbTukact-pacceiiok SAMPLED VALUES n GOOSE, Ha koTopble perucrtpatop He Obin
nognucax)


https://ru.wikipedia.org/wiki/Tar
https://ru.wikipedia.org/wiki/Gzip
https://ru.wikipedia.org/wiki/XZ
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e Perncrtpauus HopmarnbHbIX PEXMMOB onucaHa B n. 3.6

3.3.15.2 Bknapgka "M3K 61850"

Bknagka nossonsiet NpocMOTPETb, B caMbix obwmnx yepTtax, SCL-mMogenb NOACTaHUUKM, BHECTU B
HEeé HeKoTopble OrpaHM4YeHHble M3MEHeHUs W/unu 3agatb napameTpbl paboTbl aHanusaTopa
Tpadvka, onucaHHble B pasgernie npo aHanuaatop (nNn. 3.7 1 KOHKpeTHo 3.7.1).

HoBasa wvnu unameHéHHas mopenb OyaeT nepefaHa Ha pPerucTpaTtop M CoOXpaHeHa Ha HEM npu
HaxaTtun kHonku "lMpumeHnTb" Ha Bknagke "CoxpaHeHue". Tak kak mMoaenb MNoAcTaHUuM MOXEeT
UMeTb DOOMbLUON pas3Mep, OHa He 3arpyxaeTcs B Beb-mHTepdenc aBToMmaTnyeckm n gENCTBMEM MO
ymonyaHuio ang skrnagkm "MOK 61850" saensdeTtca "He MeHATb koHdurypaumo 61850".

im] iili Kondurypauus - NC Heussecti= X | -+ - o X
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= PerMcIpanop aBapuMHbBIXICOOBITMNIAY AN s )

o | [1C HeveeecTrian Aurair NG24 (mod) BEEMA]

COCTORHNE
Hrnvxaropbl
Bpema

i

Tpadme i

TP 1o o132

Wz Mpouzsoputens | BK 3alwTa CocTae OT4ETHI GOOSE sV Moanncks | MaapoSHo

Herosnirm =

e, @ | 1| fura SVEY HET 3561 85e4 6454 - 48 NoKazaTs
[ncpetHoie | AuraMu SVEY 1.0 HET g1 1581
Iyxoesie 1 y
M3k 60870-5-104 L AuraMx SVEY 1.0 HET Sel 1581
OTUETE OMIT L | AuraMD SVEY 0 HET Sel 1681

R O He wonanszosats MK 51850
€ pErKCTRaTopa U3 dadina 8 daiin COZ03TE HOEYKD

Kohmrypaiia

yCTpolicTaa 13 dainos
MoAnKCKEY

3TOT PEMMCTDETOD
= Mcropua uEMeHeHWH
+ Bepota ana nevamd

» OddnaiH penakTop
YnpagnaH1e

» YNpasneHne ceTor:

SHaueHne

HazeaHwe napaMeTpa

* ¥YNpasneHne focTyroM GOSE =7
BKNKUMTE aHANME TpaduKa
BKIIHMTE SAMUMCE VEMEHEHMH METANaHHSIC

MypHan pervcipaTopa BRAKHMTE SaMHCs HOPMEMEHEX METARAHHLI (A7R PACHETa CTATHCTHKN) O
MyCK 0T GHANNSATODE: HOSEET NOTOK AHHBLK ] ]
MyCK 0T aHANNZATODE: TAAMEYT NOTOKE NakHbL O O
MyCK 0T GHANNSATODE: BOS0SHOBNEHAE NOTOKE AHHLIX ] ]
MYCK 0T SHANNZATODE: HEMEHEHIE METANEHHEX O O
MyCK 0T GHANNSATODE: PAspbIE HyMEpaLI ] ]
TYCK 0T aHANNZATODE: PECTANT HYMEPALIN ]
MyCK 0T BHANNSATODE: HEBENHYIE METHM BPEMEHM ] ]
MYCK 0T SHANNZATODE: HEMEHEHIE KA4ECTES ]

=]
o
]
]
o

o

lMepBoHa4YanbHO Ha BKNagke OOCTYMHbI TOMbKO TpU Apyrve eNCTBUS:
e B34Tb MOAErb NOACTaHLMM U3 perncrpartopa (ccolfika "c perncrparopa” BHU3y Tabnuupbl)
e BblbpaTb Mogenb NoacTaHumm u3 arna (cebinka "3 danna" BH13y Tabnuubl)
e CO34aTb HOBYH NYCTYH MOoAesNb NoacTaHummy (Cebifnka "co3gaTb HOBY" BHM3Y Tabnumubl)

Mocne Toro, kak OAHUM M3 NEepPeYUCEeHHbIX Bbllle AENCTBUMMN MOAEeNb NoAcTaHuuu Byaet cosgaHa
UNn 3arpykeHa Ha BKragky, 6yayT JOCTYNHbI Ccriegytowme JENCTBUS C HEN:
COXpaHUTb MoAenb noactaHumu B chamn (cebinka "B pann” BHU3y Tabnuubl)
e CO34aTb UNKW nepecosgatb MOAENb perncrparopa Ha OCHOBAHUM KOHUrypauuu, 3agaHHou
Ha OCTanbHbIX BKIagkax (Ccbinika "aTuT pernctpatop” BHU3Yy Tabnuubl)
e no06aBUTb MOOENW BHELUHWUX YCTPONCTB (CCbifka "ycTponcTea u3 annos" BHU3Yy Tabnuubl)
e noanUCbLIBaTLCA Ha CUrHanbl OT HUX (Cebinka "nognucky" BHU3y Tabnuubl)

CospgaBaemass mMopenb peructpatopa 3aBuUCUT OT BblbpaHHOro 4sblka WHTepdenca. B
PYyCCKOSA3bIMHOM BapuaHTe OHa MofHocTbio cooTBeTcTBYeT CTO 56947007 - 25.040.30.309-2020, B
aHrmos3bI4YHOM HEKOTOPbIE OTEYECTBEHHbIE pacLUMPEHNS OMYLLEHBbI.
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PaguokHonka B neBom ctonbue Tabnuubl no3sonsieT BblbpaTb Mogenb pernctpatopa, KOTopyto
cnenyeT ucrnonb3oBaTb. KHOMKa akTMBHA TOMNbKO 4SS MoAenen, NoaxoasimxX Ha porb permcrpaTopa
AYPA.

BeG-nHTepdenc MoxeT MCnonb3oBaTbCA ANS MOAMUCKU perMcTpatopa Ha CurHanbl OT Apyrux
YCTPOWCTB, €Cnn 3TV MNOANUCKM He ObinuM paHee 3adaHbl Apyrumu cpeacteamu. [Mognvcku
coxpaHsitoTcs B chaiine moaeny noactaHuun Kak aneMeHTbl <ExtRef ...>.

[nanoroBoe OKHO NOAMNMUCKM NoKa3aHo Hwxke. [Nocne Bbibopa kaHana u, Npn HeobXoaNMMOCTH, NPaBKK
€ero Ha3BaHus B COOTBETCTBUM C 3aJ4aBaeMOou NOANUCKON, credyeT BblbpaTb MCTOYHUK (KOHKPETHBIN
notok GOOSE unu SV, nnéo otyét MMS) 1 anemeHTbl 13 Habopa AaHHbIX, NepefaBaemMbliX 3TUM
WUCTOYHUKOM, OTAEMNBbHO ANS 3HAaYEeHUs!, onucaTerns KadectBa 3Ha4YeHUs1 U METKU BPEMEHM.

[ns BbIGOPOYHBLIX 3HAYEHUN METKa BPEMEHU He BblibuMpaeTcs (NoTok SV mmeeT obwun gnsi Bcex
CUrHanoB HOMEpP OTCYETA BHYTPWU CEKYHAbl, KOTOPbIN M UCNONb3YeTCsa AN BPEMEHHOW NPUBSA3KN).
Ons GOOSE wvHamBMayanbHas MeTKka BpPEMEHM CurHana onumoHanbHa - ecnv €€ HeT B Habope
AaHHbIX WUNW OHa He BblOpaHa npwu noanucke, OygeT ucnonb3oBaTbCsi 00OWAA MeTka BpPEMEHM
coobuleHna GOOSE. B otyétax MMS meTka BpeMeHn nepenaéTtcsa Bceraa, U Bceraa AomkHa bbiTb
ncrnonb3oBaHa.

i} Kendurypauma - Auralt x |+ - o x
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MapamMeTp a 3xavexme

Tumn Aranorossie I
KaHan AG4: Kanan AG4, ALN N24 ¢ |[ 23]
HazeaHue KaHan A4

Daza DC

FoMnoHesT ALM hed

McTouHkK AurzEmulatorMU00L/LLNOEMSSMSVCBO0L £ |[33 ][+
SHaqeHue AuraEmulatorMU001/ TCTRES. Amp SwinstMag.i |33
Kauecrso AuraEmulatorMU001 TCTRES. Amp Sv.g <[22~
Bpeamn o[ ][nn

MognucaTe

3.3.15.3 Bknagka "AHanoroBblie"

Bknagka no3sonsieT onncaTtb aHanoroBble KaHarnbl pernctparopa. Hencnonb3yemble kaHarbl MOXHO
OTKIIOYNTb CHATWMEM rarnoykv B cTonbue Homepa kaHana. Mpobnembl ¢ NOCTyNneHMeM AaHHbIX MO
9TMM KaHanam He OyayT NpuMBOAUTb K MpenynpexaeHuo O COCTOosiHMM peructpatopa. [Mpu atom
KaHan oCcTaéTcs NONHOCTbIO PYHKUMOHUPYIOLNM, BKIOYAs BO3MOXHbIE NMYCKOBbIE YCTaBKM MO 3TOMY
KaHany, KoTopble Npy Heo6Xo0ANMOCTM MOXHO TOXe OTKMYUTL Ha COOTBETCTBYIOLLIEN BKNaKe.

B cnyyae nogkntodeHnss nameputenbHoro npeobpasoBatens K TpéxdasHom cucTteme Mo MOfHOMm
Tunoson cxeme (Ua, Ub, Uc, 3Uo; mnm TOKM aHanoruM4Ho), nocne 3anofiHeHWUs NepBON CTPOKM
npeobpasoBaTtensd MOXHO HaXaTb CCbUIKy "3anonHuTb 3-hasHyto cuctemy" onsi aBTOMaTUYECKOro
3anosfiHEHMS 3HAYEHWNIN OCTarbHbIX TPEX CTPOK.
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Lo o= ]
Kondmrypauma - Surat x
&« (& @ https:;//hav/config w @ s (] 2 :
Pencipancp aBapMﬁHblx CoBBITZ AT
Aura-R-linug il i
r : X
N HazeaHHe KaHana Paza HazBaHmHe KoMNoHEHTa K,-,EPB, Ea. JanonHeHHE
A1 KaHan &1 TecT A1 111 e
FANOAHHTE
Az KaHan A2 TecT &2 11 Y F-x
AG Kanan &3 TecT A3 i1 b thazHyH
a4 KaHan Ad Teer At 11 wr RacTEn
- T AS KaHan AS TecT AS 11 T
CICUHANCTREHHE] 3aN2AHHTE
Ab HaHan A6 TecT A6 111 ks S
iy &7 KaHan &7 TecT A7 11 77 thasHyra
A Karan A8 Tect &3 11 7 FrETeny
H¥pHAaN PEFHETRATORS a9 K.aHan A9 TecT &9 11 77
3ANOAHHTE
Al0 Kanan 410 TecT &10 11 T 3
All HaHan A11 TecT A1l 111 ks fasHyra
a1z KaHan 412 TecT 412 11 Erd cheTery
Al3 KaHan 413 TecT &13 i1 "
3ANOMHHTE
Al4 HKaHan 414 TecT A14 11 " S
A15 KaHan 415 TecT 415 111 e fazHyta
Al6 Kanan Al6 Tect AlG 11 7 FrETeny
A17 KaHan A17 TecT &17 11 Y
3ANOAHHTE
Al KaHan 4158 TecT &15 i1 " S
Al9 KaHan A19 TecT A19 11 wr fazHyra
Az0 Kanan A20 TecT Az0 11 T EncTEHY -

[nsa 3agaHns kaHanoB NOCTOSIHHOrO Toka B ctonbue "®asa" cneayeT ykasatb 3HaveHne DC. Jlio6oe
Apyroe 3HayeHne byaeT COOTBETCTBOBATL KaHary NepPeMeEHHOro Toka.

B HwkHen yactm Tabnuubl KOHUrypaumm aHanoroBblX KaHamnoB pasMeLlaeTcsl CCbilka Ans ux
kanuoposku. [QuanoroBoe OKHO kanMbpoBKM MnokaszaHo Hwmke. B nepeon cTpoke BbibupaeTtcs
OMOPHbIV KaHar, OTHOCUTENbHO KOTOPOro cuMTaeTcs 3HavyeHve yrna. Bo BTopon cTpoke BbibrpaeTcs
Kanubpyembli kaHan. B TpeTben CTpoke ykasblBalOTCA TOYHblE 3HAYEHUS U3MepPSeMON BENNYUHDI,
B3ATble C 3TarioHa, MCNonb3yemMoro And Kanubposkn. MOXHO 3anonHATb He Bce nons, Toraa
(nepe)kanubpoBka OyaeT npoBedeHa 4acTUYHO, TOMbKO MO 3anOfiHEHHbIM 3HadeHuam. [locne
3aBeplUeHNss  KanuvbpoBKM  AManor MOXHO 3akpbiTb. Bce u3mMeHeHWss  KanMbpoBOYHbIX
KoaphuLmMeHTOB ByayT coxpaHeHbl TOMNbKO NPY NPUMEHEHUW KOHUrypaumu.

= Kendurypauus - AuraCt x —|—

& @] () https://aura/config 18 2

Kannbposxa (=] > [ ]m]

e MocToAHHaR MepeMerHan Mpensn
COCTaENAsoLLEA COCTAENAKWAR HEMEPEHNR

Al: Ua, 2C_35_xB B_35 kB_T-2_TLLY_6P [ee][32] (=] 0
A2: Ub, 2C_35_k8 B_35 kB_T-2_TILY_6P [«»]=]  o0.68516 9.8092 v | -120.02 200.63 [ 283.74
STanod

KOHTPOMMPOEETE MPENen HIMEPEHUA
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B npouecce KanMbpoBKM MOXHO KOHTPONMMPOBAThL Npeaen u3MepeHuss kanvbpyemoro kaHana, ans
yero crieayeT LWENKHYTb KO CCbiNke "KOHTpONMpoBaTb MNpeden uaMepeHus" M ykasaTb 3HaveHue
paspsagHoctn ALM. TMocne oaToro 6GyaeT oToGpaxaTbCA CTonGel C MpeaenomMm U3MepeHus
KanubpyemMoro kKaHana BO BTOPUYHbLIX BENUYMHaX (OO KOCOW 4epTbl - NpedenbHoe AeicTBytollee
3HayeHWe CMHyCoMaanbHOro curHana, nocre Kocoi 4epThbl - NpeAenbHoe aMninMTyHOe 3HadYeHue).

3.3.15.4 Bknagka "[OuckpeTHble"

Bknagka nossondeT onucaTb OWNCKPEeTHbIE KaHallbl permcrpartopa. HeVICI'IOJ'Ib3yeMbIe KaHalbl MOXHO
OTKIMIOYNUTb CHATUEM rariovkm B CTOJ'I6LI,e HOMepa KaHana. I'Ip06neMb| C nocrtynneHmnemMm fgaHHbIX Nno
3TUM KaHanamMm He 6y,E|yT npuBOAUTL K mnpeaynpexneHnto O COCTOAHUU perncrtpartopa. I'Ipvl 9TOM
KaHan ocTaéTtcs NOMHOCTbIO d)yHKLI,I/IOHI/IpyIOLLI,VIM, BKIMKO4YaaA NyCKoBbl€ YCTaBKW.

B Tabnuue ykasbiBaloTCS MYyCKOBbIE YCIOBMS MO KAXAOMY KaHany u nHdpopmauus 0 HauMeHOBaHUSIX
KaHanoe, Heobxoammas panss dopmupoBaHus danna .CFG dopmata COMTRADE. [Ons
npasunbHoro oopmmpoBaHusa danna .INF cdopmata COMTRADE ¢ gononHeHuamum cornacHo CTO
59012820.29.020.006-2015 HyxHa pgononHuTenbHas WHdopMaumss. E€ MoxHO ykasaTb B
OnanoroBoM OKHe, OTKpbIBatoLLeMCS Npu Bbibope cebinikn "nodasuTe" B koroHke "INF".

im} iifi Kondurypaums - NC Heussecthz X + - o x
L & (5 https://aura/config A s =.

— Perucrparop aBapmlerx Cﬂﬁlll'l'ﬁﬁ AYPA
. T1C HeveerTHas AWS0TNeS24 {mod)

COCTORHWE

MHAWEaTOpH
Bpera

Ceth
Hcrosturm
AHANOOBRE 2
FHckpeTHEE
Iyoxossie D1
MEK 60870-5-104 02
OruETe OMI 03

OCUANNorpaMMsl D4

3

HazsaHne KaHana Hazsarkue KoMNoHeHTa INF

=
T
w

01 Oc-1s aoBaeuT:
Dz nc-ia nobasuTe
D3 Oc-18 n063EMTE
D4 nc-ia nobasuTe
Ds Oc-18 n063EMTE
[ nc-1a nobasuTe
o7 Oc-16 aoGaeuTs
3] Oc-1s aoBaeuT:
DG ac-1a noBasnTs
D10 Oc-1s n0BaEMTE
Di1 nc-ia nobasuTe
D12 Oc-18 n063EMTE
013 nc-1a nobasuTe
D14 Oc-16 aoGaeuTs
D15 Oc-1s aoBaeuT:
D16 0c-16 PPS noBasnTs
DESPELLMTS NOSIEPHKY MHEEDCHEIX CHIHEN0E

Kondurypauma 0s
*  Mcropus vEMEHERA L&
= Bepoaa aAna nedatd D7
+ OduhnakH penarxtop e
YnpasneHme DS

= YNpasneHne CeTan: D10
= YNpasneHne AoCTyNoM

»  CHCTEMHEE 3yPHANE! 11
= LienoctHocms o1z

HypHan pervcTpaTopa 013
014
015
D16

S s s el < < ] <]
o o< <. ] < [ o o
) o < | <. =3
DDDDDDDDDDDDDDEE%

o

B HWXHen YacTy Tabnuubl pacnosiokeHa ccbifika Ans BKIHYEHUS NoaaepKkm MHBEPCHbIX CUrHarnoB.
Ecnn HaxaTb 3Ty CCbifIKy UNu B permctpaTope yxe onucaH XoTs Obl OOWH MHBEPCHbLIA CUrHarn,
BKMoYaeTcsa nokad crtonbua "VIHB", B KOTOPOM MOXHO OTMETWUTb KakMe M3 CUrHanoB SABMAATCHA
WHBEPCHbLIMU.
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i e=aray
Kondmrypauma - Surat x

&« (& @ https:;//hav/config w @ s (]

MNapaMeTpbl AHCKPETHOMO CHIHANAa

HazeaHWe napameTpa SHAHEHHE
AMCKPETHEIA CHrHan D1: Kanan D1, Pezepe

Fpynna P34 PenefiHas sawmTa

THM AHCKPETHOrD CHrHaNa CpabaTbIBaHHE MYCKOBLIX OPraHoE
YPOESHE HANPAKEHHA, . 110

KpaTkoE HEMMEHDEAHKE CHMHana

3.3.15.5 Bknagka "O6opynoBaHue™

Bknagka nossonsetr pobaenaTb WM onucbiBaTb  eauMHuubl  0bopyamoBaHus cornacHo CTO
59012820.29.020.006. OnucaHHble efuHuLUbl 060pyaoBaHUSA MUCMOMb3YHTCA NpyY POPMUPOBAHUU
dannos .INF n .HDR, B yacTHOCTW, Ans BCTpOoeHHOW B pernctpatop dyHkuun OMI. Ona kaxgown
eovHuubl obopyaoBaHMa npefnaraeTca ykasatb €€ TuM, Ha3BaHve U psag APpYron MHopmauuu.
YacTb aTOM MH(pOpMaLMM nocrne 3anucu aBapuy NPOCTO NEPEHOCUTCH B COOTBETCTBYHOLLME MecTa
dannos .INF 1 .HDR, gpyras yacTb Takke UCNonb3yeTcsl perncTpaTtopoM B pac4étax, a UMEeHHO:
e Twun obopynoBaHusa - ecnu ato JIOI, TO nosBNATCA NONS BBOAA NapameTpoB fUHUM U
nocrie 3anvcu asapum BbinonHaeTca gyHkumsa OMI
e Homepa kaHanoB HanpsKeHUs 1 TOKa - yKasblBalOTCA Yepes3 3anaTyl, UCNOoMb3yrTca Ans
dyHkunmn OMIT n ana opmmnpoBaHnsa pacy€THbIX kaHanoB npotokona M3K 60870-5-104
(nogpobHee Npo hopmupyemble pacyETHbIE KaHanbl cM. B . 3.11)
e HoMWHanNbHbLIN TOK NIMHUK - Ucnonb3yeTca ansa yHKumun OMI

JonyckaeTcsa ykasbiBaTb TONMbKO ABa Toka (la + Ib wnu la + Ic) npu ykasaHum Bcex ¢asHbiX
HanpsbkeHun. [Ona uenen pacyéta MOLLHOCTM HeJoCTalwwmi ToK OyaeT paccuvMTaH no OogHOW u3
cnegyrowmx cdopmyn: Ic = —(la + Ib) unm Ib = —(la + Ic). OnpegeneHne mecTta noBpexaeHUs
npou3BoAnTbLCA He Byaer.
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H KoHburypauma - SuraQt

€« > C

# aura/config

124414
0K

| (] esnesme (EEE ()
Obopy a0BaHHE

Myck

Me

HasBaHue napaMeTpa

SHaYEHHE

Tun ofopy A0EaHHA

* 3N W e BRIKNFYATENN (Line)

]

AHCNETHEPCKOE HAMMEHOEaHHE 0B0PY A0BaHHA

S Mook 3.1

KpaTkoe HAHMEHOEaHHE 0BOPY A0EaHHA

| McTok

YPOBEHE HANPAKEHHMA

oeh

=]

AHCNeTHEpCKoe HaMMeHoEaHHe TH, LLOH

| McToK - BRIXOAE! Hanpa¥eHua

Homepa kananos Hanpaxerka: Ua, Ub, Uc, 3o

| 56,78

AHCNETYEpCKOE HAMMEHDEaHHE TT

' HeTok - BeIXoAR TOKS

Homepa kaHanos Toka: Ia, Ih, Ic, 3lo

'17,18,19,20

HomMepa KaHanoe yCTpoMcTE P34

HomMepa KaHanos 4acToTel No diazan A, B, C

HDMEDG KAHANoE CHCTEME] BDBSY)KJJ.BHPIF!

Homepa kananos COOT: +-, +, —

HoMMHANEHBIA TOK NHHKE, & 600

® 2 2 i

AnkHa, KM, Al R1 xo
10 0.30 0.05 1.00
20 0,35 0.0% 1.10

ADGEEMTE WUSCTOK MM OTNaMKY

AOBEBHTE = 01HALY 0000y A0EEHN

3.3.15.6 Bknapka "lMyckoBble"

Bknagka nossonsieT pepaktupoBaTb, A00aBNATb M yganATb MyCKOBble YCTaBKWM MO aHanoroBbiM
KaHanam (nyckoBble yCTaBKu MO AMCKPETHbIM KaHanaMm 3agatoTCs HernocpeACTBEHHO Ha BKNaake
"OuckpeTHble"). [lobaBneHve nyckoBoW yCTaBKM Ha4YMHaeTCs € BblIbopa e€ Tuna U3 Cnucka B HUXHEN
yactn Tabnuupl. NMocne 3TOro MOXHO BbiIOpaTb MyckoBOW KaHan. [Ans TpéxdasHbiX pPacHETHbIX
ycTaBok, Bpoae U2, BbiOupaetca kaHan dasbl A; kaHanbl ¢a3 B n C pomkHbl crnepoBaTtb
HenocpeacTBEHHO 3a HUM. KaHanbl u3 rpynnbl "Pe3eps" ons Beibopa He npegnaratotcs. B ctonbue
"Cenyac" otobpaxaeTcs TeKyllee 3Ha4YeHne NycKoBOro curHana.

i} | i Kongwrypauma - NC Hewssects: X + - o x
< C

= Permcrparop aBapuHHbIX COOBITMI AYPA
= MHAMKETOpH

emms  [1C HevesecTHas A=t NE000
S || e e (| e [
Bpema

Cern AHAROIOBHLIE H PACYHETHLIE

(3]  https;//aura/config A 8 8

CocToAHnE

KOBbIE YCTABKH
Hopra
(sozepaT)
1 Kanan AL, MpecoaguHesde 1 7 50 &0

Hazsanue nepeMeHHon & Himxe

: Kanan AZ, MpecoenHesne 1 EEL 50 a0

Oruers OMI 3 Kanan A3, MNpucoenmHesye 1 50 &0

OCUHnno rpamHs! 1 Kanan A4, MpucoearHedne 1 50 (1]

KoHdurypauma Y 1 Kanan Al, Mprcoenuneswe 1, A0 A5

eooeeoE

»  Hcoropus vEMeHed
= Bepoan gna nedatu
s OduhnaiiH pepakrop

: Kanan A1, Mpecoenwheswe 1, 20 A0 552 777
nobasime myck no Isy, Use, I=, U=, Irms, Urms, 11, UL, 12, U2, 310, 3Uo, F, Expr

¥npasnesme

= YNpasneHWe CeThis

* YNpaEneHne [OCTyoM
= CHCTEMHEIE JyPHANH
» LlenoctHocs

HypHan perncrpaTopa

YTtobbl 3agaTb MYCKOBYIH YCTaBKy "HWXe HOpMbI" criegyeT Bnucatb 3HadeHue cpabaTbiBaHus
YyCTaBKW B KOMNOHKY "Hmxe" n 3HadeHne Bo3BpaTa B MCXOOQHOE COCTOSIHME B NEBYIO KOMOHKY "Hopma".
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Utobbl 3agaTb MycKOBYH YCTaBKy "Bbille HOpMbI" criedyeT BnucaTb 3HaveHue cpabaTbiBaHus
YyCTaBKkM B KOSOHKY "Bblwe" n 3HayeHWe Bo3BpaTa B WCXOOHOE COCTOSIHME B MpPaBY) KOMOHKY
"Hopma". [JonyckaeTcsa 3agaBaTb 06a Tuna nycka ogHOBPEMEHHO.

Ona cpabaTbiBaHMA MYyCKOBOW YCTaBKM C 3a4epXKOW crnegyeT 3adaTb 3HaAYeHMe 3adepXku B
CeKyHAax B KONMOHKy "Bbiaepkka BpemeHun". YcTaBka cpaboTaeT, ecnivm B TeYeHne BCEro ykasaHHOro
WHTEepBarna BpPeMEHM 3Ha4YeHue ObIfo Bbille HOPMbl UMW HUXE HOPMbIl, NPY 3TOM MOMEHTOM Mycka
OygeT cuntaTtbCsa Havano aToro uHTepsana. [lonyckaeTcs ykasbiBaTbh 3agepxkm oT 0 go 60 cekyHa,.
Paspewatowas cnocobHocts 0.01 cekyHabl.

Perncrtpatop ponyckaeT co3gaHue MyCKOBbIX YCTaBOK MO BbIYUCASEMbIM MaTteMaTudeckum U
Nnorn4yecknm BblpaxkeHusim. Takue ycTtaBkm mmetoT Tun "Expr". NMogpobHee npo BbluUCAsiEMbIE
BblpaxeHus cm. n. 3.5.

3.3.15.7 Bknagka "CoxpaHeHue"

Bknagka otobpaxaeT B TEKCTOBOM BMAE HECOXPAHEHHYIO KOHUrypaumio permctpatopa co BCeMU
BHECEHHbLIMW U3MEHeHNsMU. B TeKCTOBOM none BBOAa BHU3Y CTPaHULbl MOXHO BNMUCaTb MOACHEHUS
K cOenaHHbIM M3MEHeHusIM, [Ans  nocnegylowero oTobpaxeHus B UCTOPUMU  U3MEHEHWUN
KoHdurypauun. KHorka "MpuMeHnTb" coxpaHaeT n akTuBupyeT N3MEHEHHYIO KOHUrypaumio.

. =L
KoHdurypauyma - Suralt x
&« c & https://hav/config b g S (] 2
APLHBICEOBIT A IGAR 12:17:3; Ty cre
4 il _
DeviceMame=AuraQt N2001 -
StationfMame=~Aura-R-Linux,
CompanyMame=000 "CBEM"
PowerSystem=r.ExaTeprHibypr
RecordBeforeTrigger=0.1
RecordafterTrigger=a
DiscreteFilker=0,000
AnalogChannelCount=256
DiscreteChannelCount=1024
SamplingRake=1000
MaxFileDuration=a0
MaxFileSize=104857600
MinFreeSpace=524255000
MaxllsedSpace=10485760000
MaxFileCount=4000
Eiteorderiark=true
SoundEnable=trus
PuskUdpEnable=Ffalze -
PuskUdpIgnore=
AubaTrigger=HeT A
KPaTKO ONHWHTE CABNSHHBLIE HEMEHEHHA
MPUMEHKTE
b o

lMocrne 3aBeplueHUA coxpaHeHus (POH JaHHbIX 9TOM BKMNaAkM nomeHsieT uget. [Npu ycnewHom
COXpaHEeHUU - Ha 3enéHbin. Mpn HeycnewHOM COXpaHEHMM - Ha KPaCHbIN.

~n

3.3.16 CtpaHuua "Uctopma nameHeHum

Bknagka "Wctopua um3MeHeHun" KkoHdurypaumm oTobpakaeT BCe W3MEHEHUs1 KOHdurypauum c
MOMEHTa NPou3BOACTBA perucrTparTopa, ¢ ykasaHnem aBTopa U coeriaHHOro aBTopoM KOMMEHTapus.
NcTtopua unameHeHun KOHUrypauum XpaHuTCs B cucteme ynpasneHus Bepcuamu Git B Buae
(PUKCUPOBAHHBIX N3MEHEHMIN - KOMMUTOB. JTl0Byt0 BEPCUIO KOHUIypaLmUM MOXHO CKavaTb Ha OUCK

WY OTKPLITb 4S9 NPOCMOTPAa M OTMEHbI CAeMNaHHbIX C TeX Nop M3MeHeHu (cm. n. 3.3.15).
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im} iili Vicropus wsmenenui konduryps X | - - O X
&« O M &) https;//aura/config-history A T8 @ -3

= Perucipaiop aBapuiHbIX . COOBITMI AYPA
[ HespecTHan At N2524 (mod) =
COCTORHHE Mcropun nomenchmi kondmrypaymsm
: “ ] Nara/spema HpaTxne 0nUCaHIE MEMEHEHMI AETOD ;3;;'“2
= Cem 2023-03-29 12:04:20 EsreHuil Prbues conf scd m
= HcrouHum -
»  AHANOTOBHIE 2023-03-29 11:50:32 Ezrenuil Pebuee conf scd m
MpxpeTHbe 2023-03-29 11:05:46 EsreHui Prbues conf scd w
s [lyokoBsie . =
. MBK 60870-5-104 2023-03-29 11:04:26 EsreHui Prbues conf scd w
= OTuETE OMI 2023-03-29 10:59:54 Esranuil Prbues conf scd w
Oaunnorpame 2023-03-07 11:44:57 Esrenuil Prbues conf scd w
Kondu 2023-03-07 11:42:20 Esrequil Prbues conf scd w
0 L -
K = 2023-03-07 11:35:26 Esrenuil Prbues conf scd w
s McTopua MEHMeHeHi v
« Bepoan ana nevami 2023-03-07 10:55:28 HoBee 3neMedTsl 6 Mogens Esrenuil Prbues conf scd w
= OcdmakH penakTop 2023-03-06 15:59:4% BhiCTpBIE M MeAneHHble GOOSE No KOpnopaTeHoMy npoduno EsreHuil PabLes conf scd me
Ynpacnesmie 2023-03-06 14:58:4% BEpHyn npasunkHEl SC0 EsreHuil Pafuee conf scd w
= YNpaEnesne cetuio 2023-03-08 14:56:00 HazHaued ananTep Ezrenuil Pebuze conf scd m
= Ynpasnetive nocynor HERPEIERRE - Tl Kordmr 4na sesona GOOSE, noumh uncTsi EsreHuil Prbues conf scd w
2023-03-02 15:20:40 EsreHui Prbues conf scd w
2023-02-21 13:34:48 Esranuil Prbues conf scd w
2023-02-21 13:29:54 Esranuil Prbues conf scd w
2023-02-21 10:50:06 Esrenuil Prbues conf scd w
2023-02-21 10:48:42 Esrenuil Prbues conf scd w
2023-02-21 10:48:1% Kniest Esrenuil Prbues conf scd w
2023-02-21 09:51:53 EsreHuli PrbLes conf scd w -

3.3.17 CtpaHuua "Bepcuna ana neyatn”

Ctpanuua "Bepcus onga neyaTtn" otobpaxaeT KoHUIypauuo permctpatopa ans npunoXxeHnsa eé K
akty Hanagkm wn T.n. KoHdwurypauua oTobpaxaeTrca B COOTBETCTBMM C TeM, Kak OHa Obina
NUHTepnpeTnpoBaHa nporpammoin AuraQt.

3.3.18 CtpaHuua "Oc¢dnanH pegakTop”

OTa cTpaHMua He OTKpblBaeTca B Opay3epe, a ckaumBaeTcsa Ha Auck. Bmecte co cTpaHuuen
pefakTopa Takke ckauMBaeTCs Tekyllas KoHdurypaumsa permcrpatopa. CkavyaHHble dhannbl MOXHO
ncnonb3oBaTb AN pPeAakTUPOBaHUA KOHGUrypaumm perucTpartopa npy oTCyTCTBUN MNOAKMIOYEHUS K
HemMy. WM3aMeHEHHble ainbl KOHUrypaumm MOXHO OygeT NPUMMEHUTb NPU  BOCCTAHOBMEHWUU
NOOKMIYEHUA K perncTpaTopy 4Yepes ctpaHuuy "KoHdurypaumna" permcrtpaTopa.

B uenom oddnanH pegaktop koHduUrypaumm nostopsaeT ctpaHuuy "KoHdurypaums" pernctparopa,
onucaHHyto B n. 3.3.15. VcknoyeHne coctaenseT oTcyTcTBme paaa QyHKUUA, He NpUMeHNMbIX 6e3
Hannunsa coeguHeEHUs, Taknx, Kak KanmbpoBka U NPOCMOTP TEKYLLNX 3HAYEHWUI MYCKOBbIX CUrHarnoB.

3.3.19 CtpaHuua "Ocuunnorpammbl”

CtpaHuua "Ocuwmnnorpammbl" nNO3BONSAET nonyvyatb C perncrpatopa aBapuiHble  3anucu
(aHanoroBble n auckpeTHble curHanel B ¢opmate COMTRADE, ceteBon Tpaduk B dopmaTe
PCAP). 3anuncu otobpaxatoTcsa CrpynnMpoBaHHbIMK N0 MMEeHU (harina u CTaHOBATCH OOCTYMHbI ANs
CKadmMBaHUA Nocne OKOHYaHUA 3anucu n 06paboTkn ocumnnorpaMmbi.



AuraQt. OnucaHune n pykoBoACTBO Nonb3oBaTens 41

(=
Qoynnnorpamme - Suradt x
€ 3> C A Hesawuwweno | 192.168.0.242/comtrade
13:04:37
oK
DcyMnnorpaMMel
(LI danne Pazmep

2020.06,11,12,12.49, 700, +5,MC_1 10kE_Bonerk, Auradk NE20052,AZ69 MP-4T200_25 I~ HIGH | cfgdat hdrinf | 10,302
2020.06.11,12,12.52, 360, +5,MC_1 10kE_Banerv, AuraCk N220052,A269 MP-4T200_25 3o HIGH | off cfg dat hdr inf | 20,611
2020.06,11,12,13.08,520,+5,MC_1 10kB_Bonern, Auralk N220052,A261 MP-4H3I50_18 3o LOW | off cfg dat hdr inf | 20,597
2020,06,11,12,13. 18,440, +5,MC_1 10kE_Bonerm, Auradk N220052,A269 MP-4T200_25 310 LOW | off ofg dak hdr inf | 20,498
2020,06.11,12,13.29, 080, +5,MC_1 10kE_Bonerm, Auradk N220052,A261 MP-4H350_16 U2 HIGH | off ofg dat hdr inf | 26,398
202006, 11,12,13.38, 900, +5, N _1 10kE_Bonerk, Auradk NE20052,AZ69 MP-4T200_25 12 HIGH | off cfg dat hdr inf | 20,505
2020.06.11,12,13.47, 360, +5,NC_1 10kE_Baneru, Auradt N220052,A261 MP-4H350_18 U2 LOW | off cfg dat hdr inf | 20,599
2020.06,11,12,13.57, 100, +5,MC_1 10kB_Bonern, Auralk N220052,A269 MP-4T200_25 [2LoM | off ofg dat hdr inf | 20,599
200,06, 11,12, 18,537,400, +5,MC_1 10kE_Bonerm, Auradk N220052,A261 MP-4H350_16 UL HIGH | off ofg dak hdr inf | 20,59
2020.06.11,12,18.48, 200, +5,MC_1 10kE_Bonerk, Auradk N220052,A269 MP-4T200_25 11 HIGH | off ofg dat hdr inf | 20,604
2020,06,11,12,19.02, 000, +5,MC_1 10kE_Bonerk, Auradk N20052,A261 MP-4H3IS0_1GF LOW | off cfg dak hdrinf | 20,510
2020.06.11,12,19.22,000,+5,MC_110kE_Baneru, Auradt N220052,A261 MP-4H350_18F HIGH | cff cfg dat hdr inf | 20,503
2020.06.11,12,19.37,880,+5,NC_1 10kB_Bonern, Auralk N220052,A261 MP-4H3IS0_18 UL LOW | off ofg dat hdrinf | 20,512
2020,06,11,12,19.48, 220, +5,MC_1 10kE_Bonerm, Auradk N220052,A269 MP-4T200_25 11 Lo | off ofg dak hdr inf | 20,503

I [RL=IFE T ER AR 2020.06.11,12,20,05,.540,+5,M¢C_1 10kE_Boners, urack NEE0052,4261 MP-4H350_16 3o HIGH | off ofg dat hdr inf | 20,501
200,06, 11,12,20,15, 460, +5,MC_1 10kE_Bonerv, Auradk N220052, AZ69 MP-4T200_25 3o HIGH | off cfg dat hdr inf | 20,599
2020.06.11,12,20,31,620,+5,MC_110kE_Banerv, AuraCk N220052,A26 1 MP-4H350_18 300 LOW | ofF cfg dat hdr inf | 20,601
2020.06,11,12,20.41,540,+5,MC_1 10kE_Bonern, Auradk N220052,A269 MP-4T200_25 3o LoW | off ofg dat hdr inf | 20,503 -

Ecnn 3anucb OGbina 3aBeplueHa aBapuiHO (Hanpumep, npu cboe nuTaHusl), OHa OCTaHeTcH

HeOOCTYNHOW ANA CKauMBaHUS C 3TOW CTpaHWUbl, HO NPU HEOBXOAMMOCTM MOXET ObiTb ckayaHa
yepes CTpaHuLy NpsiMOro AocTyna K dhainiam ocuuniorpaMm, nepenTy Ha KOTOPY MOXHO 4o6GaBuB
KOCYI0 YepTy K agpecy CTpaHULibl YTOGbI MONy4Ymnnocs . . . /comtrade/ Kak nokasaHo HUXE.

R=aeey
Daiael - AuraQt x
&« C A Hezawwmweno | 192.168.0.242 /comtrade/ w © B M ™ ; :
PenycTparoplaEapHERAcobBIT AN "lt 13:03:32 Mycie =
MNMpocHoTp Nankd fcomtrade;

A IzmEHEH Pazmep
2020.06,11,12,12,49,700,+5,NC_110kE_Bonery,Auralt M220052,A269 MP-4T7200_25 I~ HIGH.dat | 2020-05-11 12:12:51 | 9.9M
Z020.06.11,12,12.49.700,+5,NC_110E_Bonery,Auralt MOZ20052 4269 MP-4T200_25 I~ HIGH.cfg 2020-068-11 12:112:52 | 724k
2020.06,11,12,12,49,700,+5,NC_110xE_Bonerw,Auralt N220052,A269 MP-4T200_25 I~ HIGH.hdr | 2020-06-11 12:12:52 | 3.4k
2020.06.11,12,12.49.700,+5,NC_110E_Bonery,Auradk MOZ0052, 4269 MP-4T200_25 I~ HIGH.inf 2020-06-11 12:12:52 | 364.6k
2020.06.11,12.12.52.360,+5,NC_110kE_Bonery,Auragt N220052, 4265 MP-4T200_25 310 HIGH.dat | 2020-06-11 12:12:54 | 9.9M
2020.06.11,12,12.52.360,+5,NC_110xE_Bonery,Auradt M220052,A269 MP-4T200_25 3Io HIGH.hdr | 2020-06-11 12:12:55 | 3.4k
2020.06.11,12.12.52.360,+5,NC_110kE_Bonery,Auradt N220052, 4265 MP-4T200_25 310 HIGH.off | 2020-06-11 12:12:55 | 10.3M
2020.06,11,12,12,52,360,+5,NC_110kE_Bonery,AuraQt M220052,4269 MP-4T7200_25 310 HIGH.nf | 2020-06-11 12:12:55 | 3646k

nnorpaeL 2020.06.11,12.12.52,360,+5,NC_1 10kE_Boner,Auradt NE20052,A260 MP-4T200_25 310 HIGH.cfg | 2020-06-11 12:12:55 | 72.4K

T 2020.06,11,12,13.08.520,+5,NC_110kE_Bonery,AuraQt M220052,4261 MP-4H350_18 3o LOW,dat | 2020-08-11 12:13:10 | 9,9M

2020.06.11,12,13.08.520,+5,NC_110k6_Eonerw, Auradt N220052, 4261 MP-4H350_18 3Uo LOW .cfg | 2020-06-11 12:13:11 | 724k
2020.06,11,12,13.08.520,+5,NC_110kE_Bonery,Auralt M220052,A4261 MP-4H350_18 3o LOW.cff | 2020-06-11 12:13:11 | 10.3M
2020.06.11,12,15.08.520,+5,NC_110kE_Eonery,Auragt N220052,4261 MP-4H350_18 3o Low.inf | 2020-06-11 12:13:11 | 3646k
2020.06,11,12,13.08.520,+5,NC_110kE_Bonerw,Auralt N220052,4261 MP-4H350_18 3Uo LOW. hdr | 2020-06-11 12:13:11 | 3.4k
2020.06.11,12,13.18.440,+5,NC_110xE_Bonery,Auradt MO20052, AZ69 MP-4TZ00_25 3Io LOow,dat | 2020-06-11 12:13:20 | 9.8M
2020.06,11,12,13.18,440,+5,NC_110kE_Eonerw,Auradt N220052,A269 MP-4T200_25 31o LOW, cff 2020-06-11 12:13:21 | 10.2M
2020.06.11,12,13.18.440,+5,NC_110xE_Bonery,Auradt MO20052, AZ69 MP-4TZ00_25 3Io LOW, hdr | 2020-06-11 12:13:21 | 1015
2020.06.11,12.13.18.440,+5,NC_110kE_Bonerw, Auradt N220052, 4269 MP-4T200_25 3lo LOW.chg | 2020-06-11 12:13:21 | 72 .4k 7

Ecnu BknioyeHa pernctpaumst HopmarnbHbIX PEXUMOB (CM. M. 3.6) 1 eCTb COOTBETCTBYIOLLME 3anuUCH,
Ccbinka ans nepexoda K HWM OydeT pacriofiokeHa B HWXKHEW 4YacTu Tabnuubl aBapuiHbIX
ocuunnorpamm. Ecnv B Tekylumii MOMEHT BeAETCS 3anncb HOPMasbHbIX PEXMMOB, KOTOPYH

Tpe6yeTcs| NPOCMOTPEeTb HEe AoXnaasacCb eé 3aBepweHna no OKOHYaHUK CYTOK,

MOXXHO

BOCNOJ1b30BaTbCA pPaCnoOfIOXEeHHbIMU BHNU3Y CTPaHUL bl KHOMNMKaMu:

"HauaTb HOBbIM hann" - 3aBepluaeT TeKyllyk 3anucb, gernaet eé [JocTyrnHoW Aans
CKadvBaHUA, Ha4YMHaAET HOBYIO 3anunCb

"Ob6paboTaTb TeKkywmn" - genaeTt KONU TeKyLlen 3annucu AOCTYMNHOW ANSA CKauvMBaHWs Mog
TEM X€ MMEHEM, HO CO 3HaKOM CMMBOSIOM TWUMbAbl (~) HA KOHLE, HE NpepbiBaeT TEKYLLYHO
3annchb
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im] | H Ocumnnorpamme - AuraQt
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Pernciparopla

PAC pampenenanis Alira)

x |+

5 https://aura/comtrade?normal

MHHBIXCOOBIT M IAYEA

COCTORHNE

* Myauearopo
Bpema

Ceth
McTouHMkM

OoMnnorpaMMel

Kondmrypanys

= MCTopua UEMeHeHud
» Bepot ana nesari
» OddnaiH penakmop

YnpasneHve

-
-
.

YNpagneHne ceTa
YNpasneHne QocTymoM
CHCTEMHBIE: NyPHEMBE
LienocTrocs

HypHan perncrpaTopa

Hrn

Caine

)

Pazmep ~

2021.11.18,12.17.36.810,+5,PAC pacipenenerka Auralt M21_100, NORMAL

ff cfg dat hdr

0.012 M5

2021.11.18,12,18.21.279,+ 5,PAC pacnpegensHka AuraQt N21_100, NORMAL

dat

0.116 MvE

2021.11.18,12.18.21.279 45 PAC pacnpegenenka Auralt N21_100, NORMAL-~

ff cfg dat hdr

0.226 Mu5

Opasorars reryus

3.3.20 CtpaHuua "YnpaBneHue"
Uepes cTpaHuuy "YnpaeneHue" nonb3oBatento ¢ ponbio "Hanagunk AYPA" npepoctaensieTcs
OOCTYyN K psagy ynpaBnsawowmx AEWCTBUN, MHTepdenc KOTopbiX 3aHMMaeT Hebonbluyko nnowanb
3KpaHa M KoTopble ObiMM CrpynnUpPOBaHbl HA OAHY CTPaHULy, B OCHOBHOM, MO 3TOMY MNPU3HAKY.
MogpobHee OHM onMCcaHbl HUXeE.

I} I ili ¥npaenenwe - NC Hewzeectnas . X I+

< C

= PerMcIparopaBapPUHHBIX:COOBITMHIAYPA

smmms  [1C HesEBecTHaA ALTCE NE000

CocToRHnEe
s MHavxaropol
Bpemsa
Cer
HerouH
AHANOMOEME
[OuocpeTHnie
0BbIE
60870-5-104
Oraemon OMIT

OOMnnorpaMMsl

Kondwrypauma

» Hcropua MEMEHEHWH
= Bepoun ana neuat
s OdidwaitH pepakTop
¥n HHE

YNpaeneHHe CeTaH

LienocTHocTa

AypHan pErMCTpaTopa

& https://aura/manage

¥NpaEneHHe NOCTyToM
CHCTEMHBIE HOyPHTAMbE

BrnioumnTe pexum TecTMpoBaHuA
OTKMNHMUTE PEXUM TECTHPOBAHWA
BrNKUMTE PERUM CUMYMALMA
OTEMOUNTE PEXUM CUMYTALIM

MuHHMMANEHEIR pecTapT

PecTapT npouecca

Mepezarpyaka

»
TecT BLIXOAHEIX pene

CBpoc BbIx0aHbIX pene

OGHoeuTs MO

OBHOBUTE NULIEH3MKD

3.3.20.1 BknioveHue 1 OTKNYeHUe pexnuma TecCTupoBaHus
YnpaBneHue pexmnmom paboTbl ycTponcTea npeaycmoTpeHo ctaHgaptom MOK 61850 u nossonset
BKMOYaTb, OTKMAYaTb W TecTupoBaTb (YHKUMOHMPOBaHME YCTpOMCTB 6e3 ux ¢ur3n4eckoro
OTKMNIOYEHUSA OT NEPBMYHOrO 060pyA0BaHMS U OT MHPOPMALMOHHOW CETU NOACTaHLNN.

S1571t7,

CBASE I ECIMPOBAHNME CI‘-'i'!'}'lSI LKD)

PasnuuatoT cneaytowme natb pexumoB (Mod/Beh) pabotbl yctponcTts: "on", "on/blocked", "test",
"test/blocked" n "off". B perncrtpatope peannsoBaHbl ABa pexunma paboTsl: "on" n "test".
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B HopmanbHOM pexnme paboTbl permctpaTtop nepedaéTt CBOW aHaroroBble Y AUCKPETHbIe CUrHanbl
6e3 npusHaka kadectBa "Test" n wratHo obpabaTbiBaeT BCe curHanbl, noctynawLwme 6e3 npusHaka
kayectBa "Test". CurHanbl ¢ nNpmsHakoMm kadectBa "Test" BOCNPUHUMAOTCA Kak HeJOCTOBEpPHbLIE.
Moctynatowme no MMS komaHabl nycka n copoca nHanKauum He JOIMKHbI MMETh nNpuaHaka "Test".

B pexume TectupoBaHusA perncrpatop nepenaet CBOM aHarnoroBble W AWCKPETHble CUrHanbl C
npusHakom kadecTtea "Test" n wrTaTtHO oOpabaTbiBaeT BCe cuMrHanbl, NOCTynaroLWmMe Kak C NpuU3HaKkom
kadyectBa "Test", Tak n 6e3 Hero. lNoctynaowme no MMS komaHabl nycka u cbpoca mHauKauum
AOMKHbI umMeTb npusHak "Test". PaboTta B pexmme TECTUPOBAHUS CUrHaNMU3NpyeTca Haanucbio
"TECTUPOBAHWE" npaBom BepxHeM yriy Beb-nHTepdenca kak nokasaHo Ha KapTUHKE Bbille.

MoapobHee nNpo pexum cumynaumm cM. B ctangapte MOK 61850.

3.3.20.2 BknioveHue 1 OTKINIOYEeHUEe peXxuma CuMynaumum

Pexum cumynsaumm npegycmoTtpeH ctangaptom MOK 61850 n nossonsieT coBmeLLaTtb B 0OHON CeTn
pearbHble AaHHble U JaHHbIE OT UCMbITaTeNbHOW YCTaHOBKU. [1aHHbIe OT UCNbITaTeNbHON YCTaHOBKM
npv 3TOM NepefarnTCs C YCTaHOBMEHHBIM NMPU3HAKoOM "cumynauns”. BknioveHne pexnma cumynsaumm
paspellaeT perucTpaTtopy UCMonb3oBaHWE CUMYSIMPOBAHHbIX OaHHbIX W npegnucbiBaeT
npeanoYnTaTb UX peanbHbiM AaHHbIM. PaboTa B pexume cuMynsaummM curHanuaupyeTcs Hagnucbio
"CUMYTTALUMA" npaBom BepxHeM yrny Beb-nHTepderica kak noka3aHo Ha KapTUHKE BblLLe.

Mogpo6GHee nNpo pexum cumynsaumm cm. B ctangapte MOK 61850.

OnucaHHbIi B 3TOM MYHKTE PEXUM CUMYMALUN HE MMEET HuYero obuiero ¢ BO3MOXHOCTbIO
reHepaumm CUMMyNMPOBaHHbIX AaHHbIX CaMUMM pPerncTpaTopoM, Kotopas He 3aTparmaeT WwuHy M3K
61850 1 HacTpauBaeTcsl BblbopoM Tuna Grioka conpsbkeHus "SimulationX" smecto "AuraPCl" B
KoHpurypauum peructpatopa (cm. n. 3.3.15).

3.3.20.3 PecTapt

B gmarHocTuyeckux Lensix npeaycMoTpeHbl crieqytowme Buabl pectapta permctpatopa no KomaHae
nonb3oBaTens:

e MUWHMMAanbHbIA pPEeCcTapT - TaKOW e Kak, Hanpumep, Mpu WU3MEHEHUN KOHUrypaumu;
nepenHuunanusayms OonbLlUNHCTBA dyHKLMIA nporpammel; BebG-uHTepdeinc
NpUOCTaHaBNMBAETCS Ha Kakoe-TO BpeMS, 3aTeM npogoshkaeT paboTaTb

e pecTapT MpoLecca - TaKoW e Kak, Hanpumep, npu obHoeneHuu MNMO; nporpaMmma MOMHOCTLIO
3aKpblBaeTCA U1 3anyckaeTcsi CHOBa; Apyrue nporpammbl NpogosrmkaloT paboTaTb

e nepesarpyska BCeW OnepaumoHHON CUCTEMbI, KaK NPy BKIIOYEHUN NUTAHUSA

e poOBEepKka CTOPOXEBOro TamMepa - npekpaweHne paboTtsl nporpammbl AuraQt un
nocnegytowasa nepesarpyska oT CTOPOXeBOro TaiMmepa

3.3.20.4 TecTupoBaHuMe BbIXOAHbIX perne

OyHKUuMA "TecT BbIXOAHbLIX pene" BKN4YaeT (3amblkaeT), a dyHkums "COpoc BbIXOAHLIX pere”
BblKNtoYaeT (pa3mblkaeT) nepBble CeMb BbIXOOHbIX pere peructpaTopa. JTO  OOCTYMHble
NOoMNb30BaTESO BbIXOAHbIE pene, He nMmetome XECTKO 3agaHHon yHKuum (cm. n. 3.15 npo paboTty ¢
3TMMN pene). yHKUMM TeCTUPOBAHWUS HEAOCTYMHblI €Cny B KOHUrypaumn perncrparopa MMeeTcs
XOTb OfHa CCbIfIKa Ha 3TU BbIXOAHbIE pene.

3.3.20.5 O6HOBRNEHUEe NporpaMMHOro obecne4vyeHusi

PyHkuma "O6HoBuTb MO" no3sonseT 3ameHnTb nporpammy AuraQt (kak npasuno, Ha 6onee HOBYIO
Bepcuto). MNpu obHoBneHnn MO AuraQt npoBepsieT LMGPOBYH NOANUCH 3arpy>KaeMoro o6HoOBNEHUA
N OTKa3bIBaeTCsi OT OOHOBMEHMS], B Clly4ae ecrnv OHa OTCYTCTBYET MU HEBEpPHaA.

3.3.20.6 O6HOBMNEHue N1LUeH3nmn

PyHkumA "OBHOBUTL NULIEH3MIO" NO3BONSIET 3aMEHUTb YCTAHOBIEHHYIO HA pernctpaTrope nUUeH3uto,
€cnn OHa cTana no KakMM-TO MpuYnHaMm HeakTyanbHa (Mpou3BedEéH PEMOHT C 3aMeHOM Jucka,
NCTEKMNO BpeMS CPOYHOW NULEH3NN, CMEHNNCA COBCTBEHHUK peructpaTopa v T.1.).
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3.3.20.7 Otknio4veHune cnyx6bl SSH

OyHkumna "Otkntounte SSH" npeagnaraetcss nonb3oBatento ¢ ponbio "Hanagumk AYPA" unun
"AomuHuctpatop AYPA" Tonbko B ToM crydae, ecnu nporpamma AuraQt obHapyxmBaeT Hannume u
paboty cnyx6bl SSH Ha pernctpatope. Cnyx6a SSH moxeT 6biTb ncnonb3oBaHa Ans yaanéHHoro
JocTyna K onepauyioHHOW cucTeMe perncrpaTtopa Ansd OMarHoCTUKM Heo4YeBUOHbIX Npobnem u T.n.
Kak npaBuno, aTon BO3MOXHOCTbIO NOMb3YHTCA cneunanuctel npondsogutens. Nocne ycTpaHeHus
npobnem un 3anycka perunctparopa B paboty cnyxby SSH cnegyet otkntovatb. BkntoveHne cnyxobl
SSH yepes Beb-nHTEPdENC HEBO3MOXHO.

3.3.20.8 Nony4yeHne eaMHOro apxmBa COCTOSIHUA perucrTparopa

EOovHbI apXMB COCTOSIHMS perncrpatopa npeacrtasnsieT cobon damn ¢ pacwmpeHuem .tgz, B

KOTOpPbIM 3anucbkiBaeTcsa cnegyrollas nHdpopMmauns:

TekyLlas KoHdUurypaums perucrtparopa

NCTOPUSA M3MEHEHUI KOHdUrypaumm B dopmate penosutopus Git

dhannbl XXypHana permcrpaTtopa

KOHTPOJIbHbIE CyMMbl (DalfioB U UX M3MEHEHUS, €CN TakoBble Bbinv paHee co3faHbl Yepes

cTpaHuuy "LienocTHocTh" BEO-UHTEpPdENCa perncrtpartopa

e cepTudmKaTbl peructpatopa W LUeHTpa cepTudukaumm (6e3 CcekpeTHOro  knwoua
pernctparopa)

e cepTudmkaTtbl Nonb3oBaTenen, obpalwaBLINXCS K pernctpatopy

e (hann gMarHocTnkn aBapunHoro 3aeepLueHmst AuraQt (npu Hanuumnn)

3.3.21 CtpaHuua "YnpaBneHue ceTbio"

OTa cTpaHuua AOCTyrMHa TOMbKO MpU Hanmuuun B cepTudmkate ponu "AgmuHuctpatop AYPA'
CTtpaHuua nossonseT M3MeHATb napameTpbl CeTeBbIX MHTEPMENCOB perncrparopa, B YacTHOCTH,
IP-agpec peructpartopa 1 LWo3a no yMonyaHuio.

Mpy OTKPbITMM CTPaHULbI, 4O BHECEHMSA MPaBOK, B cTonbue "MameHeHns" ansa kaxgoro nHrepdenca
CTOUT 3HaudeHune "HeT". Nocne Havyana pegakTMpPoOBaHUS OHO MEHSIETCS Ha "MpaBka”, a nocne BBoAda
CUHTAKCUYECKN KOPPEKTHbIX 3HAYEeHU - Ha CCbINKy "NpuMeHuTb". Haxatne ccbinku npuBoauT K
HeMeNneHHOMY NPUMEHEHNI0O U3MEHEHUI NS COOTBETCTBYIOLEro CeTEBOro MHTepdenca.

CnegyeT o4yeHb BHMMATESIbHO OTHOCUTCA K BHECEHWUIO U3MEHeHun. KMcnonb3oBaHue HeBepHbIX
3HaYeHUN MOXeT caernaTb HEBO3MOXHOM AanbHENLLYI0 CBA3b C PErMcTpaTopoM.

= O X
im} ¥npaenenue ceTeto - AuraCt * +
< G (1 https://aura/lan-config 16 3
PerMcrparop aBapuMHbIXICOObITMAIAY DAY 16: 51=3; Tiyox
Aura Rl iniecAlr=Or 00T
e
HHIMESTOP N2 | WmA MAC-anpec Cocr. IP-anpec Llinko3 H3mMeHaHMA
LAN1 | ethD | 00:25:22:4E:83:97 | CBA3b
WCTOSHHER LAN2Z | ethl | 68:05:CA:CB:30:DC | OK | 192.168.0.122/24 | 192.168.0.251 | npuMeriTh
M3K 60870-5-104
CLMNNOrp aMMEl
Ko rypaums yacos FTPv2
o — _ osbwypawmsacesPTP2
«  Mcropest Hsm o CeT Brn. | [Jomen TpaHcnopT JanepmKa Pexom Wzmerenma
» Bepoam And neuati LANL | etho
* Oduhnaiin pegaxtop LANZ | ethl 0 L2 P2P SLAVE
Ynpaenetve
YnpaeneHne ceThio
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OTa e cTpaHuua ucnonb3yeTcs Afs Co3gaHusd n yganeHust uHtepdencos PRP, a Takke ans
BKITIOYEHUS U OTKMIOYEHUs MHTepdencoB. Ha pucyHkax HwkKe nokasaHa nocrefoBaTenbHOCTb
pobaeneHusa HoBoro nHTepdenca PRP Ha 6a3e AByX cylecTBYOLWNX (PU3NYECKUX MHTEPAENCOB:

e HaxaTue ccbinkn "nobaBnTb"

e Bblbop pusnyeckux nHTepdgencos ceten A n B

e ykasaHue |IP-agpeca HOBOro uHTepdenca u Lwnksa no yMmondaHuio

CospgaHue nHTepderica bygeT 3aBepLUEHO NOCNe HaXaTusl Ha CCbINKY "MPUMEHUTBL" N MOXET 3aHATb
A0 HeckomnbKkmx cekyHa. Bxogawme B uHTepdenc PRP  dwusnyeckne wuHTepdencel OyayT
nepeBefeHbl BO BKNIOYEHHOE COCTOSIHME U NOTepsAoT cBon IP-agpeca.

N2 Hma MAC-anpec Coct. | Brn, IP-anpec Lo N3mereHmn
LAML enol 20:46:A1:04:47:29 DK 162.168.0.195/24 | 192.168.0.251
LANZ | enpls0f0 — prpl | 20:48:AL:04:99:F9 | OK
LANG enpls0fi 20:46:41:04:9%:FA | OTHN |:|
LAN4 | enp2s0 — prpd  20:40ALIMEAT:2A | QK
LAMS | enp3s0 — prpl | 20046:A1:04:9%:F% | OK
LAMS | enpdsl — prpl | 20:46ALMAT:2A | OK
LANZ prpl 20:46:A1:04:99:F% | OK 10.0.1.4/24
LANS
ﬁ:g prp0 20:96:AL:04:A7:28 | DK 10.0.0.4/24

noBasuTe

MG Hma MAC-anpec Coct. | Brm, [ B IP-anpec Wineos Maresienin
LAM1 enol 20:46:A1:04:47:29 0K @ )| 192.168.0.195/24 | 192,168.0.251
L&M2 | enplsOf) — prpl | 20:46:41:04:9%:F%  OK
LAMNZ enpis0fi 20:46:41:04:9%:FA | OTEN |:| -Z:
LaM4 | enp2sh — prp | Z0:46:ALDMAT:ZA OK
LAMS | enp3sh — prpl | 20040:AL:O9%F  OK
LAMS | enpd4sd — prp0 | 20:46:AL:04:47:24 0 OK
D prol 046:AL049%FS | OK 10.0.1.4/24
Do proo 20:46:AL04A7:28  OK 10.0.0.4/24

A CETER [
MG Hma MAC-anpec Coct.’ | Brn, IP-aapec LLnkos Hzmerermn
LAM1 enol 20:46:A1:04:47:29 DK (O8] 1%2.168.0.195/24 | 192.166.0.251
L&M2 | enplsOf) — prpl | 20:46:AL:049%:F%  OK
LANS enpls0fl 20:46:41:04:5%:FA | OTHN |:|
LAM4 | enp2sh — prpd | 20:46:AL:04:47:24 0 OK
LAMS | enp3sd — prpl | 20:46:41:04:9%:F%  OK
LAME | enpdsd — prpl | Z20:48:AL04:A7:24 0 DK
ﬁﬁé prol 20:46:41:04:9%:F% | 0K 10.0.1.4{24
ﬁ:: pro0 20:46:AL:04:A7:28 | OK 10.0.0.4/24

< 10.0.2.4/24 I'Ipl'lME-MTJ
il

Ana Toro, 4TtoGbLlI pasobpaTb MHTepdenc PRP Ha coctaBnswowme uHTepdencobl cnegyeT CHATb
COOTBETCTBYIOLLYIO ranoyky B crtonbue "Bkn." n otBetntb "OK" Ha BOMpOC B OMAnoroBOM OKHE.
MapameTpbl IP-agpeca v wnto3a 6yayT npMMeHeHbl K 060uM bmsmyeckum nHTepgencam, Nx MoxxHo
Oynet 3aTeM NOMEHSATD.

Ecnn cHaTb ranouyky "Bkn." n oteetutb "OTMeHa", byaeTt npennoxeHo oTknounTb nHtepdenc PRP
(nocne uyero peructpatop 6yoetr HegocTyneH no aTomy wuHTepdency). Kak npaBuno, 310 He
TpebyeTcs. AHaANOrMYHO MOXHO OTKIOYaTh PU3NYECKNE MHTEPMENCHI.
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Ecnn wnio3 ykasaH gna 6onee 4em OOHOrO WHTepdpenca, TO LWit03, [obaBreHHbI paHblue
ocTanbHbIX (NPU 9TOM HE BaXHO, OyAEeT NN OH Bbille UKW HUXKE OCTarbHbIX), OCTAETCS LWNK30M NO
yMOnyaHuio  ana  Bcero Tpaduka, WHULMMPOBAHHOIO permctpatopoM. OcTtanbHble  LWo3bl
MCNONb3YIOTCS TOMbKO ANsl HanpaefieHWsi OTBETOB Ha 3arnpocbl BHELWHUX cucteM. JTu apyrue
LUMO3bl MOMEYalTCA XENTbIM BOCKNULATENbHLIM 3HAKOM KakK MOKas3aHOo HWXe.

N2 Mma MAC-anpec Coct. | Brn. IP-anpec Lm0z WMamMeHeHs
LANL enpls3 08002761414 | OK 192.168,0.99/24 | 192.168.0.251
LAMZ enplsd 08:00:27:253:61:1C OK

LAMZ | enpls% — prp0 | 08:00:27:B0:8FA7 QK
LAM4 | enp0s10 — prp0 | 03:00:27:B0CiGF:AT | CBAZE

LANZ

AN proQ 08:00:27:BD:8RA7 | OK 192.168.2.59/24 | 192.168.2.113

noSaskTs

B pganHOoM npumepe w3 192.168.2.113 OydeT uvcnonb3oBaTbCA TOMbKO AN OTBETOB Ha
nocTynarowme Yepes 3ToT L3 3anpochl.

OTa Xe cTpaHuua wucnonb3yeTcs Ans BKNOYEHUs W napametpupoBaHus PTP-yacoB ceTeBbIx
nHTepdencos. MameHeHns BCTynawT B CUNY HeMenneHHo. Mcnonb3oBaHWe 4acoB CeTeBbIX
NHTEPMENCOB AN CUHXPOHU3AUUN BPEMEHU pernctpatopa BKMNKOYAEeTCa ranodkorM Ha cTpaHuue

"KoHpurypaums".

3.3.22 CtpaHuua "YnpaBneHue gocTtynom"

OTa cTpaHMua AoCTynHa TOMbKO Npu Hanuuum B cepTudumkarte ponn "AgmuHuctpatop AYPA". OHa
Nno3BOMSAEeT ckadyaTb C perucrpartopa yCcTaHOBMEHHbIE Ha HEM cepTudmkaTtbl (cepTudmkaT camoro
perncTpartopa W CNWCOK LOBEPEHHbIX CEPTUUKATOB; CEKPETHbIN K4 perncrparopa ckadaTb
Henb3s) WAM 3aMeHUTb YCTAHOBIEHHblE Ha perucTpaTtope cepTudukaTbl. Takke CcTpaHuua
oTobpaxaeT kpaTKyld MHGOPMaUMIO O YCTAHOBMEHHbIX cepTudmkatax: wumsa  Bnagenbua
ceptucmkata, uma nsgatens, CePUNHbIN HOMEpP U YHUKanbHbIA OTNeYaTok cepTudumkata (3Tu ABa
ctonbua no ymMon4yaHuio CKpbITbl, X MOXHO MOKa3aTb NPV MOMOLUM CCbISIKM BHM3Y Tabnuubl), gaTta
OKOHYaHWA cepTudmnkata n ero Tun.

L=
¥npasnedue goctynom - Suralit X

&« G @ 192.168.0.114/certs w B 8 2:

HENGNIPABHOET B

JoEepeHHEIe CepTHDMKATEI

CepTHdrikaTt PAC CKa4aTh | 3aMEHHTE
CerpeTHBIA KntoH PAC SAMEHHTh
CMHCOK A0BEpEHHE CEpTHRMKaTOR CK34aTE | 33MEHHTE

nA | HazBaHkHe HMzaaTens OKoHYaHHe | Twn

AWPA Ha YirtualBox SaE0ackod LIC AYPA 2024-09-00 | PAC

Eugene best CAL Eugene best CAL 9999-12-31 LC

Certification center Certification center 2059-12-31 0 UC

EEreHHi PAdueE Sasoackof LC AVPA 2023-11-12 | KC

Zasoackon LC AWPaA ZJasoackon LT AYPA 2063-11-09  UC

ANETEPHATHEHEIA LIC AYPA ANETEPHATHEHBIM LIC &¥PA | 2069-06-20 LiC

ANETEPHATHEHEIA LIC AYPA ANETEpHATHEHEM LIC AYPA| 2069-06-20  LC

AneTepHaTHEHEIA LIC AYPA ANbTepHaTHEHEM LIC A¥PA | 2069-06-20  LLC
e SaE0ackod LIC AYPA 2019-05-25 | oT3kIE
21 Pt R Sasaackof LT AV 20130828 oTseE
Eugene test sub-CAl 2019-058-27 | 0T3bIE

CKPEITE noKazate

| BHeCTH HameHeHMA

NWma Bnagenbua v usgatenb cepTudukata B Tabnuue oToOpaxalTcs KpaTKo, HO MOXHO
npocMmoTpeTb Gonee MoAapoGHYH WMHMOPMaLMIo HaBeds Kypcop Ha COOTBETCTByHLlee none U
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0OXOaBLIMCh NOSAIBAIEHUS BChnbliBatowen nogckasku. Mone "Tun" MoXeT npuHumMaTtb cnegywouime
3Ha4eHus:
o PAC - ceptudmkat ycTaHOBMEH B KadecTBe cepTudumkaTa perucrparopa, Ha permcrpartope
NMeeTCH COOTBETCTBYIOLLUNIN CEKPETHBLIN KoY
e LIC - ueHTp ceptudmkauun; permctpatop 6ygeTt 4oBepATb BCEM NOMb30BaTENAM, UMEIOLLMM
cepTuduKaThbl, BbiAaHHbIE 3TUM LIEHTPOM cepTudmkaumnm
o KC - kOHEYHbI CyOBEKT; KOHKPETHbIN NONb30BaTENb, MMEILLNA JOCTYM K perncTpaTopy
e OT3bIB - 3TO He cam cepTudmKaT, a 3anucb O TOM, YTO cepTUdUKaT ¢ ykasaHHbIM HOMEPOM,
BbINYLEHHbIN YKa3aHHbIM nsgatenem, JOIDKEH CYMTaTbCs HeAeWCTBUTENbHLIM U HE MOXET
MCNonNb30BaTbCA OS89 4OCTyna K permctpaTopy

0Ona npenoTBpsiLEHNss HeUcnpaBMMbIX OLWIMOOK, MpUM BCEX W3MEHEHUAX B YCTAHOBIEHHbIX
cepTudmkatax mnpoBepseTcsa WUX [AEeWCTBEHHOCTb W COXpaHeHue Yy BHOCALWEro W3MeHeHue
agMuUHUCTpaTopa, WNU  Opyroro, COY4YacTBYIOLLEro, nuua, npaB Ha aAMUHUCTPUPOBaHUE
6e3onacHocTu peructpartopa. [NpoBepka ocyLlecTBNSeTCa cnegyowmm obpasom:

e [lpn HaxaTum kHoMkn "BHeCTM uameHeHus" BblOpaHHble cepTUdUKaTbl OTNPaBMAKTCA Ha
perucTpaTop, rae OHW COXPaHSAKTCA MOA4 HOBbIMW MMEHaMW, He 3aMeHsAs AeuCTBylolune
cepTudumkathbl

e Peructpatop nbiTaeTca 3anyCTUTb BPEMEHHbI BeG-UHTepdEenc, MCnonb3ywmin HOBble
ceptudukathl; Be6-nHTEpPdENC 3anyckaeTcst Ha nopTy 444 Ha BpeMsi He ©onee MUHYTHI

o bpaysep aBTOMaTMyeckum obpawiaeTcs K 3anyLeHHOMY BpeMEHHOMY MHTepdency, Tpebys
aBToOpU3aLMmM norb3oBaTens No HOBOMY CMMUCKY cepTUdunkaToB

e Ecnun nonb3oBaTtenb yCneLwHO aBTOPM3YETCHA U Yy Hero ectb ponb "AgmuHuctpatop AYPA',
NMpoBepKa CYNTAEeTCH NPONOEHHOW, BPEMEHHbLIA BEO-MHTEpPdENC 3aKpLIBAETCS, M3MEHEHUS
NPUMEHSAIOTCA K OCHOBHOMY Beb-mHTepdpercy, nonb3oBaTtenb nepeHanpaBnsetTca obpaTHO
Ha CTpaHuLy ynpaBneHuss 40CTYNoOM OCHOBHOMO BeG-nHTepdeinca

MogpobGHee o cepTudmkatax 1 npaeBunax coctTaBneHus darna cnmcka AoBEPEHHLIX CepTUDMKATOB
CcM. B N. 4 u, B YacTHocTH, 4.6.7.

Peructpatop BeOér cCnuCOK Bcex cepTudumkatoB nonb3oBaTtenen, KotopbiM Obin  koraa-nnbo
npegocTaBneH AOCTYN, a Takke BCEX WUCNOSb30BAHHbLIX MPU 3TOM KOPHEBBLIX U MPOMEXYTOYHbLIX
ceptucpmkatoB. Cnmcok  MoxeT ObiTb  NpoCcMOTpeH npu  obpaweHun nNo  agpecy
https://IP_appec_wnnun_wuma_peructpaTtopa/certs/seen/ n BbIMMAOUT Kak NOKas3aHO HUXKeE.

Qalinw - Auralt ® 4+

< O @ B https//192.168.0.242/certs/seen/ ¥ = s

14:55:30
OK

PerucIparop aBapANHbIX: COOBITMI AUTA0L

I 4 30vE) Bclerst ALt HE20052

G

HHaMeaTopel Wma Hzmenéd Pazmep
2:“‘ Eeresuii Pafiuee SHAL FC294BBFD1E4EFED7D1FFEDT031C2344AFEI9390. crt 2019-04-30 10:53:58 | 2.3«
eI Saponckoil LIC AYPA SHAT 6DEAEBI6ES2E06BD4857746125CEE2B4CCS5580E art 2019-04-30 10:53:58 | 2.2x
AHaOrosHe Anexceil Bouapos SHAT IE9F2405834DFCAFZ6CA0CFAZ4BOEEI1FTBEAA3E. ot 2019-04-30 15:48:16 | 2.3k
%ﬁ‘gﬁf&m“ Axnpeit Mocrrikos SHAL 19FECCE049DEFNC277E4001 39EF3BB4AEBI24790, crt 2020-05-29 11:47:52 | 2.3«
e ettt | Buicrop MocTeikos SHAL 520107736508787FE3 DF1F6F399C2B27C005A232.rt 2020-07-20 11:36:30 | 2.3«
e, Mitxain Yspenakos SHAL BOBD2CCACI449424BFCOD3BABIEES 10F1BEFTEEL it 2020-08-17 11:13:52 | 2.3«
eI 3apoackoil UC AYPA SHA1 EB3FSE7904B5FDEAATT71A3FS32E1ADF392F68.crt 2020-08-26 09:23:32 | 2.1k
+ Bepoun i nevam Eeresuii Pfiuee SHAL 287E888DEEE23465499C D7 12DC7D4DCE36F3133.art 2020-08-26 09:23:33 | 2.4x
- G rEEay Enanumuip Kamwwws SHAL DO76BE621DEDI44C95CE611CC52411088E1E3DAZ.crt 2020-08-26 09:24:03 | 2.2x
OcuMnorpamMs! Eeresuii Pafuse SHAL F1DE7AZ856C443520B6FI COADEEFABBFTITASES art 2020-08-26 09:26:27 | 2.2x
JloniomsmTensHo AneTepraTieHes LIC AYPA SHAL 48FFDO0B0705B3E41ERE7E777148C46D5141763%.ct | 2020-08-26 09:26:37 | 2.2
«  YpaEneHKE CeThio Anexceil Bouapos SHA1 595CC63A742E35087D2C6CC2034231EE7 CERET3B.rt 2020-09-02 17:19:54 | 2.3k

* YNpaeneHwe OocTynoM
s CucTeMHEE ¥yPHANME

XypHan perncipatopa
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3.3.23 CtpaHuua "CucrtemMHblie xypHanb!"

OTa cTpaHuMua JOoCTynHa TOMbKO NPU HanuumuuM B cepTudukate ponu "AgmuHuctpatop AYPA"
CTpaHuua coaepXuT CUCTEMHbIE XypHarnbl onepaunoHHoOn cuctemMsbl. [ns paboTsl ¢ pernctpaTtopom
aTa nHopmauma He TpebyeTcs, HO OHa MOXeT MoHagobuTca nNpu paccnegoBaHUU MHUWMOEHTOB
MHpopMaLmMoHHON 6e30MacHOCTM 1 NS CXOAHbIX 3a4au.

( e ]
Darne - SuraQt »

<« C & 192.1680.114/syslogMs..  ¥r 8 @

(CUBIAA AU

Peni
nEH

CTPATOR:

ZEELTHEA

HENENPABHDET D

MpocMoTp nanku fsyslogy)

KA MzMEHEH PazMep
aide! 2019-05-2007:13:59 | [DIRECTORY]
nulmailer] 2018-10-2001:36:55 | [DIRECTORY]
portage! 2018-10-2001:17:06 | [DIRECTORY]
saf #019-06-25 05:36:51 | [DIRECTORY]
sandbas) 2018-10-2001:31:02 | [DIRECTORY]
keep 2015-10-2001:14:24 0
drnesg 2019-09-06 05:27:20 | 28,7k
emerge-fetch.log | 2019-04-1505:07:44 | 4,41
emerge.log 2019-08-1512:18:27 | 164,66
lastiog 2019-09-06 05:33:142 | 285.7k
Messages 2019-09-06 05:49:14 1 1,9
net-snmpd.log 2019-09-06 05:27:22 | 55
r, g 2019-09-06 05:27:24 | 764,58
tallylog 2019-09-06 05:33:42 | 62,6k
wkmp 2019-09-06 05:335:142 | 4.2M

3.3.24 CtpaHuua "LenoctHocTb"

OTa cTpaHuua [OCTyrnHa TONbKO NpW Hanuvuun B cepTudmkate ponn “"Hanagunk AYPA" unu
"AomuHuctpatop AYPA". CTtpaHuMua no3BonsieT co3gaBaTb "KOHTPOSbHbIE TOYKM" COCTOSIHUS
¢dannoBon CUCTEMbI WU MPOBEPATb W3MEHEHUs1 anrnoBON CUCTEMbl C MOMEHTa CO34aHus
KOHTPOJSTbHOM TOYKM.

im} illi LlenoctHocte - MC HenssectHas X —|— = U x
< O M (3]  https://aurafintegrity AV g (8 3.

— PENNCIPaTop aBa PHNHBAGOOBITMMIAY AN 17:34:01 = o
o (1 HerEmecTHa A Mo (o) R 0DK:

COCTORHKE KOHTPO/IBHBIE TOUKH M MPOBEPKH LENOCTHOCTH
MHovxaTops [Nara/epemn Onucanue AzTop PesyneTar | Mposepxa
g:_:"q 2022-06-28 17:24:57 | KoHTpONEHAA TOUKa Earenmin Pabues sha Ha4aTe
ACTOUHM KN 2022-06-25 17:06:46 | KonTponkbHas To4xa Esretnit PrOues sha HE4aTE

MK 60870-5-104

2021-06-08 17:47:944
2021-03-17 18:08:52
2021-03-17 18:07:01

Mameredus ¢ 2021-03-17 18:07:01 | Earenwi Pebues ichg
Wzmerenus ¢ 2021-03-17 18:07:01 | Esrerwit Prbues chg

KoHTponEHas Touka Earenmin Pabues sha Ha4aTe

S CO3AaTh KOHTPONBHYH TOHKY
OOuMnnorpamees
Kondurypauma KonTponbhbie cyMMel Aura(t
* MCropus vEMEeHEHHA AnropuTM SHaHeHne

+ Bepou Ana nevamy TOCT P 34.11-2012 | 194170111EAB3273D6ES0BA87ERBEFE1 1334607 EOFE7B73C64800208675A16F1
» Odbnatiti penaicrap SHAL C8B4DOCBCF45251A50475FRE3FFCBESF19C58D08

¥npaenesue
* YMpaeneHne ceThio
¥NpaEneHne ROCTYTIOM

.
s CWCTEMHBIE MyPHANE
» LlenoctHocTs

XypHan perncrpatopa

Cos3gaHHaa KOHTpPOSfbHas TOYKa COXpaHAETCA Kak TEeKCTOBbI hann C pacwupeHnem .sha,
cofepXalunin KOHTPOSbHbIE CyMMbl 3arpy304HbIX pas3gernioB Aucka U (banrnoB OCHOBHOMO pasgena
amncka, paccumTtaHHble no anroputMmy SHA1, n nonHble Ha3BaHWs 3TUX pasaenos unu dannos. dann
KOHTPOJSIbHOM TOYKM MOXET HauMHaATbLCS, HanpumMep, Tak:
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d7b5c301f09b0885746d8a9be5e80790938c76cd
c144fab8a7194f1c67ccc88e49b10702cb733aa9

(bios-boot)
(uefi-boot)

fbde4d7db58c69520660576c48f4112d3067d413 /bin/arping
6f56167237de53c21df62faba7bcf86d4f69cf73 /bin/attr
762724ac8b90742f83a97d3ead57b%ea534659ba /bin/basename
4749badlcbecedc262436d4b05cde6dc135288c6 /bin/bash
3b2efb56f1280d0ed3d19cd54a8375bef714b23b /bin/busybox
5bal8b8adf5d114f3dd7079fe676684dda%e30ee /bin/bzip2
ca246d5850caabf1cb25f¥33305¢c35df9518b7867 /bin/cat
11499d879fbb43d422e6002c395c8f01b8f491f4 /bin/chacl
bb6d31fcfe61e07210d141a0c8a8a34a4f3db478 /bin/chgrp
18c2edecd6d576317d676a91f5d37¢c57d9989572e /bin/chmod
5b985557bec6ee58becd987c27b8848112b8cfbf /bin/chown
800477524e0fb92fa60dfd30975b9d08d016c9cd /bin/chroot
bfaddfabd1f6e62877cbc63d55ff76e9ealeddbft /bin/cp
89d05088c75c9a4b0929c302febf8e694bde39bf /bin/cpio
0559723f773b44e5b58bb780a4ef7dd6cfcb5386 /bin/cut
89b7f16aed499c785c7c41af2804ccecdlc27424 /bin/date

lMocne co3gaHnsi KOHTPOSIbHOWM TOYKM MOXHO MPOBOAUTL MPOBEPKY CAENaHHbIX C MOMEHTa eé
co3fgaHna U3MeHeHun. PesynbTaTbl TakMX MNPOBEPOK COXPAHAKTCHA KakK TeKCToBble hannbl C
pacwupeHnemM .chg, cogepxawme KOHTPOSibHble CYMMbl W3MEHMBLUMXCA haknoB A0 M nocne
n3ameHeHus. Pann n3MeHeHnn MOXeT MeTb CreayoLnn Bua;

<SHA-1 po> <SHA-1 nocne> <WMs WU3MeHEHHOro danna>
<SHA-1 po> <WUma ypanéHHoro ¢anna>
<SHA-1 nocne> <WmA pobaBneHHoro ¢aina>

Mpn HopmanbHONM paboTe permcTpaTopa OOMbLUMHCTBO M3MEHEHUI OKa3blBaeTCsl COCpefoTO4YeHO B
nogkatanorax katanora /opt/AuraQt wn, B MeHblien cTeneHun, B katanore /var/log. N3meHeHne
napamMeTpoB CeTeBbIX WHTeEpPMeNcoB NPoOu3BOAUTCA 3anucbid B katanor /etc. Bce npouue
N3MEHEHMSA 3acnyXmnBatoT 6bonee AeTanbHOro pacCMOTPEHUS.

[ns 6bICTpO NPOBEPKN HEUM3MEHHOCTU TONbLKO camon nporpammbl AuraQt Ha 3TOW Xe cTpaHuue
BbIBOAOATCHA €€ KOHTPOSbHblEe CYyMMbl, paccymMTaHHble B cCOOTBeTCTBMM C anroputmamu FOCT P
34.11-2012 (256 ©6ut) uM SHA1. KOHTpPOsfbHble CyMMbl pPacCYMTbLIBAOTCA MporpaMmMmamu
onepaumoHHOM cuctemMsl, 6o gostsum + shalsum nubo rhash.

3.3.25 Ctpanuua "XypHan peructpatopa”

Ctpannua "XKypHan peructpatopa” oTobpaxaeT 3HauMmble CcoObITUA, 3aduKCMpoBaHHLIE
pPErmcTpaTtopoM, TakMe Kak cpabaTbiBaHMe MYyCKOBbIX OpraHoB, 3anucb aBapuinHoro danna,
n3MeHeHne KoHdurypaumm, nponagaHne W BOCCTAHOBMEHME CBA3NM C  U3MEPUTESbHBIMU
npeobpasoBatenamu, nepesarpys3km un T.n. XypHan coaepXxuT 60nblioe, HO OrpaHuyeHHoe,
Konu4yecTBo 3anucen. bonee crapble 3anucy CKpbiBaOTCA U, B AanbHenLWweM, yaansoTcs.
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PervcTpanop asap 1 hibIxcobbIT Az 05:23:32 = o
Aura-E-Linuy 00 e 1] 4

2019-06-14 02:04:39.696 CocToaHme npeobpasosaTena N233: HOPMA
2019-06-14 02:04:39.697 CocToAnke AC-16 M233 HOPMA

2019-06-14 02:04:39.699 CocToAHke NpeotpasosaTend N235: HET CBASM
2019-06-14 02:04:39.699 CocToAnke AC-16 M23S: HET CBAM
2019-06-14 02:04:39.700 CocToAHme npeobpasosaTena N235: HOPMA
2019-06-14 02:04:39.700 CocToAnke AC-16 M23S: HOPMA

2019-06-14 02:04:39.702 CocToAdme AC-16 N239: HET CEA3M
2019-06-14 02:04:39.703 CocToAnke AC-16 W239 HOPMA

2019-06-14 02:04:39.708 CocToAHwe NpeotpasosaTend N238: HET CBASM
2019-06-14 02:04:39.708 CocToAnke AC-16 M235; HET CBAM
2019-06-14 02:04:39.710 CocToAnme npeobpasosaTena N238: HOPMA
2019-06-14 02:04:39.710 CocToAnme AC-16 M235 HOPMA

2019-06-14 02:04:39.736 CocToAHke NpeotpasosaTena N233: HET CBA3M

2019-06-14 02:04:39.730 CocToAnke AC-16 M233: HET CBAM
2019-06-14 02:04:39,736 CoctoAnke JC-16 N236: HET CBA3K
2019-06-14 02:04: 39,737 CocToAnme npeobpasosaTena NE33: HOPMA
2019-06-14 02:04:39,737 CocToAnme AC-16 M233: HOPMA

2019-06-14 02:04:39.737 CocToAnme AC-16 M230; HOPMA

2019-06-14 02:04:39,747 CoctoAnme JC-16 N235: HET CBA3K
2019-06-14 02:04:39.749 CocToAnme AC-16 W23S: HOPMA

2019-06-14 02:04:39, 767 CocToAnke JC-16 N237: HET CBA3K
2019-06-14 02:04:39.768 CocToAnke AC-16 M237: HOPMA

2019-06-14 02:04:39.784 CocToAHke NpeotpasosaTend N235: HET CBASM
2019-06-14 02:04:39.784 CocToAnme AC-16 W235: HET CBA3M -

CkauyaTb BCe XpaHUMble 3anucu XXypHana peructpartopa, Kak rnokasaHHble Ha cTpaHuue "KypHan
peructpatopa”, Tak W CKpblTble 6onee crapble 3anucu, MOXHO obpaTuMBLIMCL MO agpecy
https://IP_appec_wnu_wuma_peructpaTtopa/log/.

3.3.26 lmarHocTnyeckasa nHcpopmMmaLmns 0 COCTOAHUM XKECTKOro gucKa

TBepaoTenbHbIN XECTKA OUCK perncrtpartopa NOCTOSAHHO BEAET caMOgMarHOCTUKY, YTO NO3BoOnsdeT
perncTpaTopy CUrHanuMampoBaTb O HEWCNPaBHOCTU WNM M3HOoce Aucka. CBogHas vHAMKauus
COCTOSsIHMA Ancka oTobpaxkaeTcs, B YaCTHOCTH, Ha cTpaHuue "CocTtosHme" (cm. n. 3.3.4).

Ana nony4veHusa 6onee nogpobHOM MHOPMaL MM O COCTOSHMM ANCKa MOXHO 0bpaTuTbCA No agpecy
https://IP_apgpec_wunu_wuma_peructpaTtopa/smart (agpec AOCTyneH nonb3oBaTeniaiM C Ponbio
"Hanagunk AYPA" wnn "AgmunHunctpatop AYPA"). bByoeTr 3arpyxeH TekctoBbii hann
ANarHocTmyeckon uHpopMaunen, KoTopbld MOXHO MNPOCMOTPETL B TEKCTOBOM pefakTope,
nogaepXxmBatoLLMm okoH4yaHus cTpok B dopmate UNIX (Hanpumep, Notepad++, HO He CTaHOaPTHbLIN
Notepad) nnn oTnpaBuTb 4Na aHanuMsa NOCTaBLLMKY permcrpartopa.

3.3.27 CnpaBo4Has uHgopmaumusa o6 ncnonb3yeMom ob6opyaoBaHUU

Ana nonydeHua wHdopmauum o6 obopyaoBaHMM cCUCTEMHOro 6roka pernctpatopa MOXHO
obpatntbca no agpecy https://IP_agpec_unu_uma_peructpatopa/dmi-text (agpec goctyneH
nonb3oBatenamMm ¢ ponbto "Hanagunk AYPA" wnn "AgmuHuctpatop AYPA"). Bbypet 3arpyxeH
TEKCTOBbIN (pann ¢ onvcaHnem MaTepUHCKOW nnaTtbl, Npoueccopa, Moaynen namatn v T.40. B TOM
BMae, B KakoM 3Ta WHdopmaumsa usBectHa BIOS. dann MOXHO nNpocMOTpeTb B TEKCTOBOM
pefakTope, NoaaepXunBaroLLmMm okoHYaHus cTpok B popmate UNIX (Hanpumep, Notepad++, HO He
ctaHgapTtHeii Notepad). AHanormdHas wvHdoOpmauns B OBOMYHOM Buae AOCTynHa MO agpecy
https://IP_appec_wnu_uma_perucTtpaTtopa/dmi-bin.

3.3.28 OnarHocTtnyeckasa nHcgpopmaums o pabore nHrepcpencos PRP

OcHoBHyIO MHOpMauuto 0 pabote uHtepdencos PRP MoxHO npocmoTpeTb Ha cTpaHuue “CeTb”
(cm. n. 3.3.7). MNMpwn BO3HUKHOBEHMM Npobriem ¢ paboton mHTepdencos PRP MoXHO npocMoTpeTb
AOMOSTHUTENbHYIO ANarHOCTUYECKYIO nHdopMaLuio, OOCTYMHYHO no agpecy
https://IP_aapec_wnu_ums_peructpaTtopa/prp-stats (agpec p[octyneH nonb3oBaTtensm cC
ponbto "Hanaguuk AYPA" wnn "AgmunHnctpatop AYPA"). bygeT nokaszaH 650Kk TeKCTOBOW
NHOpPMaLMK, KOTOPbLIA Npu OTCyTCTBUMM MHTepdencoB PRP nycT. MHdopmauns npegHasHadeHa, B
OCHOBHOM, Ansi pa3paboTynKoB, Y4aCTBYHOLLMX B YCTpaHeHUM npobnem, n MoxeT ObiTb 3anpoLleHa
npu obpaweHnn B Texnogaepxky. 13 scero o6bEma BbIBOANMOW MHOPMaLMK, HanagyYmMkaMm mMoxeT
ObITb MHTEPECHA CTPOKa cneaytowero Bmaa:

CntErrorA 0, CntErrorB 0, CntErrWrongLanA 0, CntErrWrongLanB ©
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OTa CTpoka NoKasblBaeT KONMMYeCcTBO 3admkcupoBaHHbIX ownbok no cetm A m cetm B u, B
YACTHOCTW, KONMMYECTBO CEeTEBbIX KaapoB, Npulledlnx He no TOMYy UHTepdency (ecrnv y Kakoro-
nnbo ycTponcTBa nepenyTaHbl NOAKMYEHNA K ceTn A 1 ceTun B).

3.4 ABTomaTtunsauusa pabotbl ¢ Be6-mHTepdencom

HocTtyn Kk BeG-nHTEpPdENCY MOXET UMETL HE TOMBbKO NIMYHO NMEpPCOHarn, HO N OEWCTBYOLWNE OT €ero
nmeHn poboTtbl. B OCHOBHOM, MOXeT ObITb nofnesHa aBToOMaTMyeckas 3arpy3ka HOBbIX
ocuunnorpamMm ¢ permctpatopa Ha annoBylo CUCTEMY cepBepa, NpeaHasHa4YeHHOro Ans XpaHeHns
ocumnnorpamm. Ecnu cepeep pabotaet nog ynpasneHvem Windows, ata (yHKUMA MOXET ObITb
peanu3oBaHa C UCMonb3oBaHneM nporpammbl AuraHub (cM. oToenbHbIM hann SOKYMeHTauun Ha
aTy nporpammy). Ecnn cepeep paboTaeT nog ynpasneHuem Linux unu Hosow Bepcun Windows ¢
BKNOYEHHON nogcuctemont Linux (Windows Subsystem for Linux, WSL), ata dyHkunsa moxeT ObITb
peanunsoBaHa C WUCMOMb30BaHMEM BXOAsLWen B cocTaB 60nbLUMHCTBA AMCTPUOYTMBOB NPOrpaMmbl
wget. [lonycTumMo ncnonb3oBaHe ApyrMx nporpamMmm, UMELLNX COOTBETCTBYHOLLNE BO3MOXHOCTH.

Mpumep 3anycka nporpammbl wget Ons COXpaHeHWs B TEKyLWMW KaTaror BCeX WMeLMXcs Ha
permcTpaTope aBapunHbIX pansos:

wget --continue --no-verbose --no-clobber --no-directories --recursive --level=1
--accept cff,dat,cfg,hdr,inf,pcap,pcapng --certificate=client-certificate.crt --
private-key=client-certificate-key.key --ca-certificate=trusted-certificates.pem
https://1.2.3.4/comtrade

KypcrBoM oTMeueHbl HeobxoauMMmble ANs AocTyna krodeBble dhannbl u IP-agpec peructpartopa.
KomaHga ponucbiBaeT chainbl B KaTanor, He yaanss cTapble M He nepesanucbiBasl yxke
CyLLecTBYIOLME.

Mpun ncnonssosaHmm Windows Subsystem for Linux aTta komaHga moxeT ObiTb HabpaHa B 0Obl4HOM
komaHgHon ctpoke Windows gobaeneHnem B e€ Ha4vano obpaiueHns k WSL:

wsl wget ...

KomaHoa MOXEeT BbIMOMHATLCA NEepUOANYEcKU, Hanpumep, AEMOHOM Cron WIv MNiaHUPOBLLUKOM
3agad Windows.

3.5 Ucnonb3oBaHue BblYUCNAEMbIX BblpaXXeHUN

Pernctpatop no3BonsieT UCronb30BaHNe BbIMUCTISEMbIX MaTEMaATUYECKUX U NTOTMYECKUX BbipaeHU
NpU co3aaHMKN MYCKOBbIX YCTABOK. 3HAYEHUS BblpaXXeHWI BbluncnsoTes pa3 B 10 Mc, 0o4AHOBPEMEHHO
C pacyYéToM OpYrux aHanoroBbIX MNyCKOBbLIX 3HAYEHWN.

BoamoxHble onepaHabl U onepauunn C HUMU NepeyHnucrieHbl B Tabnuuax Huxe. Ona nameHeHus
nopsAanka BblMOJIHEHUA onepau,vu7| MOXHO MCNONb30BaTb Kpyrible CKOOKMW.

Tabnuuya 3.2
Mpumep 3anucu WHTepnpeTauus
123.456 4YMCcno (KOHCTaHTa)
NaN HeonpenenéHHoe 3HayYeHne (KOHCTaHTa)
OEeCATbIN OUCKPETHLIN KaHan nocne aHTnapebesroson hunbTpaumm
D10 (coctosiHuio OTKIJT cooTBeTcTBYET 3HaveHune 0, coctosHuo BKI

COOTBETCTBYET 3Ha4YeHne 1, OTCYTCTBUIO AaHHbIX COOTBETCTBYET
HeonpeaenéHHoe 3HavYeHne)

AecATbIN OUCKPEeTHbIN KaHan Ao aHTugpebesroson ounbTpaumm

D10? .
(nepexo,u,HOMy COCTOAHUIO COOTBETCTBYET HeornpeaeneHHoe 3Ha‘-IeHllle)

OBajuaTblil aHanoroBbI KaHan, AencTBytoLee 3HaYeHne NnepBUYHON
A20 BENNYMNHbBI MEPBON UK HYNIEBOW rAPMOHMKK, B 3aBMCUMOCTM OT TUMa KaHana
(bykBa A - naTtuHckas)
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Mpumep 3anucu WHTepnpeTaums
AC(A20) ABaguaTbli aHanoroBbIN KaHamn, eNCTBYIOLLEE 3HAYeHWE NepBUYHOMN
BEMNNYUHbBI NePBOV raPMOHUKM
DC(A20) OBaguaThblil aHanoroBbIv KaHan, AencTeytoLee 3Ha4YeHne nepBUYHON
BEMNNYUHbI HYNEBON rAPMOHUKN
RMS(A20) OBajuaThbIii aHanoroBbIn KaHan, AencTeytoLee 3HaYeHne NnepBUYHON
BENUYUHbI
OBajuaThbIi aHanoroBbI KaHarn, yrosn NepBon rapMOHUKKU B rpagycax
DEG(A20) (cuHxpodhasop; Npu UCMOMb30BaHUKN B Ka4eCcTBe NMyCKOBOro cUrHana KOHTpOorb
amMnnuTyabl ob6a3arteneH, T.K. NPY MasnbIX WYMOBbIX 3HA4YEHUAX curHana
3HaueHue yrna 6yget, no cyTn, cryYyanHbiM)
FREQ(A20) JBajguaTbIii aHaNoroBbI KaHamn, 3Ha4eHne 4acToThl
TIME BpeMsi curHana (B cekyHgax otHocutensHo 1 aHBaps 1970 UTC; Ha MOMeHT
BPEMS pacyéTa HaxoAMTCS B MPOLUSIOM Ha BENUYMHY 3a4epXKkn o6paboTku; ¢
nnasaoLlen 3andaTomn)
Bpems pacyéTa (B cekyHgax otHocutenbHo 1 sHBaps 1970 UTC; 3HadeHne
NOW BPEMEHMU MO Yacam perncrparopa HeENOCpPeaCcTBEHHO HA MOMEHT pacyéTa;
nnaearoLLen 3ansTon)
UPTIME BpeMsi HenpepbiBHOM paboTbl C NOCNeaHero nepesanycka perncrparopa (B
CeKyHax; C nnasatoLLen 3ansiTomn)
Tabnuuya 3.3
Mpwno-
P 3anucb Mpumep Onepauus
putet
He rniornyeckoe oTpuuaHue; pesynbtart 1 npu NCXogHoOM
not He D2 3Ha4veHun, pasHom 0; pesynbTtaT 0 npu nobom apyrom
onpeaenéHHOM UCXOOHOM 3HaYeHnn
BbICLUNI ecTh WMHOMKaLMA HaNnu4msa gaHHblx; pesynbTat 1 npu niobom
has ectb D3 onpegenéHHoOM UCXOOHOM 3HayYeHuu; pesynbTtat 0 npu
HeonpeaenéHHOM UCXOAHOM 3HaYeHUN
- -5 YHapHbIA MUHYC
A 28 BO3BeeHNe B CTENEHb
* A4 *10 YMHOX€EHNEe
/ A5/ A6 jenexHuve
Mo . *
mod TIME mog 600 OCTaTOK OT fgenenus: a - b * trunc(a / b)
pem . *
rem (...) pem 360 OCTaToOK OT AenexHund: a - b * round(a / b)
+ A7 +2 CIOXeHune
- A8 - A9 BblYMTaHNE
Makc
A10 makc A11 MaKkCUMyM
max
MWH
. A12 mnH A13 MUHUMYM
min
nogmeHa 3aMeHa HeonpeaenéHHoro 3Ha4YeHns M
A A14 nogmena 57.7 PeA Apy
subst 3Ha4YeHnem
.- A15 >= 0 Gonblue unu paBHO; pesynbTaTt 1 ecrnv HepaBeHCTBO
cobntogaeTcs, 0 ecnn oHo He cobntogaeTcs
> A16 > A17 fonbLue
<= A18 <=4 MeHbLLle UNu paBHoO
< A19<0 MEHbLLE
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lNpuno-
P 3anucb MNpumep Onepauus
putet
— D20 == D21 paBHO
1= D22 = D23 He paBHO
nornyeckoe u; pesynbtat 1 ecrnvm o6a NCXOAHbIX
" D24 v D25 3Ha4YeHus onpegeneHsbl U oTNnYHbI oT 0; pesynbTaT 0
and €Cnun xoTsa Obl 04HO MCXOQHOE 3Ha4YeHue pasHo O; B
NPOTMBHOM Criyyae - HeonpeaenéHHbIn pesynbTaTt
nornyeckoe nnu; pesynotaT 1 ecnn xoTts 6bl 0QHO
unm NCX0OHOE 3Ha4YeHNe onpeaeneHo U oTnMYHo oT 0;
D26 vnn D27 .
or pe3ynbtat 0 ecnu ob6a ncxogHbIX 3Ha4YeHNs pasHbl 0;
B NMPOTUBHOM Criyvae - HeonpenenéHHbIn peaynbTaT
YCITOBHOE 3Ha4YeHne; NCNONb30BaTh 3HAYEHNE NepBOro
. ecnu ornepanga, ecnv BTOpol onepaH onpeaenéH n He
HU3LLINIA . A28 ecnin D29 ParA ) P parA orpea
if paBeH Hyro; B NPOTUBHOM ClyyYae Ucrnonb30BaTb
HeonpeaenéHHoe 3Ha4YeHne

B Tabnuue Hwxe npvBeaeHbl NpyMepbl NPaBUbHBIX U HEMPaBUIbHBLIX BbIPaXKEHWUA.

Tabnuua 3.4

Npumep 3anucu WHTepnpeTauns

D1 n (D2 unu D3 vnu He D4) 3alaHHOe Norn4yeckoe BbipaXkeHne

3ajlaHHOE NOrnYecKoe BbipaXXeHne, HO Mpu
(D1? n (D27 nnn D3? unu He D47)) nogmeHa 0 | OTCYTCTBUM CUrHana u B MOMEHTbI
nepeknioyeHns sameHsTb Ha 0

ectb D1 n ectb D33 n ectb D65 n ectb D97 npoBepKa AOCTOBEPHOCTU YKa3aHHbIX CUrHanos

09*(A2-A3)<A1TunMA1<1.1*(A2-A3) nposepka cooTHowweHusa curHanos COMMT A1..3

(A1A2+A2722)70.5 rMnoTeHy3a TpeyrorbHuKa
AybrnvpoBaHue curHana "nynsc” Ha BbIXOAHOE
Pene1!: NOW wmog 1 perne Ne1 npu OTKMOYEHHOW NYCKOBOKW YCTaBKe
Huxe 0.5

aBToOMaTUYecKum nyck kaxaole 10 MUHYT npu

BPEMA mopg 600 -
NyCKOBOW yCTaBKe Huxe 1

yron A1 oTHocuTensHO A2, B rpagycax, C

(DEG(A1) - DEG(A2) + 360) mop 360 HopmMwupoBaHvem ot 0 fo +360

yron A1 oTHocuTensHo A2, B rpagycax, ¢

(DEG(A1) - DEG(A2)) pem 360 HopmMmupoBaHuem ot -180 go +180

(DEG(A1) - DEG(A2)) pem 360

TO XXe caMoe, C KOHTponeM aMnnntyabl
ecri A1> 10 ecnm A2 > 10 P YA

A1 <A2<A3 Hago nucatb A1 < A2 n A2 < A3
D1=D2=D3 Hago nucatb D1 =D2 n D2 = D3
makc(A1, A2, A3) Hapgo nucatb A1 makc A2 makc A3

BosmoxHO aybnupoBaHue cpabaTbiBaHWs BbIYUCIISIEMbIX YCTaBOK Ha He3adenCTBOBaHHbIe
ANCKPETHble KaHanbl. [na aybrnvpoBaHMs yCTaBKM Ha AUCKPETHbIA KaHamn, NepBbiM 311IEMEHTOM
BbIYMCNAEMOro BbIpaXeHUs JOMKHO BbITb yKazaHne COOTBETCTBYHOLLErO AUCKPETHOrO KaHana:
e "D129: " - cpabaTtbiBaHMe ycTaBku AybnupyeTca Ha ANCKPETHbIM kaHan 129
e "D130!: " - npeBblweHne ycTaBkuM OybnvpyeTca Ha AMCKPeTHbIM kaHan 130 gaxe ecnu
yCTaBKa OTKNoYeHa

Bo3moxHo aybnvpoBaHme cpabaTbiBaHUA BblYMCNSEMbIX YCTABOK Ha BbixogHble pene. NogpobHee
cMm. n. 3.15.
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3.6 Perucrtpaumsa HopMmanbHbIX PEXUMOB

Kpome aBapuinHbIX, permctpaTtop MOXET 3anucbiBaTb M HOpManbHble pexnmbl. ECnn ata yHKUmMS
BKITIOYEHA, PerncTpatop B TeYeHue CYTOK BeAE€T 3annCb TeKyLMX 3Ha4YeHUN aHanoroBbIX W/vnu
ANCKPETHbIX curHanos. 3anucu gobaensaoTcsa B hann ¢ 3agaHHOM NEePUOANYHOCTBIO, OT 1 CeKyHabl
Ao 1 yaca, a Takke, eCnu BKIOYEHa perncTpaums AUCKPETHbIX CUrHamoB, MO KaXOoMy WX
N3MeHeHuI0. B kaxxgon 3anucu cogepaTtcsl 3Ha4YeHus BCeX aHarnoroBblX CUrHanoB (OencTBytoLime
3HaveHua 6e3 yrnoB) u/vnn Bcex AOUCKPETHbIX curHanoB (6e3 y4yéTa M3MEHEeHWUN, OTOPOLLEHHbIX
aHTnapebesroBbiM UNbTPOM) HA OOUH MOMEHT BPEMEHM.
dann permctpaumm HopmarnbHbIX pexnmos cootBeTcTByeT hopmaty COMTRADE 2013, HO umeet
psiA 0cobBEeHHOCTEN, KOTOpble AenatT ero HeCOBMECTUMbIMUM C MHOTMMW MporpaMMamm nNpocmoTpa
aBapUNHbIX annos:
e (ann He UCNonb3yeT KaKoro-nmbo (UKCMPOBAHHOIO 3HAYEHWS YaCTOTbl AUCKPEeTU3auuu;
BMECTO 3TOro, Kakgas 3anucb, cogepxaiiascs B panne, MMeeT CBOK METKY BPEMEHN
e VHTepBan Mexay COCeOHUMU MeTKaMu BpeMeHU MOXET OblTb MPOU3BOSIbHbIM, OT OAHOW
MUINIMCEKYHAbI O OOHUX CYTOK
e (pann Bcerga nuuwetca B copmate FLOAT32, gaxe ecnv aBapumrHble hannbl NUWYTCA B
BINARY
e (hann MOXeT UMEeTb ANNTENBbHOCTb A0 OAHUX CYTOK

3anucuK CTaHOBATCA OOCTYMHbI HA CTPaHULE OCUMNIIOrpamMM, HO OTAENEHbl OT aBapUHbBIX 3anucemn
BO M3bexaHne cmelimBaHua M He nepegatotca Ha FTP(S) cepeep(bl), NpeaHasHa4yeHHble Ans
XpaHeHUsa aBapUHbIX 3anucen.

3anvcu xpaHsiTcs 0o ogHoro Mecsiua, Ho Goree ctapble U3 HUX MOTYT yOansiTbCs NpU HexBaTKe
MecTa Ha aucke.

3.7 AHanu3atop Tpaduka

B pernctpaTtope peannsoBaHa yHKUUS aHanmsa ceteBoro Tpadmka MOK 61850-9-2 (BbIOOpOUHbIE
3HayeHus) n 61850-8-1 GOOSE. Ha gaHHbIi MOMEHT yHKUNA SABNsieTCA aKkcrnepumMmeHTanbHon. O60o
BCEX OTNMYMAX (paKTUYECKOro noBedeHUs OyHKUMM OT €€ Kenaemoro noBefeHus pekoMeHayeTcs
coobLaTb paspaboTymnky.

OyHKUMna TpebyeT BkNtodeHna MOK 61850 n nmbo nognuckm Ha mHTepecywmne coobleHnsa (ons
aHanmsa TOrbKo BblOpaHHOM YacTu Tpadmka) nmbo BKNIOYEHNS HEPa3bopUYMBOro 3axearta CETEBOro
Tpadumka (4na aHanmsa BCeX NOTOKOB AaHHbIX).

Mcnonb3oBaHne yHKUMM CcO30aET Hebonbluylo OOMNOMHUTENbHYIO Harpysky Ha UeHTpanbHbIf
npoueccop perncrpaTtopa, pasHyto npumepHo +10..15% k Harpyske no obpaboTke Tex ke NOTOKOB
AaHHbIX ANs Uenewn perncrpaumn.

B 3aBncuMMOCTM OT napaMeTpoB aHanmM3aTop MOXET 3anucbiBaTb Ha AUCK HEKOTOPOE KONMMYECTBO
M3MEeHEeHUn MeTadaHHblX OoT Habntogaemblx notokoB SV/GOOSE. O6BbEM 3anmMcbiBaeMbIX
MeTafdaHHbIX 3aBUCUT OT Y4acTOTbl BO3HUKHOBEHUSI U3MEHEHWA M aHoMamnuih W, Kak npaBuIo,
He3HaunTenbHbIN. MCKnoyeHne cocTaBnsAeT 3anuMcb HOpPMarbHbIX MeTagaHHbIX (cooblieHus ¢
smpCnt = 0 1 npegwecTBylOLWEro emy CooOLWEeHNs; MeTagaHHble OCTanbHbIX COOOLLEHN BCE paBHO
He 3anucbiBaloTCA) AN pacyéTa CTaTUCTUKKU, KoTopble TpebytoT nopsaaka 4 Mub B CyTkn Ha Kaxabiv
noTok SV.

M0 OKOHYaHUKM CyTOK 3anucaHHble JaHHble CKUMAaKTCHA C ucnonb3oBaHueM anroputma LZMA pgo
obbéma nopsaka 15% oT nepBoOHaYanbHOro 1 XPaHATCSA Ha permcTpaTtope 40 O4HOro roga.

AHanusaTtop Tpadumka MoxeT OblTb HAaCTPOEH Ha MyCcK pernctpartopa Mo pasfuyHbIM COBbITMSM U
aHomanusm B Habniogaemom Tpadmke. B cnyyae nycka peructpatopa ocuunnorpamma (u,
BO3MOXHO, MOSHbIA ceTeBON TpaduK 3a BPEMSI OCLMNIOrpaMmMbl) 3anuncbiBalOTCA M XPaHATCA Kak
06bI4HO B COOTBETCTBUM C NapaMeTpamMu perncrparopa.
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3.7.1 Bknro4veHue yHKUMM aHanu3a Tpadmka

AHanusatop BKIOYAETCS W HacTpaMBaeTCs Ha CTpaHuue KoHdurypauum peructpatopa. Huke
npuBedeHa TUNoBasi MUHMManbHasi KOHPUrypaunus aHanmnsaTopa ¢ 3anucbio MeTaaHHbIX.

3anncslsaTs ceTeson Tpadwx & darn JPCAP

HepazSopumesiil pexueM axBaTa CETEBOrD TpadUKa

Wzaa8aTe 3EVEA

TPaKTOSaTs NOTEPD A3HHSIK KaK HEWOTPAEHOCTS PETMCTPATODE

PariCTpalms HOPMaNEHS DERHMIE
MpHBR3KE K ALDEM NPOUECCOpa
XpaHsHUE CTapsnd WyDHaNos, AHel, He MaHee

>

i Mg MpoussoawTens | B.K. SawTa Cocrae OT4ETH GOOSE SV Moanucksm Mogpob+o

1L | Aura SVEY HeT =] 35El 8554 6454 - 48 NoKkasaTs
1L AuraMu SVEY 1.0 HET Sel - - 1681 -
L | AuralMx SVEY 1.0 HET |- Sel - - 1681
1L | AuraMD SVEY 1.0 HET Sel - - 16e1l
x He wononezosats MK 616850
¢ peruCTpETOpa w3 dadinz g5 daiin COS03TE HOBYHD
YCTPOMCTSE K2 dalinoe 3TOT PETUCTRATOR

NOLNMCEY

SHa4eHne

Y

"
[v] 7

HaseaHwe napameTpa

BrcnroumTe aHanks Tpaduxa
BHNEUMTE SAMMCE MEMEHEHUA METABaHHETK

BOMWTE 38MWCE HOPMANEHLX METANAHHLI (ANA PAC4ETE CTATHCTHRIA)
TyCK 0T aHANMSATOPa: HOSEE NOTOK AaHHSK

MyCKk 0T aHanKsaTopa: TalMayT NoTOKS SaHHsIX

TyCK 0T aHanKsaTopa: 80305H0SNEHME NOTOKE aHHLIX

MyCKk 0T aHANKMSATOPA: MEMEHEHKE METARAHHEX

TMyCK 0T aHANMSaTopa: Pasphis HyMapaLu

MyCKk 0T aHaNKsaTopa: PECTAPT HyMEpaLy

TYCK 0T aHANMSATOPE: HESEPHSIE METKM BOSMEHH

OooooDo
Ooooooooo

n}'CK 0T @HannzaTopa: MEMEHEHHKE Ka4elTea

B ykasaHHOM pexume peructpaTop aHanuaupyet Bce noctynawowme notokm SV n GOOSE wun
3anMcbiBaeT Ha OWUCK BCE W3MEHEHWst U aHOManuMM ux MeTagaHHbix. O6béma 3anMcbiBaeMbIX
AaHHbIX ByoeT HeQoCTaTOMHO ANS pacyéta Takux rnokasaTernier HopmarnbHOM paboTbl noTokoB SV
Kak (pakTmyeckas u4acToTa COMMIMPOBAHWUS, pasHMLA BPEMEHW MeXay WCTOYHUMKOM W
permcTpaTtopom, ceTeBov mkuttep. Bo BpeMa Hanagku v BBOAA B SKCNyaTauMlo pekoMeHayeTcs
3anuncaTtb HEKOTOPOE KONMMYECTBO Tpadmka C HOpMarnbHbIMKM MeTadaHHbIMM SV ansa aHanusa 3Tux
rnokasarenemn.

Myck peructpatopa oT aHanu3atopa Tpaduka Kak npaBurio BKIKOYAETCS TOMbKO BbIOOPOYHO, ANS
paccrnefioBaHnsi MOBTOPSIOLMUXCA aHOManui, W OTKMYaeTcsa No 3aBepLUeHU0 paccrefioBaHus.
Henctere GOMbLUINMHCTBA YCMNOBWUMA MyCKa MOHATHO M3 MX HasBaHuMW. [lyck NO M3MEHEeHuIo kavecTBa
BbIGOPOYHbIX 3HayYeHun paboTaeT cneayowmm obpa3om: AN COOBLEHNA C ANMHOW NONSA AaHHbIX
ASDU, paBHou 8, 24 nnn 64 6antam (410 cootBeTcTByeT 1, 3 Mnn 8 cTaHgapTHbIM kaHanam INT32 +
QUALITY), BbluncnsaeTca xaw-cyMMa BCEX 3HaYeHWU kadecTBa B COOOLEHUN N N0 €€ U3MEHEHUIO
npou3BoanTCS Nyck. AHanNn3 U3MeHeHU NPU3HaKoB KayecTBa AaHHbIX B COOBLLEHNAX APYron ANvHbI
He MpOM3BOAUTCH B CBSA3W C HEBO3MOXHOCTbIO OnpefernieHns CTPYKTypbl HecTaHOapTHbIX
COOOLLIEHU.

[Naxe ecnu nyck perucTpatopa BbIKNOYEH, cpabaTbiBaHWe N6GOro 13 ycrnosuii Bbi3biBAET 3anvcb
MeTafaHHbIX ONs AanbHenwero npocMotpa B BeG-vHTepdoeiice aHanmsaTtopa Tpadumka (CM. .
3.7.3).
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3.7.2 NMpocmoTp akTUBHOrO Tpaduka

Ha ctpaHuue "Tpadumk" otobpaxaetca tabnuua ¢ nepedyHem notokoB SV m GOOSE, ObiBLUMX
aKTUBHbIMWU Korga-nubo 3a Tekylme CyTKU UM ¢ nocrnegHero pecrapta perucrpartopa. lMotoku, no

KOTOPbIM NPEeKpPaTMUoCh NOCTYMNNEeHNe AaHHbIX, OTODpaXatoTCcsl cepbiM.

Ethernet
Wpexmudmratop Twn APFID Pee. Cum, Homep
Cetb Src MAC Dzt MAC

DiscreteFixed GO ethd 08:00:27:07:40:E4 01:0C:CD:01:01:F0 1000 110001 1:615
DiscreteFixed GO ethl 08:00:27:07:40:E4 01:0C:CD:01:01:FD 1000 110001 1:615
DiscreteVariable GO ethd 08:00:27:07:40:E4 01:0C:CD:01:01:F1 5000 110001 1:32
DiscreteVariable GO ethl 08:00:27:D7:40:E4 01:0C:C0:01:01:F1 5000 110001 1:32
DiscreteFast GO ethd 08:00:27:D7:40:E4 01:0C:C0:01:01:F2 000 110001 1:1223
DiscreteFast GO ethl 08:00:27:07:40:E4 01:0C:CD:01:01:F2 3000 110001 1:1222
DiscreteSlow GO ethd 08:00:27:07:40:E4 01:0C:CD:01:01:F3 0000 110001 1:128
DiscreteSlow GO ethi 08:00:27:07:40:E4 01:0C:CD:01:01:F3 0000 110001 1:123

2023-08 14 15
B HwkHen yactm Tabnuupl, B d)opmaTe KaneHgapA4, 0To6pa>|<a+0Tc;|, npn Hannynun, CCbINKK Onsa
nepexona K NnpocMoTpy 3annmcaHHbiX MeTagaHHbIX, B TOM YMUCI1Ee N 3a TeKyLWne CYTKWN.

3.7.3 MpocmoTp apxmBHOro Tpadumka

3anncaHHble N3MEHEHUS MeTadaHHbIX Tpaduka oTobpaXkatoTCst MOCYTOYHO, C rPaHULAMN CYTOK Mo
MEecTHOMY BpeMeHW. B BepxHen yactu Tabnuubl oTobpaxaloTca BCe MNOTOKW, KoTopble Obinu
aKTUBHbl B Te4yeHue nbon yYactu BblOpaHHbIX cyTok. B ctonbuax "Mpadmk" n "CBoaka" MOXHO
yBUOeTb ObINM NN 3a CYyTKM MHTepecHble cobbitus. Huke pacnonaratotcs rpaduvku cobbITUi no
BblOpaHHbIM noTokaMm SV, cTaTucTMka MO BbIOpaHHbIM MOTOKaM W paclumndgpoBka COObITUI MO
BblOpaHHbIM MOTOKam. EcnuM HM opgHoro notoka He BbiOpaHO, TO BMECTO AeTanu3aumuM Mo
BbIOpaHHbIM MOTOKaM MOKa3bIBAETCS KaneHaapb 3anncen.

MoToxh B

Ethernet

MpocroTp coBemus

Woermiudmkatop Tun APPID Pes. | Chm.
CeTe Src MAC Dst M&C Tpaduax Csoaka
Svey FSKEES_1IR_EmulatorMU00L SV | ethl | 54:4F:97:00:14:B1 | 01:0C:CD:04:BA:00 4000 1
Svey_FSKEES_1IR_EmulaterMU00L SV | ethD | SH:AFO7:00:14:B1 | 0L:0C:CD:04:BA00 4000 1 (]
Svey_FSKEES_11R_EmulaterMU002 SV | ethl | 54AFS7:00:14:B1 | 0L:0C:CD:04:BA0L 4000 1 (]
Svey_FSKEES_1IR_EmulatorMU00Z SV | eth0 | 5AF:97:00:14:B1 | 01:0C:CD:04:BA:01 4000 1 D
AuraMuoLol SV | ethD  3C:D9:2B:14:EB:07 | 0L:0C:CD:04:BAAD 4000 1 D 1 | 1 5
AuraMUuoLol SV | ethl  3C:D9:2B:14:EB:07 | 01:0C:CD:04:BAAD 4000 1 D ! | ! 5
DiscreteFixed GO | eth0 | 08:00:27:D7:40:E4  01:0C:CO:01:0L:F0 1000 | 110001 | 5
DiscreteFixed GO | ethl | 08:00:27:D7:40:E4  01:00:C0:01:01:F0 1000 | 110001 |:| | 5
DiscreteVariable GO | eth0 | 08:00:27:D7:40:E4  01:0C:CD:01:01:F1 S000 | 110001 |:| | 5
Discrete\ariable G0 | ethl | 08:00:27:D7:40:E4  01:0C:CD:01:01:F1 5000 | 110001 |:| | 5
DiscreteFast GO | eth0 | 08:00:27:D7:40:E4  01:0C:CD:01:01:F2 3000 | 110001 D | 5
DiscreteFast GO | ethl | 08:00:27:D7:40:E4 | 01:0C:CD:01:01:F2 8000 | 110001 (] | 5
DiscreteSlow GO | ethl | 08:00:27:D7:40:E4  01:00:C0:01:01L:F3 0000 | 110001 |:| | | 5
DiscreteSlow GO | ethD | 08:00:27:D7:40:E4  01:0C:CD:01:01:F3 0000 | 110001 |:| | | 5
il
1 n o 1 [ | [N e Forrrm o ni
Bee oyTeu BribpanHsii MHTEpEaN
WMoesmudmkatop
L0, M AT, Mc Ak, M Fs A, MC AT, MC Ak, me Fs

Svey FSKEES_1IR_EmulatorMU00L 0.382 4800 0.440

Bpema Woesmudakatop Homep Cofamie

HamMeHMnocs KawecTso
Konwqecteo ASDU: 2

2023-08-11 15:36:58.284947 Swey_FSKEES_11R_EmulatorMU00L 200 ) -
o HAPOHMEILMA BDEMEHM! HET
NpucyreTewoT nona: svID confitew smpCnt smpSynch
2023-08-11 15:356:58.250673 Svey FSKEES_1IR_EmulatorMU00L 238 HzaMeHMnos KawecTso
2023-08-11 15:36:59.285176 Svey FSKEES_1IR_EmulatorMU00L 200 HaMEHMNos KaYecTEo
2023-08-11 15:35:59.250264 Svey FSKEES_1IR_EmulatorMUQG0L 226 Hamenmnoo KavecTso
2023-08-11 15:37:00.285937 Svey FSKEES_1IR_EmulatorMU00L 226 Hamermnoos KawecTso

...0CTaBWKecA 0 sanucei CKpeITRIE 74 ZaMMced. ..
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O603Ha4yeHmns Ha rpadmkax (ctonbel "Mpaduk” n HMUXe):

cnnowwHon 6enbin - aHanMsaTop He paboTtan, 3anMcb He Benach
cepas NUHKUSA - aHanusaTtop paboTtarn, AaHHble He NocTynanm
GnenHo-3enéHbIN - 4aHHble NocTynanu, 3anMcu He Aenanucb
3enéHblv - AaHHble NOCTynanu, 3anucu genanucb

YEPHBbIN - MOMEHT TanMayTa NoCTYNNeHnst AaHHbIX

OpaHXeBbIN - ObININ U3MEHEHWSs, NPEeANONOXUTESNbHO HOPMaribHble
KpacHbIM - 6bIn aHOManmMm, cM. paclumndpoBKy cobbITuIA

B ctonbue "CBoaka" ykasblBaeTcs HanmMumne 3a CyTku O4HOro uim 6onee M3 cnegyowmx coobiTUiA:
D (opaHxeBas) - u1aMeHeHMe AaHHbIX (Hanpumep, odyepegHon GOOSE stNum)

Q (opaHxeBas) - UIsMeHeHne kadecTBa (B Nl0OOM KaHarne NoToka BbIGOPOYHbIX 3Ha4YEHWI)
O (cepag) - TanmayT

T (cepas) - CHUWKeHWne KavyecTBa CMHXPOHU3aunn Bpemenn (smpSynch = None)

T (kpacHas) - HeBepHasi MeTka BpeMeHu

N (kpacHas) - noTok He BBeAEH B paboTy (ndsCom = True)

S (KpacHas) - paspblB B HymMmepaLmm NakeTos

V (kpacHas) - nameHeHns VLAN-Tara notoka

Pacwudposka ctonbua "CBoaka" nokasbiBaeTcs NpU HaABEAEHUN Kypcopa Ha COOTBETCTBYHOLLYIO
AYENKy.

pacmkm cobbiTnii MO BbIOpaHHLIM MOTOKAM PUCYIOTCS HUXKE CMMcKa MOTOKOB. [paduk Kaxgoro
noToKa pucyeTcs ABaXAbl: B BEPXHEN YacTu - 3@ CYTKM (MO MECTHOMY BPEMEHWN), B HMXKHEN YacTu -
3a BblOpaHHbIN MHTepBan BpemeHn oT Ao 0.720 cekyHa Ao 4 4acos. [locepeguHe pucyeTcs
yKasatenb MacwTaba, nokasbiBalOWMA KaKoOW 4YacTU CYTOYHbIX rpaduMKoB COOTBETCTBYHOT
NHTEepBarnbHbIE rPadUKN.

Mpn nepBoHa4YanbHOM OTOOpaXXeHUU MHTEpBan paBeH 12 MUHYT C MOMEHTa Hayana CyTOK wunu
Havana paboTbl aHanu3atopa. iHTepBan MoxeT ObiTb UBMEHEH crieayloLmm obpasom:

e [epeTacKkMBaHME MbIWbO (B BEPXHEN U HMKHEN YacTh OHO paboTaeT no-pasHomy)

e MaclTabupoBaHMe KONECUKOM Mbiwn (UNK ABYMs NanbLaMm Ha HEKOTOPbIX Tavnagax)

Hwxe rpadmkoB moxeT BbITb NOKa3aHa cTaTUCTUKA NO BblIGpaHHbIM noTokam SV (B neBon Yactu - 3a
CYyTKW, B MpaBOM 4YacTu - 3a BblIOpaHHbIN UHTepBan). [na 3anonHeHus CTaTUCTUKU OO0ImKHA ObiTb
BKMOYEHa 3anucb HOpManbHbIX MeTagaHHbix (cMm. n. 3.7.1). PaccuutbiBalOTCs crnegyowime
nokasatenu:

e AQ - cmelleHne MOMeHTa NpUémMa HyneBOro OTCYETA OTHOCUTENbHO FpaHuLbl CEKYHAObI MO
Yacam perucrpartopa (paccuYnTbiBaeTCa TONbKO €CNN CTOUT NPU3HAK CUHXPOHM3ALMKN NOTOKa
AaHHbIX C NoKanbHbIM UM rnobanbHbIM MCTOYHUMKOM TOYHOrO BpemeHu: smpCnt = O,
smpSynch # None)

e AT - nHTepBan BpeMeHU Mexay COCEeOHUMWU HyrneBbIMW OTCHETaAMM (OOSMKEH ObiTb paBeH
POBHO OAHOM CEKyHAEe MPW HanmuMyYnum CUHXPOHU3AUMN BPEMEHU C 0B6ENX CTOPOH, HO MOXET
OTNIMYaTLCA Ha MNOrPELLUHOCTb X04a YacoB Npu €€ OTCYyTCTBUN)

e At - HTepBan BpeMeHU Mexay COCeAHVMW COOBLEHNAMM (3HAYEeHNE OOSMKHO ObiTb paBHO
noASDU / smpRate, HO cnegyeT Takke CMOTPETb Ha CTabUNbHOCTb 3TOr0 3HaYeHUs,
onpegensiemMyto no MakcumarnbHbIM OTKNOHEHMSIM B MIOC U B MUHYC, BbIBEAEHHLIM TaM Xe
MEJIKUM CEpPbIM LLIPUITOM)

e Fs - Habnogaemoe 4ncno Bbl6OpOK Mexay HyneBbiMU OTCHETaMM (OnpegenseTcs no HoMepy
nocnegHero oTcyéTa nepen HyneBbiM; B HOPME AO/MKHO ObiTb paBHO smpRate, HO MoxeT
N3MEHSATBLCA, Hanpumep, B Criydae CkadkoobpasHOM NePECTPOMKN HaCcoB UCTOYHMKA)

B HwxHen yactn Tabnuusl oTobpaxaeTcs cnMcok cobbiTnii NO BbIOpaHHBIM NOTOKaM 3a BblOpaHHbIN
nHtepsan. Npn HeobXxoAMMOCTU COOTHECTU Kakoe-TO CObblTMe C ero MectoM Ha rpadmke MOXHO
KIMUKHYTb UMM NPOCTO HaBECTM KYPCOP Ha AYenKy CO 3Ha4YeHMeM BpeMeHWn cobbiTns n 3To cobbiTne
OyaeT BblAeneHo Ha rpadouke Kak NnokasaHo HUXe.
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Ecnu cobbiTniA MHOrO, CNMCOK aBTOMaTUYeCKU OrpaHUYMBaETCs, HO OCTaBLUMECS CODOLITUS MOXHO
Takke 0To6pasnTb MO CChINIKE B camMOM HMU3Yy Tabnuubl. Kak npaBuno, ato creayeT genatb TOMbKO
ecnu cobbIThi He Bonee HECKOMNbKUX ThICAY.

OaunHakoBble COOLITUS MOXHO CKpbITb, a MWHTEpecylwmne cobbiTud pasBepHyTb Ans 6Gonee
nogpobHoro npocmoTpa. Npn HaBeaeHMM Kypcopa Ha A4YenKy C onvcaHueM coObITUS MOSIBNAOTCA
ABa 3rieMeHTa ynpasneHus (CM. HUXxe), paboTatowme crnegyowmm obpasom:

e "+" - pasBepHyTb cobObITME (NOKa3blBAETCA WMEIOLasca AOMONHUTENbHaA MHdOpMauus,
KoTopasi 06bIYHO He TpebyeTcst Ansi aHanu3a cobbITUS, CM. HWKE NpUMep pasBEPTbIBAHUSA
OLHOrO 13 NATN OANHAKOBbLI COObLITUI)

e "X" - CKpbITb BCE Takne coObITUS ANsi OAHOro NOTOKAa AaHHbIX

e "X" c HaxatbiM Ctrl - ckpbITb BCce Takme cobbiTusi AN BCEX NOTOKOB AaHHbIX

Bpema Wpesmudkarop Horep Cobeimie

MEMeRINOcs KAYecTso
2023-08-11 15:365:58.284947 Svey_FSKEES_1IR_EmulatorU001 200 E:TW:PEH”EE :‘:f:;:qe“m .

Npueyrerayor nons: svID confRev smpCne smpSynch
2023-08-11 15:36:58.290673 Svey FSKEES_1IR_EmulatorMU001 226 Mzmerinocs Ka4ecTso C
2023-08-11 15:36:55.285176 Svey FSKEES_1IR_EmulatorU001 200 VEMeHnocs KadvecTso
2023-08-11 15:36:55.290266 Svey FSKEES_1IR_EmulatorMU001 226 MEMennocs Ka4ecTso
2023-08-11 15:37:00,289987 Svey FSKEES_1IR_EmulatorMU001 226 Mzmernocs Ka4ecTso

..OCTAEWMECH O zanucei CHpPBITEIE 74 ZanKced...

KonnyectBO CKpbITbIX COObLITUIA OTOOpaxaeTcsi B TEKCTe CCbiIkKM B CaMOM HK3y Tabnuvupl,
NO3BONSIIOLLEN OTMEHUTb BCE CAENaHHbIE CKPbITUS.

B npaBon yacTtu 3aronoBka Tabnuubl pacnonoXeHbl YeTbipe Yek-00kca, No3Bonstowme BolbpaTb YTO
AOIDKHO N HE OO0IMKHO oTobpaaTbcs. CMbICH Kakaoro Yyek-6okca oObACHSAETCS BO BCMNIbIBAOLLEN
nogckaske, aTo (cresa Hanpago):

e MoKa3 BCEX NOTOKOB, BKOYAsA HEOTMEYEHHbIE, B CMMCKE MOTOKOB B BEPXHEN YacTu Tabnuubl
(kak NpaBuno, rarnoyka ¢ aToro Yek-6okca CHMMaeTCs nepen TeMm, Kak caenatb CKPUHLLOT C
nHpopmaLmen o HebonbLWOM NOAMHOXECTBE NMOTOKOB)

e okKasblBaTb AeTannavpoBaHHble rpadukm cobbiTU (eCnn 3TW rpadukn CKpbITb, B CMUCKe
cobbITun ByayT BLIBOOMTLCHA COBLITUSA 32 BCE CYTKN)

e MoOKa3sblBaTb CTATUCTUKY BbIOGOPOYHbLIX 3HAYEHWI

e MoKasblBaTb AeTanu3aumio cobbITui

Ethernet MpocmoTp cobbimus
WaeHTudkaTop Tun APPID Pes. Cum.
Cets Src MAC Dst MAC Mpadwik Ceoaxa
DiscreteFixed GO | etho 08:00:27:07:40:E4 01:0C:CO:01:01:F0 1000 110001 - I 5
Bpema WpeHmudukaTop Homap Cobemie

2023-08-11 00:00:00.000000 AnanuzaTop Tpadwxa Haqano daina

— ) - . Biozo5HOENEHME NOCTYTINEHHA AaHHSX
2023-08-11 14:03:40.005714 DiscreteFixed 1:19 PAZDEIS & HyMEPALHA NaxeTos: 1:17 = 1:19

e ) y . Boz05HOENEHME NOCTYTINEHMA AaHHEX
2023-08-11 14:15:33.554556 DiscreteFixed 174 Paspuis B HyMepaU naxeTos: 1:71 => 1:74

-

2023-08-11 14:23:31,698272 DiscreteFixad 115 | Bosobroanerue nocTymnering Aanrex

Fazpeis B HyMepausy naxetos: 1:13 => 1:15
2023-08-12 00:00:00.000000 AHanuzaTop Tpadwxa Koney daina

..0CTaBWHeCR 0 sanuced CHpsToie 37 sancei..
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B neBown yactu 3aronoBka Tabnuubl pacrnonoXeHbl, KOOMe areMeHTa ynpasneHus Ans nonyyYyeHns
CHUMKa Tabnuupl, 40 TPEX APYrMX ANIEMEHTOB yrpaBneHus, NO3BONAIOLWNX crieaytoLlee:

e COXPaHWUTb MNPOCMOTPLUMK C TEeKyLWUMU [aHHbIMW W npeacTaBrneHveM (MPOCMOTPLUMK
coxpaHsieTcs kak oauH ainn B oopmate HTML, B KOTOpbI BHeAPEHbI BCE AaHHbIE 3a CYTKU
n BblbpaHHble MapamMeTpbl WX OTObpaxeHus; (QYHKUMA MOXET MNPUMEHATbCA Ans
apXvMBMPOBaHUA [aHHbIX MO WHUMAEHTaM W/unu npocMmoTpa WX B JdanbHenwem 6e3
npuBrieYeHns perncrTpartopa; npv xartom knasmwe Ctrl BMeCTO eqMHOro apxmBa coxpaHseTcs
HecKorbKo hannos ¢ TeM e OBLLMM CMbICITOM)

e COXpaHWUTb TekKyllee npeactaBrieHne 6e3 coxpaHeHus AaHHbIX (Kak MpaBuno npuMeHseTcs
npu pabote C perucTpaTtopoM B pPeXMME OHMNavH W/Wnn B OOMOSHEHUE K COXPaHEHMUIO C
AaHHbIMM BO wu3bexaHne aOyOGnvpoBaHMA AaHHbIX; MNO3BONSET ObICTPO BEPHYTbCSA K
NHTEepecyloLweMy NpeacTaBneHnto)

e OTKPbITb paHee CoxXpaHEHHbIE HAbOP AaHHbIX U/MNn NpegcTasneHme

3.7.4 CkaunBaHune aKTMBHOro Tpadmka

Mpn HeobxoauMocTM Habopbl AaHHbBIX MOXHO CkavaTb C permctpaTopa He 3anyckasi MPOCMOTPLUMK,
a obpartuBwucb no agpecy https://IP_agpec_wunu_uma_peructpaTtopa/traffic/ (moryt
ncnonb3oBaTtbca Opaysep, nporpamma wget cornacHo n. 3.4 wn T.n.). Kaxgbin Habop AOaHHbIX
npeactaenseT us ceba napy dawnnos *.head + *.data (HecxkaTtble gaHHble) unu *.head + *.Izma
(cxaTble gaHHbIe)

Mrim N3meHex Pasmep
2023-08-08.hzad | 2023-08-08 15:34:45 | 978
2023-08-08.lzma | 2023-08-0% 10:28:13 | 3.5M
2023-08-05%.head | 2023-08-09 14:41:08  L.5k
2023-08-0%.lzma | 2023-08-09 15:25:05 | 26.7x
2023-08-10.head | 2023-08-10 17:31:05 876
2023-08-10.lzma | 2023-08-11 09:58:54 210
2023-08-11.head | 2023-08-11 14:52:42 1.2k
2023-08-11.lzma | 2023-08-14 09:32:51  2.0M
2023-08-14.head | 2023-08-14 09:33:09 | 876
2023-08-14.lzma | 2023-08-14 09:39:31 | 350
2023-08-15.head | 2023-08-15 13:58:37 876
2023-08-15.lzma | 2023-08-16 10:16:03 | 1.8x
2023-08-16.head | 2023-08-16 10:15:54 876
2023-08-16.data | 2023-08-16 13:01:44 | L6k

CkayaHHble Habopbl AaHHbIX MOXHO OTKpbiBaTb B  MPOCMOTPLUMKE, COXPaHEHHOM C
COOTBETCTBYIOLWEro peructpatopa. B pasnunuHbix Bepcuax [10  dopmatbl  annos MoryT
OTNM4aThbCs.

3.8 PaboTta c USB dhnaw-Hakonutensamu

Peructpatop aBTOMaTM4ecksn pacno3HaéT noakmnovaemble K noptam USB dnsw HakonuTenu c
dannoson cuctemon FAT32. [locne NOAKMOYEHUS HAKOMUTENS K pPerucTpatopy, Ha HEMm
aBTOMAaTMYECKN CO3[aETCA KaTanor permcrparopa C MMEHeM, COCTOSLMM M3 HasBaHWS U HoMmepa
perucrtpatopa, nocne 4ero B (pavn C pacwvpeHnem .tgz B 3TOM KaTanore 3anucbiBaeTcs
cnegywowiasa nHgpopmaums:
e TekyLlasi KoHUrypauusi peruncrpatopa
®  1ICTOPUSA N3MEHEHMIN KOHUrypauum B choopmaTte penosutopus Git
e (pannsl XxypHana perncrpaTopa
e KOHTPOSbHblE CYyMMbl (DANSIOB U UX U3MEHEHWS, ECINN TakoBble ObiNM paHee co3aaHbl Yepes
cTpaHuuy "LlenocTtHocTh" BeG-uHTepdpenca permctpatopa
e cepTudwmkaTbl peructpatopa W UeHTpa cepTudukaumm (6e3 CcekpeTHOro  knwoua
peructpaTtopa)
e cepTudukaTbl Nonb3oBartenen, obpallaBLLIMXCa K pernctparopy

Takke Ha CbEMHbIN HakonuTenb, B nogkatanor comtrade kartanora perucrparopa, KonupylTcs
XpaHdwmeca Ha peructpatope ocuunnorpammbl. OcumnnorpamMmmbl  KOMMPYOTCA HauvHas C
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Hanbonee HoBbIX. MpM HEXBaTke MecTa Ha HakonuTerne 3anucb Ha Hero npekpawaeTcs, Npu 3ToM
cTapble hannbl He yoansitoTCs, a CylWwecTByowWme dannbl He Nepes3anmcbiBalOTCA (3a UCKITHOYEHNEM
He NOMHOCTbLIO CKONUPOBAHHbLIX (hannoB, KOTOPbIE AOMUCLIBAKOTCS).

Ecnn B KOHwUrypauum perucrtpatopa paspelleHO u3gaBaTb 3BYKW, B Mpouecce 3anucu Ha
Hakonutenb OyaeT m3gaBaTbCsi 3BYKOBOM TOH 4vactotorM 1 klW, a nmocne OKOHYaHust 3anucu -
KOpOTKasi 3ByKOBasi MOCnefoBaTeflbHOCTb, CBUAETENbCTBYHOWAs O €€ 3aBeplueHun. B nwobom
crnyyae, OKOHYaHWEe 3anucuM Ha HoOCUTEeNb MOXHO onpefenuTb Mo MOMHOMY MpeKpaLleHno
WHTEHCMBHOIO MuraHmnsa nHgukatopa "HDD" Ha cuctemHom 6noke peructpatopa. KpatkoBpemeHHoe
(0o oaHOM cekyHAbl) NpeKpalleHne M1uraHmsa He CBMAETENbCTBYET 00 OKOHYaHUM 3anucu.

dannbl .tgz MOXHO 3aTeM MPOCMOTPETb Ha KOMMbKTEPE nporpammon 7-Zip mnu nporpamMmmon
WinRAR Bepcuun 5 1 Hosee. ®annsl COMTRADE - nporpammamn Aura2000 n ComtradeR.

Mp nNOBTOPHOM MOAK/IOMEHUW K  PErnucTpaTtopy paHee WCMOSIb30BAaHHOTO  HaKOMUTENs
nepenucbiBaeTcs ann .tgz u AoMNonHsSeTCcs KaTanor ocumnnorpamm (KOnupytoTcsl TOMbKO dhannbl
ocuunnorpaMMm, OTCYTCTBYHOLLME HA HaKonuTene).

ABTOMaTUYECKOE KOMMPOBAHME HA CLEMHbLINA HAKOMUTENb HE HAYMHAETCS, eCnn NOLKITUYNTL €ro BO
BpemMsi oTobpaxeHuss Ha AuraHID pesynbtatoB OMII, cnucka ocuunnorpamm wnu |IP-agpecos
pernctpatopa. B atom cnyyae Bbibop MHGOpMaUMnM AN COXpaHEHWUs] HA HAKOMUTENb NPON3BOANTCSA
BpYy4Hyto Yepes nHrepderic AuraHID (cm. n. 3.9).

3.9 Pa6oTta ¢ yenoBeko-MawmnHHbLIM nHTepdencom AuraHID

Peructpatop MoOXeT oOcHawatbcs nogkntodaembim no USB moaynem 4enoBeko-MallWMHHOMO
nHTepenca AuraHID ¢ TekcToBbIM aKpaHOM Ha 4 cTpoku no 20 cumsonos, 16..18 kHonkamu, 8..10
ceetoamogamu, 0..10 BbIXOAHLIMM pene, YCTPOMCTBOM [And nofayyM 3BYKOBbIX CUrHanoB W
ctopoxeBbiM TanmepoM. AuraHID mMoxeT ObITb BCTPOEH B CUCTEMHLIN OMNOK perncrparopa wunm
pacnonoXeH oTAesbHO.

Mogpo6Hee npo AuraHID cm. B AOKyMeHTaumMu Ha annapaTHoe obecnedveHune. po pabdoty AuraHID
C yCTaHOBLUMKOM cM. N 3.16 un, B YacTHocTh, n. 3.16.5. Hxe npmBoanTcs Tonbko MHpopmaums ob
ncnons3oBaHun AuraHID coBmecTHO ¢ paboTtatowmm AuraQt.
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Peructpatop aBapuiiHbIX cobbITUN
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BbixogHble pene u 6Gonbwas 4YacTb cBetoamogoB AuraHID wucnonb3yoTca Kak onmcaHo B
AoKymeHTaumn. Nx coctosiHne aybnupyetcs B Beb-nHTepderice nporpammbl AuraQt 1 ynpaensietcs
eto (cm. nn. 3.3.4 n 3.3.5).

Y moaynen, yctaHaBnMBaeMblX BHYTPb CUCTEMHOro Gnoka, umeetcsa ABe HepocTynHble AuraQt
YTONNEHHbIX KHOMKK ("NuTaHne" n "xéctkas nepesarpyska") u ABa HegocTynHbiX AuraQt ceetognoaa
("nuTaHne" n "guck"). 3TN KHOMKM N CBETOAMOAbI MOBTOPSAIOT (PYHKLUMU aHANOMMYHbIX 3M1EMEHTOB
06bIYHOro HACTONBHOIO KOMMbOTEPA.

TekctoBbi akpaH AuraHID npu HopmanbHon paboTe perncrtpatopa noraweH. OH 3aropaeTca npu
HaXxaTuy pacnonoXeHHbIX Mo HAM KHOMOK U OCTAETCH BKIMIOYEHHBIM B TEYEHNE MUHYTbI C MOMEHTAa
nocnegHero Haxatus. YépHbIM Ha KnaBuaType MoAanucaHa OCHOBHAA (PYHKUMSA KHOMKKW, 6enbiM -
YHKLMA KHOMKM Npn yaepxueaHum "Fn". Mcnonbsyemble AuraQt dyHKUMM KHOMOK:

"MYCK" - KOHTPOMNbHbIV NYCK pernctparopa

"CBPOC" - cbpoc cBeTOANOAHOM MHOMKALMW U BbIKITIOYEHME 3KpaHa

CTperiku BMeBO U BMpaBo - NepeknioveHme Tuna otobpaxaemon nHgopmaumm

CTperiku BBEPX U BHU3 - NPOKPYTKa oTobpaxkaemon nHdopmaumnm

"OK" - coxpaHeHune oTtobpaxaemMon MHopMaumm Ha AUCK (TOMbKO ANA ocuunnorpamm u
KOH(pUrypaumm permcrparopa)

"1" - TeKyllee BpeMms Mo 4acam perucrparopa, xon 3anvcu OCUMNNorpaMmbl, Xon 3anucu
dannoB Ha NogkTo4YEHHbIN USB-HakonuTenb

"2" - pesynbtatel OMI (npu Haxatum "OK" - coxpaHeHuMe ocumnnorpaMmmbl Ha
noakmntoYéHHbIN USB-Hakonutenb)
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e "3" - cnucok ocuunnorpamm (npu Haxatmm "OK" - coxpaHeHue ocuunnorpammbl Ha
noakntoYéHHbIn USB-Hakonutenb)

"F1" - aHanoroBble curHanbl

"F2" - oucKpeTHble curHanbl

"F3" - nyckoBble ycTaBku

"F4" - Homep u IP-agpeca peructpatopa (npu HaxaTtumn "OK" - coxpaHeHne eguHOro apxusa
COCTOSIHMSA perncTpaTopa Ha noakmo4YéHHbIN USB-HakonuTenb; Npo COCTaB apxuBa CM. M.
3.3.20.8)

o "Reboot" - Mmarkasa nepesarpyska

3.10 NpoTokon MIK 61850

B peructpatope peanunsoBaHbl criegyowme dyHkumm M3K 61850:

e KOHGurypuposaHme nocpegcreom MOK 61850-6 SCL B 4vactu nybnvkaumm OaHHbIX WU
NOANWCKM Ha AaHHble (KOHpUrypauma nepegaérca Ha permcrtpaTtop vyepes Beb-cepsep)

e onepatmBHoe YynpasneHue nocpeacteBom MOIK 61850-8-1 MMS B 4yactM uW3MeHeHus
napaMeTpoB aHarnoroBblX U AUCKPETHbIX MYCKOBbIX YCTaBOK

e nybnuMkauma COCTOSHUSA OUCKPETHbIX CUrHanoB M AEWCTBYIOWMX 3HAYeHW aHanorosbiX
curHanos nocpenctsom M3K 61850-8-1 MMS n GOOSE

e npuém gaHHbix no MOK 61850-8-1 GOOSE n MMS n M3K 61850-9-2 SAMPLED VALUES

e MpenocTaBreHne goctyna kK pavnam ocuunnorpamm no MOK 61850-8-1 MMS

e 3awmTa kKoMmyHukaumin MAK 61850-8-1 MMS

3awmta kommyHunkaumm MOK 61850-8-1 MMS moxeT ObiTb 3agencTBOBaHa Ha OOHOM UMK OBYX
YPOBHSIX CTeKa NMPOTOKOMNOB: TPaHCMOPTHbIA ypoBeHb (TLS) w/vnn npuknagHon yposeHb (MMS A-
Profile). Wcnonbayetca ayTeHTUdUKaLMA, OCHOBaAHHAA Ha UMdpoBbIX cepTudmkaTax, C TeM Xe
Habopom cepTudmkaToB, YTO M ANA nogkntoveHns k Beb-cepsepy. Ans MMS A-Profile TpebyeTtca
ceptudmkat permcrpartopa ¢ knodom RSA, ana TLS moxHo ncnonb3oBaTb kak RSA, Tak n ECDSA.

[na pacluvpeHnss CoBMECTUMOCTU CO CTOPOHHUMW npoaykTamu 3awmta MMS MoxeT ObiTb
OTKIIOYEHA MNKN orpaHuyeHa nposepkor napons. MNpu ncnonb3oBaHUM naponen crieayet MMeTb B
BMAY, YTO OHM OH MEepefatoTcs MO CETU B OTKPLITOM BUAE U MOryT GblTb NepexBayeHbl (Hanpumep,
Npu 3anMcu perncTpaTopomM ceTeBoro Tpadguka).

Mpn wucnonb3oBaHun TLS peructpatop npuHMMaeT noaknoyeHns Ha TCP-nopty 3782. [Mpu
Hewncnonb3oBaHuu - Ha TCP-nopty 102.

Monb3oBaTento NpeaocTaBnseTca OAnH U3 ABYX yPOBHEN JocTyna:

e C BO3MOXHOCTbIO OMNEpaTMBHOrO YMNpaBNeHWss - TOMbKO Mpu noakmwoyeHun no TLS c
npuCyTCTBMEM B cepTudukate nonb3osatens ponu "OnepatmBHuk AYPA" (napameTtpom
KOHpurypauum MoxeT 6biTb paspeLleHo ynpasrneHne no BCeM NOLKITOYEHUAM, CM. HUXKE)

o 6e3 BO3MOXHOCTM ONepaTMBHOIO YNpaBeHns - BO BCEX APYIUX Crydasax

B koHGwurypaumm permctpatopa MOXeT ObiTb BblOpaH pexum "PaspelumnTb ynpasneHue 6e3 cTporomn
ayTeHTMdukauumn". B a9TOoM cnyydyae onepatMBHOE yrpasfieHMEe YCTaBkaMW W KOMaHAbl K
pernctpatopy no npotokonly MMS 6yayTt npuHumaTtbcs m obpabaTtbiBaTbCs, OaXe €Cnv OHU
NOCTYNaT Mo COEANHEHMUIO, He 3aLlMEHHOMY NPOTOKONOM TLS. Mo BO3MOXHOCTK, 3TOr0 pexuma
cnepyet nsberatb.

3.10.1 NMoanucka Ha curHanbl MAK 61850

Moanucka Ha curHanel GOOSE, BbIOOPOYHbIE 3HAYEHMA U OTHETHI OCYLLECTBNAETCA NpY NOMOLLU
anemeHToB ExtRef B cekumm Inputs SCL-mopenun peructpatopa. [lognucku moryT ObITb
CKOH(UrypmpoBaHbl, Hanpumep, nporpammon AuraSCD unu us Beb-uHtepdeinca perncrparopa co
Bkrnagkn "M3K 61850" ctpaHuubl "KoHdurypaums". Homep kaHana peructpatopa Ans nognucky
onpegendetca napameTtpom intAddr. MNpu nognucke Ha aHanoroBble CUrHamnbl C UCMOSIb30BaHUEM
GOOSE wunu oT4yéToB, COOTBETCTBYIOLUME KaHamnbl perncrpatopa AOSMKHbl OblTb MOMEYeHbl Kak
KaHarbl MOCTOSIHHOrO TOKa.



AuraQt. OnucaHune n pykoBoACTBO Nonb3oBaTens 63

Bo3MOXHbI cnepywuwme noannckn, B 3aBMCMMOCTU OT TUNA NPUHMaEMbIX OaHHbIX:

INT, UINT nnn FLOAT Ha intAddr dbopmaTta "A1v" - 3Ha4YeHMe aHanoroBoro curHana
BOOLEAN u BIT STRING[2] Ha intAddr dpbopmaTa "D1v" - 3HaueHne gUCKPETHOro curHana
BIT STRING[13] Ha intAddr cbopmaTa "A1q" nnu "D1q" - npusHak kayecTBa curHana
TIMESTAMP Ha intAddr ¢oopmata "A1t" nnu "D1t" - meTka BpemeHu curHana

BIT STRING[2] Ha intAddr dhopmaTa "D1=on" unn "D1=0off" - cooTBeTCTBYIOLLAA NONOBUHA
3Ha4YeHns ABYXNO3MLMOHHOIO ANCKPETHOro curHana

cocTaBHOWM 06bekT ¢ anemeHTamm "stVal", "q" n "t" Ha intAddr doopmaTta "D1" - QUCKPETHLIN
CUrHan ¢ npM3Hakom KadecTBa U METKON BpeMeHHU

Homep kaHana pernctpartopa Anst No4NUCK1 onpeaensietca napametpom intAddr: agpec "A1" 6yaget
COOTBETCTBOBaTbL MEPBOMY aHanorosomy kaHany, agpec "D1000" - TbICAYHOMY [OMCKPETHOMY
KaHany.

I'Ipl/lmep noannckn Ha BbI6OpOLIHbIe 3Ha4YeHNA aHanorosoro curHasn c nNnpmn3HakomMm KayvecrtBa:

<ExtRef
intAddr="A001Vv"
doName="AmpSv"
daName="instMag.i"
serviceType="SMV"
iedName="AuraEmulator"
ldInst="MuUe01"
InClass="TCTR"
InInst="1"
srcCBName="MSVCBoo1"
srcLDInst="MU@GQ1"
srcLNClass="LLNO"

/>

<ExtRef
intAddr="A001q"
doName="AmpSv"

daName="q

serviceType="SMV"
iedName="AuraEmulator"”
1dInst="Mue01"
InClass="TCTR"
InInst="4"
srcCBName="MSVCB001"
srcLDInst="MU@O1"
srcLNClass="LLNO"

/>

lMprmep NnognNmncKkn Ha COCTOSIHNE ANCKPETHOro curHana 6e3 npusHaka kadvectea (GOOSE):

<ExtRef
intAddr="D101Vv"
doName="Ind101"
daName="stVal"
serviceType="GOOSE"
iedName="Aura221"

1dInst="REC"
InClass="GGIO"
InInst="1"

srcCBName="GOCB4"
srcLDInst="REC"
srcLNClass="LLNO"
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/>

Mprumep NnoagnNmMcKM Ha COCTOSIHME AMCKPETHOrO CUrHana C NpU3HAKoOM KavyecTBa U METKOM BPEMEHU
(6ydhepun3oBaHHbIN OTYET):

<ExtRef
intAddr="D97"
doName="Ind1"
serviceType="Report"
iedName="Aura"

1dInst="999"
InClass="GGIO"
InInst="1"

srcCBName="brcbDISCRETE"
srcLDInst="999"
srcLNClass="LLNO"

/>

3.10.2 Ny6nukaumua curHanos M3K 61850

MepeveHb nybnukyembix curHanoB onpegensetcs SCL-mogenbto pernctpatopa. B mopenu
pernctpatopa AOJPKHO NPUCYTCTBOBATL KaK MUHUMYM JTIOrndeckoe ycTponcTteo ¢ umeHem "REC" nnn
"DFR" n norudeckum yanom krnacca "RDRE". 310 nornyeckoe yctponctBo GygeT npeacTtaBnsATb
OCHOBHY0, OFPaHMYEHHO CTPYKTYPMPOBAHHYIO, MOAENb AaHHbLIX pernctparopa; ero afiemMeHTbl 6yayT
aBTOMAaTMYECKM COMOCTaBMNEHbl C BHYTPEHHUMWM JlOrMYECKMMM OObeKkTamMu perucrpatopa -
aHanoroBbiIMM W OUCKPETHbIMW  KaHanamu, MyCcKOBbIMW ycTaBkamu M T.n. B yacTHocTw,
aBTOMaTtmyeckn conoctaenstoTca cnegywowme y3nbl: LLNO, LPHD1 un RDRE1 (peructpaTtop),
GGIO1 (AnInNNN - aHanoroBble kaHanbl, INNNN - auckpeTHble kaHanbl), MMXUnnn (BekTopsbl
TOKOB M HanpsbkeHun and obopymoBaHusi, onucaHHoro cornacHo n. 3.3.15.5), RADRnnn (napa
aHarnoroBbIX NyckoBbix ycTaBok), RBDRnnn (napa oucKpeTHbIX NyCKOBbLIX yCcTaBokK). B Takom Buge
MOAENb perncTpaTopa MOXeT ObITb co3aaHa B Beb-uHTepdelice.

Mpn HeobGxoammocTn 6Gonee CTPYKTYPUPOBAHHOINO npeacTaBrneHus WHgopmaumm (Hanpumep,

rPYNNUPOBKN  AUCKPETHbIX CUMHamoB MO WX Ha3HayeHWo U T.n.), Mogenb MoxeT ObiTb

oTpenakTMpoBaHa B ntobon npegHasHadveHHon ana pabotbl ¢ MOK 61850 cucteme CAlP. B aTtom
crnyyae conocTtaBneHMe OOBLEKTOB Mogenn C  nornyeckumm  obbektamm  permcrpartopa

OCYLLECTBISIETCA NOcpeacTBoM aTtTpmbyToB sAddr, a UMeHHo:

e "vendor" Tuna "VisString255" - nponssoanTens permcrparopa

o "swReVv" Tuna "VisString255" - Bepcusa nporpaMmmHoro obecneveHuns permcrparopa

¢ "health" Tnos "Enum", "Quality" n "Timestamp" - ucnpaBHocTb pernctpartopa

e '"phyhealth" Tunos "Enum", "Quality" wn "Timestamp" - wucnpaBHOCTb 06OpyaOBaHUS
perucrtpaTtopa

"beh" Tnos "Enum", "Quality" n "Timestamp" - pexxum paboTbl pernctpaTtopa

e "Annn:instMag" tuna "FLOAT32" - gencTBytoLLee 3HaYeHe NepBON rapMOHMKN aHaroroBom
BENMWYUHbI (OENCTBYIOLLEE 3HAYEHNE HYNEBOW rapMOHWUKM 451 KAHArNoB NOCTOSHHOMO TOKA)

e "Annn:instAng" Tmna "FLOAT32" - yronm nepBOM TapMOHWKA aHaroroBOW BENUYMHBbI,
OTHOCUTENBLHO OMNOPHOro KaHara (kak npaBuino, OTHOCUTENbLHO kaHana A1)

e "Annn:mag" tuna "FLOAT32" - peictBylowee 3HayeHWe MNepBON FapMOHMKW aHaroroBou
BEMMYUHBI C YYETOM anepTypbl (AENCTBYOLLEE 3HAYEHNE HYNEBON rapMOHUKN ONsi KaHanoB
NMOCTOSIHHOIO TOKA)

e "Annn:ang" Ttuna "FLOAT32" - yron nepBOW TrapMOHWKW aHaroroBOM BeNNYMHbI

OTHOCUTENBHO OMOPHOrO KaHana ¢ y4éToM anepTypbl (Kak NpaBuno, OTHOCUTENbHO KaHana

A1)

"Annn:q" Tvna " Quality " - ka4ecTBO aHaNoOroBon BENMYMHbI

"Annn:t" Tuna "Timestamp" - MeTka BpemMeHn aHanoroBon BeNMYnHbI

"Annn:dU" Tnna "Unicode255" - pycckosidblYHOE HanMeHOBaHWe aHanoroBon BefMYmHbI

"Dnnn:stVal" Tuna "BOOLEAN" - cocTosiHMe ANCKpeTHOro curHana

"Dnnn:q" Tvna " Quality " - kauecTBO ANCKPETHOro curHana
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"Dnnn:t" Tnna "Timestamp" - MeTka BpeMeHu ANCKPETHOro curHana

"Dnnn:dU" tuna "Unicode255" - pycckosisablMHOE HAaMMEHOBaHWE OUCKPETHOro curHana

"Dnnn:LevMod:setVal" Tuna "Enum" - pexxum nyckoBown ycTaBkuM ANCKPETHOro kaHana Dnnn

"Tnnn:LevMod:setVal" Tnna "Enum" - pexxum aHanoroeow NyckoBow ycTtaeku Tnnn (He nytaTb

C aHarnorosbIM kaHanom Annn)

e "Tnnn:HiTrgLev:setMag" tTnna "Enum" - BenuunHa BepxHero nopora aHanoroBoW MyCcKoOBOW
yCTaBKu (Npu YTeHuu - nopor cpabaTbiBaHUA; Npu 3anncu - nopor cpabaTbiBaHUA 1 BO3BpaTa
yCTaHaBNUBAKOTCH B OOHY U Ty Xe BENMUYUNHY)

e "Tnnn:HiTrgLev:setMag" tvna "Enum" - BenuuvMHa HWXHeEro nopora aHanoroBon MyCKOBOW

yCTaBKu (Npu YTeHuu - nopor cpabaTbiBaHUA; Npu 3anncu - nopor cpabaTbiBaHUA 1 BO3BpaTa

yCTaHaBNUBAKOTCH B OOHY U Ty e BENMUYNHY)

MapameTpbl, HE UMeloLLME COonocTaBreHns, ByayT UMeTb 3Ha4YeHus, ykasaHHble B SCL, nnubo, ecnn
TaKOBbIX HE YKa3aHO, 3HAYEeHUS MO YMOMYaHUIo.

Mybnukyemble curHanbl MOryT ObiTb NPOYUTaHbl  KIMMEHTaMUM Yepe3 MexaHu3mbl ornpoca,
OydepnsoBaHHbIX N HebydepusoBaHHbIX OTYETOB. OCHOBHbIE HECTPYKTYPUPOBaHHbLIE HabOPLI
AaHHbIX W OTYETbI, CoAepXawme WX, Co3galTCa aBTOMaTUYECKM MNpu  CO3J4aHMM  MOAenu
pernctpatopa. Co3gaHve AONONHUTENbHbIX HAabOPOB AaHHbLIX M GNOKOB ynpaBneHust OT4YETaMu
ocywectensietcs cpegctsamm CAINP M3K 61850.

Pernctpatop nogaepxuBaeT nybnukaumio curHanos no npotokony GOOSE. No ymonyaHuio Takas
nepegada He KoHdurypupyetca n He 3agencteyetcsa. CosgaHme 6nokoB ynpaenenHns GOOSE wn
HabOpOB OaHHbIX ANsl HUX ocyuwecTensieTca cpegctBamm CAIMNP M3K 61850. B BeG-nHTepdelice
pernctpartopa, Ha ctpaHuue "KoHdurypauma" Ha Bknagke "O6wme napameTtpbl” BoiGMpaeTca oanH
nHtepdenc gnsa nepegadn MOK 61850-8-1 GOOSE. Bce coobuweHna GOOSE ot peructpaTopa
OyayT oTnpaBnsaATbCA Yepe3 3TOT OOAUH WHTEPAENC, KOTOPbI MOXeT ObiTb pe3epBMpPOBaHHbLIM MO
npotokony PRP.

B Tabnuue Hwke npuBeaeHbl UCNONb3yeMble PErMcTpaTopoM npasuna hopMmnMpoBaHNA UHTEPBANoB
nosTopeHusi coobweHnn GOOSE, B 3aBUCMMOCTU OT NapamMeTpoB, ykasbiBaemblix B cdavne SCL.
MpaBuna C UKCUPOBAHHBIMKM 3HAYEHUSIMW WHTEpPBANoOB B NepBbIX OBYX CTpoKax Tabnuupl
cootBeTcTBYtOT CTO 56947007-25.040.30.309-2020. 3HayeHus no ymondanuto: MinTime = 10 mc,
MaxTime = 60000 mc.

Tabnuuya 3.5

LAl (2 SHaehue MHTepBarbl NOBTOPEHUS, MC

MaxTime APPID P peHIs,

8000..BFFF 4,4 4,4, 8,16, 32, 1000
He yKa3aHbl 0000..3FFF 100, 100, 100, 100, 200, 400, 800, 10000
npouve - .
KpatHo MinTime: x1, x1, x2, x4, x8, x16, ..., MaxTime
yKasaHbl nobble

3.10.3 XypHanupoBaHue curHanos MJIK 61850

Mpn cosgaHumM KoHUrypauum perncrpatopa asTOMaTUYecKnm co3farTcsa Onoku  ynpasneHus
XypHanupoBaHWeM Ans BCEX aBTOMAaTUYECKM co3daBaeMblX HAbOpOB AaHHbIX. YKypHanupyemblie
M3MEHEHMS 3annCbIBalOTCA B €dMHbIM 9HEpProHe3aBUCUMMbIN XypHarn. B 4YacTHoCTM, 3anucbiBaloTCA
BCE M3MEHEHUS COCTOSHWUS permctpaTopa, USMEHEeHNS COCTOSHUA U NPU3HaKa KadecTBa AUCKPETHbIX
CUrHarnoB, U3MEHEHUS MpU3HaKka KayecTBa aHasnoroBblX CUrHaNoB, U3MEHEHWs MYCKOBbIX YCTaBOK.
HacTtponkn xxypHanupoBaHus MoryT ObiTb naMmeHeHbl cpeactesamu CAIMNP M3K 61850. B yactHocTw,
AorycKaeTcs co3aHne oTAerbHbIX XypHanoB AnA pasHbIX rpynn gaHHbiX. Kaxabin xypHan 6yaoet
XPaHUTbLCA Kak OTAEeNbHbIN dhann.

3.10.4 Ucnonb3oBaHue VLAN B M3K 61850

CoobuweHns MOK 61850-8-1 GOOSE u MOK 61850-9-2 SAMPLED VALUES kak npaBuro
nepegatotcss ¢ Terom VLAN, KOTOpbLIM MOXET ObiTb OTOPOLUEH WM OCTaBfieH MPOMEXYTOYHLIMU
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KommyTaTtopamu. Pernctpatop moxeT obpabaTbiBaTb CO0OOLEHMSA Kak C Terom, Tak n 6e3 Hero. B
3aBUCMMOCTM OT MOLENM CeTeBOW KapTbl M Bepcun eé pparvieepa, ana obpaboTku cooblueHnn ¢
Homepom VLAN Gonblue 255 moxeT noTpeboBaTbCs BKIHOUYNTL HEPa3bopUMBbIA PEXMM.

3.11 Npotokon M3K 60870-5-104

Peructpatop peanusyeT QYHKUMIO nepedadn 3HaYeHWWn aHanoroBblX KaHamoB W COCTOSHUW
ANCKPETHbIX kaHanoB B npotokone MOK 60870-5-104. Takke nepedatoTcs 3HAYEHUS 4acToThl,
NIMHENHOrO HamnpsPKEHUS, aKTUBHOW W PEeaKkTMBHOW MOLLHOCTU Ansi ob6opyaoBaHus, ONUCaAHHOIMO B
KOHurypaumm Ha Bknagke "O6opygoBaHme" (CymmapHbie TpéxdasHble 3HavyeHus, 6e3 pa3dmekm no
aszam). [ns pacyéToB WUCMNONb3YITCHA SBHO YKasaHHble ANns AaHHoro obopyaoBaHMS KaHarbl
HanpsPKeHWs1 1 TOKa; KaHanbl YacToTbl, BO30yxaeHnst n COMMT B pacdyéTax He Ucnonb3yoTcs. Takke
nepegarwTcs COCTOAHMA CBETOAMOLOB CUCTEMHOro 6rnoka peructpatopa. [lonHbI nepeveHb
nepegaBaeMbIX CUrHANOB 4OCTYNeH B Be6-mHTepdence pernctpaTtopa, Ha ctpaHumue "M3K 60870-5-
104",

McnonbaytoTea cnegyowme napameTtpbl oomeHa no MOK 60870-5-104:
e TCP cepep Ha nopTy 2404
naccuBHasi CTopoHa
AINVHAa NpuydnHbl Nepegayn - 2 6anta
anvHa agpeca ASDU - 2 6anTta
ANvHa agpeca curHana - 3 6anta
agpec ASDU - Bcerga 1
agpeca curHaroB - cornacHo ctpanuue "MOK 60870-5-104" BeG-uHTepdperica
dopmaTbl aHanoroBbix curHanos - 13 (B oTBET Ha obwmii onpoc), 36 (Npn N3MeHeHUN)
dopmaTbl AUCKPETHbIX cUrHanos - 1 (B oTBeT Ha obwui onpoc), 30 (Mpu n3MeHeHun)
koMaHAa obLiero onpoca npuHUMaeTcsa 1 obpabaTbiBaeTcs
KOMaHAa yCTaHOBKM BPEMEHN NPUHMMAaETCa U UrHOpupyeTcs

Peanunsaumss npotokona MOK 60870-5-104 B peructpaTope npefHasHadeHa pAna paboTtbl C
nokanbHon cuctemon ACY TI1 unu nokanbHbiM KoHTponniepom KI tenemexanukn. B yactHocTu, He
noadepXkmBaeTCa WCKMOYEHNE CUrHanoB M3 CrMCKa ANns COKpalweHus obbEma nepenaBaeMbixX
AaHHbIX UNW pyYHas nepeHymepauus curHanoB. [lepedeHb curHanoB hopMMpyeTcss MOMTHOCTLIO
aBTOMAaTMYECKN Ha OCHOBaHMM KOH(pUrypaumm permctparopa.

AnepTypa aHanoroBbix curHanos coctaesnset 0.5% OT HOMWHaNbHOrO AwnanasoHa (BErMYUHBI,
ykasblBaeMou B koroHke "Makc." Bknagku "AHanorosble" KOHUrypaumm pernctpatopa, nmbo, ons
PaCYETHbIX KaHaNoB MOLLHOCTU U IMHENHOTO HanpshXXeHWs, BENNYMHbI, MPON3BOAHON OT Anana3oHOoB
BXOOALWMX B PACYET BENUYMH), 3@ MCKOYEHMEM YITOBbLIX CUIHANoOB WM CUrHANoOB 4acToTbl, ANA
KoTopbix aneptypa coctaBndet 2° n 0.01 'y cOOTBETCTBEHHO.

MepepnatoTca 4eNCTBYHOLWME 3HAYEHNS aHANOroBbIX BEMMYNH, paccyYUTbiBaeMble NATb pa3 B CEKyHAOY
¢ wuHTepBanom 200MC Ha OCHOBAHWW MFHOBEHHbIX 3HA4YEeHUW 3a MNpPeecTBYHOLWMIA pPacyeTy
WHTepBan gnutenbHocTbio 300 Mc.

3.12 NpoTokonbl FTP(S) n SFTP

Peructpatop wnMeeT BO3MOXHOCTb MepefaBaTb 3afnucaHHble ocuunnorpammbel U annsl
3axBa4YeHHOro ceTeBoro Tpadmka Ha BHewHne cepsepa FTP(S) nnn SFTP. MNpotokonbl FTP(S) un
SFTP He poacTBeHHbl Mexgy cobor, HO MMEKT OAWMHAKOBOE HasHavyeHue W, B Ccrnyyae
perncrpaTtopa, UCMonb3YyTCA aHanorn4Ho.

MoxeT OblTb HaCTpPOEHO [0 [BYyX HamnpaBfeHurW nepefaydn C YKa3aHMeEM Kakue [aHHble
(ocuunnorpammbl u/vnn Tpaduk) crnegyeT nepefaBaTb B KaXAOM M3 HanpasneHwn. Agpec,
yKasaHHbIN Ons pas3MelleHns nepegaBaeMblx annos, AoMKeH MMeTb crnegytowmi dopmat (6es
MMEeHN Nonb3oBaTens Ansi aHOHUMHOTo 4OCTyna, C MMEHEM Monb3oBaTens Ans ayTeHTudmkaumm no
MMEHN NONb30BaTeNa U Naposito):

ftp://my.example.com/some/directory/
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ftp://username@my.example.com/some/directory/
sftp://username@my.example.com/some/directory/

Agpec gomxeH HaunHaTtbes ¢ ftp: unu sftp: n 3akaHunBaTbCa cMMmBOIOM Kocou YepTobl. Ecniv cepeep
He nmeet DNS-umeHn, MoxHO ykasaTb ero |IP-agpec. B cnydyae ecnu ykasaHHbIA NyTb OTCYTCTBYET
Ha cepBepe, byaeT npeanpuHATa NonbiTka ero co3gathb.

MmeHna dannoe nepegatotca B koguposke UTF8. lNpu wncnonbsoBaHmm FTP(S) peructpatop
yKasblBaeT cepBepy Ha Heo6XoOMMOCTb MCMONb30BaHUA 3TOM KOAMpPOBKM komaHaow “OPTS UTF8
ON”. CepBep A0mMKEH YMETb KOPPEKTHO BOCNPUHATL 3TY KOMaHAy.

Mcnonb3yeTcss Tak HasblBaeMbli "MaccuMBHLIN® pexum nogkrnodeHns k cepesepy FTP(S), korga
AOMONMHUTENbHbIE MOAKMYEHNs, NpeaHa3HayYeHHble ONa nepefadn OaHHbIX, YCTaHaBnMBalOTCA B
TOM >Xe HarnpasfneHuu, YTO U NepBOHavyanbHOe NOAKIYEHE S nepefadn KoMaHg, a UMEHHO, OT
permcTtpaTopa K cepsepy FTP.

Pernctpatop nbiTaetca wucnonb3oBaTb Explicit FTPS ans 3awmtbl nepegaBaeMblX AaHHbLIX,
ncnonb3ysi COOCTBEHHbIN cepTudmKkaT B KavyecTBe cepTudmkaTa knmeHta. CepTudumkar cepBepa He
nposepsieTcs. [lpu HEBO3MOXHOCTM YCTAHOBKM 3alLUMLLEHHOrO COEAWHEHUS CeaHC CBSA3N
npogorkaetca no npotokony FTP. Ecnv nmsa nonb3oBatensa M naposfb He 3afaHbl, UCMNOMb3yeTcH
QHOHUMHbIN OOCTY.

Mpu ncnonb3oBaHun SFTP coeguHeHne 3awmuaeTcs Bo BCeX Criyvasx, HoO ceptudmnkart cepsepa He
npoBepsieTcs U cepTumkaT KNueHTa He npegocTasnseTca. Onsa ayteHTudumkaumMm nonb3oBatens
AOJIDKHbI ObITb YKa3aHbl UMA NOMb30BaTENs U Naposib.

Mepenaya ocuMnorpaMmbl MHULMMPYETCS cpasy e MNocrne oKoHYaHus eé 3anucu. Ecnn nepenava
He yaanack, NOBTOPHblE MOMbITKM He npoussoasaTca. O Heyaade u eé npudmHax genaercs 3anuchb B
XypHarne peructparopa.

3.13 NpoTokon SNMP

Peructpatop peanuayeT dyHKUMIO yOanéHHon amarHocTukm no npotokoniy SNMP Bepcum 3.
MoonepxmBaeTcss Tonbko onucaHHbii B RFC 6353 BapmaHT goctyna no npotokony TLS nosepx
TCP. Bce ocTanbHble BapuaHTbl [OCTyna, B 4YacTHOCTW, Moaenb 0e30MacHOCTM Ha OCHOBE
nonb3oBartenen (USM) n sepcun 1 n 2 npotokona SNMP He nogaepxmBatoTca 1 OTKIAOYEHbI.

[nga pasrpaHuyeHnsa gocTyna MCcnonb3yrTcsa LudpoBble cepTudmrkaTbl, aHanorM4Ho NCNonb3yeMbiM
ana goctyna K Beb-uHTepdpency. AgMuHUCTpaTop MHGOPMAaUMOHHOM 6e30nacHOCTU  SABHbIM
obpasom ykasbiBaeT cepTudukaTbl Mofb3oBaTeNnen, KoTopble paspellaeTtcsa WUCnosib3oBaTbh AN
poctyna no SNMP. CepTtudukartbl perucrpartopa 1 LeHTpa ceptudmnkauum Te xe, Yto n ans seb-
nHTepdenca. Cnyxba goctynHa Ha nopty TCP 10161 n moxeT 6bITb OTKMOYEHa napameTpoMm
KOHpurypauum Yepes Beb-mHTepdenc.

3.14 NpoTtokon AypaMacTtep

Peructpatop peanusyetr QYHKUMIO Mepedayn 3HadeHU aHaroroBbiX KaHamoB W COCTOSHWIA
ANCKPETHbIX KaHanoB B npoTokone AypaMactep (AuraMaster, AYPA-Mactep) aHanorm4Ho
OZHOMMEHHOW nporpamme. NMpoTokon npegHasHadyeH Ana nepegadv gaHHbIX B nporpammy Teleaura
AN oTOOpaKeHNs HA MHEMOCXEME.

[aHHble, nepegaBaemble B npoTokone AypaMactep, B UENOM aHanorMyHbl  AaHHbIM,
nepegasaembiM B npoTtokone MOK 60870-5-104 (cm. nn. 3.11, 3.3.13), co cnegylowmmm
NCKITIOMEHUSAMU, BbI3BAHHLIMU OCOBEHHOCTSIMI NPOTOKONA:

AaHHblE NepefarnTCcsa TONbKO B OTBET HA 3anpoc, NPUMEpPHO pas B 2..3 CEeKyHAbI

NoJSTHbIN NepeYeHb BCEX AaHHbIX NepenaéTcs B OTBET Ha KaXabli 3anpoc

3HayYeHUs anepTyp He UCNonb3yTCA (BCcerga nepeaatoTcs camble CBEXUE JaHHbIE)
KpaTKOBPEMEHHbIE U3MEHEHUS, HaYaBLUMECS U 3aBepLUMBLUMECS MEXOY OABYMsI 3anpocamu,
He ByayT nepeaaHbl BooOLe
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3.15 PaboTa ¢ BbIXxOogHbIMU perne

B 3aBucvmocTn OT mMogenu perncTpatop MOXET MMeTb HEKOTOPOE KOINMYECTBO BbIXOOHbLIX pene.
HekoTtopble 13 atux pene moryt cpabatbiBaTb MO YCroBUKO, OnpeaenseMomMy nons3osartenem. B
YacTHOCTW, perncTpaTopsbl ¢ 6nokom conpsixkeHnsa AuraPCl nmetoT cnegyoLme BbIXoAHbIE pere:

e nycK

e HeucnpasHOCTb

® NYCK KacKaHbIN

e CeMb perne AOCTYMHbI Nonb3oBaTento

[ocTtynHble nonb3oBaTento pene morytT aybnuposatb cpabaTbiBaHME YCTaBOK MO BblYMCISEMbIM
BblpaxeHnsim (cMm. n. 3.5). Ona gybnvpoBaHus yCTaBKM BbIXOAHbIM pefie, NepBbiM 3N1EMEHTOM
BbIYMCNAEMOro BblpaXXeHUs JOMKHO BbITb yKazaHue COOTBETCTBYHOLLErO perie O4HUM U3 CrieayoLmx
cnoco6oB:

e "Pene1:" - cpabaTbiBaHue ycTaBku aybnupyetcs Ha pene 1

o "Pene2!: " - npeBblleHME YCTaBKN AyONnpyeTcst Ha pene 2 gaxe ecnn yctaBka OTKINioYeHa

TecTMpoOBaHUA OOCTYMHbIX MOMb30BaTEN0 BbIXOOHbLIX perie npu OTCYTCTBUM CCbIFTIOK Ha HUX B
KoHdurypauum onucaHo B n. 3.3.20.4. Ecnn onucaHa xota Obl oAHa nyckoBasi yCTaBka,
Ay6nvpoBaHHas Ha BbIXOAHOE perne, TO BCe BbIXOAHbIE perie MOXHO TeCcTMpoBaTb TOJSbKO
cpabaTbiBaHMEM MYCKOBbIX YCTaBOK.

3.16 PaboTta ¢ yCTaHOBOYHbLIM HOCUTENEM

YCTaHOBOYHbIV HOCUTENb MOXET NOCTaBMATLCA B KOMMNIIEKTE C PEMNCTPATOPOM B BUAe pmamyeckoro
TBEPAOTENBLHOrO HakonuTenst ¢ wmHtepdericom USB. B Takom BMAOE YCTAHOBOYHbLIN HOCUTEMDb
npurogeH K WCMNONb30BaHUIO, HO, BCReACTBME 4BMEHWUs Aerpajauun [aHHbIX, XpaHUMbIX B
MUKpOCXemax (pnaL-namaTi BbICOKOM NIIOTHOCTU, Maro NPUrogeH K AnntenbHOMY XpaHEHUIO.

AnbTepHaTMBHO, YCTAHOBOYHbIN HOCMTENb MOXET NOCTaBNATLCA B BuAe dhavina ¢ obpasom gucka B
dopmaTte .VMDK (Virtual Machine Disk). O6pa3 ycTaHOBOYHOIro HOCUTENS MOXET nepefaBaTbCs Mo
KOMMYHUKaLUMOHHbIM CETSM U XPaHUTbCA BMECTe C KOMMMEKTOM 3MEKTPOHHOW OOKYMEHTauuuM Ha
perncTpaTop, HO nepea MCnonb3oBaHUeM TpebyeT KIOHUPOBaHUSA Ha (PU3NYECKUI YCTaHOBOYHbIN
HoCUTEnb.

3.16.1 O6pa3 ycTaHOBOYHOIro HOCUTEns

O6pa3 ycTtaHOBOYHOro HocuTensa 3aHumaeT npumepHo 600 MB u moxeT ObiTb CKMOHMPOBaH Ha
dm3nyecknn HocmuTenb EMKOCTLIO He MeHee 2 b npu nomowm VirtualBox, VMware Workstation Pro,
VMware Workstation Player nnu aHanormyHor nporpamMmbl AAs 3anycka BUPTyasibHbIX MalUvH
(Hyper-V moxeT 6biTb MCMNOMnb30oBaH, HO HeygobeH B 4acTM NONb30BaTENbCKOrO WHTEpdenca
poctyna k USB-HakonuTtenam, noaTomy 34ecb He paccMaTpuBaeTcs).

O6pa3 nocrtaBnsieTca B KOMMMekTe C avnamm  KOHUrypaumm BUPTyanbHbIX — MaLUWH,
npegHasHa4YeHHbIX A4S paboTbl ¢ 3TUM 06pa3omMm.

BupTyanbHble MalMHbl, KaK U peanbHbI perncTpaTop, ncnonb3yT 64-6utHyto OC. B yacTtHoCTW,
9TO O3HayvaeT, YTo Ha cTapoM KomnbloTepe ¢ 32-6utHon ocHoBHoM OC Mx 3anyCTUTb HE NOMy4YnTCS.
Takke BO3MOXHbI ApYyrne CIIOXHOCTU 1 HECOBMECTUMOCTU, KOTOPbIE, €CINY OHN BO3HUKHYT, cnegyeT
paspeLllaTb COrfacHo JOKYMEeHTauun Ha cucTemy BupTyanusaumm n ocHosHyto OC.


https://www.virtualbox.org/
https://www.vmware.com/ru/products/workstation-pro.html
https://www.vmware.com/ru/products/workstation-player.html
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ChProjects\SVR\projects\ SOFT Auralit Aurat VMs tgz' Aura Ot Vs tar', - O bes

Daiin  [paska Bwa MsoBpannoe Cepeuc  Cnpaska

& - <7 (T =) b 4 il

Jatasute Mzeneue Tectuposate  Konuposate [lMepemectute Yaanute  Madopraupa
5 i | ChProjects ISV \projects’ SOFTVAura Ot Aura Ot Vs tgzh Auralt VIVIs tar', ~
Mraa Pazriep Caatelii - Mznienen
WgiAuralt Installer.ovf 4022 4095 2022-01-2410:22
W AuraCt Installer.vbox 1892 2dE 2022-0 1030
W AuraCt Installer.vmdk 594 870 272 594 870272 2022- 12:08
WP AuraCit Testbed. ovf 6684 T168 2022-01-2410:20
'l-‘ AuraOt Testbed.vbox 2383 2560 2022-0 0:30
W AuraOt Testhed.vmdk 5308416 5308416 2022-01-24 11049
< >
BEblgeneHo obbertos: 1/ 6

Ha pucyHke Bbilwe nokasaH KOMMNSIEKT U3 CrieayoLwwmx ansos:

AuraQt Installer.ovf - akcnopTupoBaHHas BupTyanbHas MawuHa B cTtaHgapte Open
Virtualization Format, npegHasHayeHHas AnNa co3gaHus U3NMYECKOro YCTaHOBOYHOIO
HocuTens

AuraQt Installer.vbox - rotoBas BupTyanbHas mawwuHa VirtualBox, npegHasHayeHHas Ang
co3aaHusa pr3nyYecKoro yCTaHoBOYHOIO HOCUTENS

AuraQt Installer.vmdk - o6pa3 ycTaHOBOYHOIro HoCUTENS 4Ns1 3TOW BUPTYarilbHON MaLlUWHbI
AuraQt Testbed.ovf - akcnopTupoBaHHaa BupTyanbHas MawuHa B cTaHgapte Open
Virtualization Format, npegHasHauyeHHas ansa onpobosaHusa MO AuraQt 6e3 ero yctaHoOBKU
Ha peanbHylo annapaTypy

AuraQt Testbed.vbox - rotoBas BupTyanbHas mawwuHa VirtualBox, npegHasHayeHHaa Ons
onpo6oBaHua MO AuraQt 6e3 ero yctaHOBKM Ha pearibHyto annapatypy

AuraQt Testbed.vmdk - nycton obpas gucka ons aTon BUPTYanbHOW MaLLUHbI

Mpn xenaHum o6pas yCTaHOBOYHOIO OUCKA MOXHO MPOCMOTPETb MPXM NOMOLM nporpammbl 7-Zip.
Ecnu ata nporpamma ycTaHoBreHa, B KOHTEKCTHOM MEHI0 MPOBOAHWUKA, COOTBETCTBYOLEM hbanny
.vmdk, 6ygeT goctynHa komaHga "7-Zip" / "OTkpbITb apxuB".

Co\Projects’ ! SV projects'\ SOFT Aura Ot Aura Ot Vs tgz AuraOt VM s.tar Auralt .. — O X

Qain  [paska Bwa Msbpannoe Cepewc  Cnpaska

&b - ~7 ) =) 4 il

JobasuTte Mseneue Tectuposate  Konwposate [lepemectute Yaanute  Mudopraupa

¥ | ChProjects SV \projects’ SOFT AuraOt\Aura0t VMs.tgz  AuraQt VIMs tar Aura Gt Installer vk, ~
Kraa Pazmep  Qalinosas CucTema  XapakTepucTukn CriewigHne

|2 AURA-EFI-Limg 1E10612 736 EFI System 42 991 @16 §
2] EXCHANGE.img 2840314 368 Windows BDP

2] GRUB.img 47 943 040 BIOS Boot

BeiggneHo obwekTos: 0/ 3

ByayT nokasaHbl NpUCyTCTBYHOLLME HA AWUCKE TPW pasgena:

GRUB - 3arpy3ouyHbivi pa3gen Legacy BIOS

AURA-EFI-I - 3arpysouHbin pasgen UEFI, oH xe - 3arpy3oyHbi pasgen onepauyvoHHOW
CUCTEMbI YCTAHOBLLMKA, OH Xe - pa3aen ¢ JaHHbIMW YCTaHOBLUMKA

EXCHANGE - pasgen ¢ gpavisepamu, yTunutamm n 4OKyMmeHTaumen

Hanbonblwmin nHtepec gng nonb3oBartens MoxeT npencrasnate pasgen EXCHANGE, Bo3amoxHoe
COAEPXKMMOE KOTOPOro NOKa3aHO Ha PUCYHKE HUXeE.
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ChUsers'Eugene'WirtualBox Vivs'AuraQt VMs AuraQOt Installer.wdit EXCHANGE.img'. - O x
Qain  [paska Buwa s6pannoe Cepsuc  Cnpaska
=]
Zh - v B - ® i
JobasuTe Mseneus Tectwposate  Konwposate [lepemectute  Yaanute  Mhndopmaupa
¥ | ChlUsers Eugene'\WirtualBox Vs Auralt Vs  AuraQt InstallerwdinEXCHAMGE. img', b
Mma Pazmep Coatelid - MsmeHen AtpubyTel  Paiinos
3658 467 378208 2021-10-22 05:10 D 9
CepTudmkarsl 1oan 20480 2021-10-22 0510 D 5
[®=] AuraFinder.exe 356249 3563520 2021-10-22 0510 A
|| Auralticd 16384 2021-10-22 05110 A
[ AuraCt.pdf 4047 958 2021-10-22 05:10 A
[55] AuraSCD.exe 2021-10-22 0510 A
[®5] AuraToken.exe 2021-10-22 05:10 A
[55] Dta2 Conf.exe 416 256 2021-10-22 05:10 A
[ rtDrivers.exe 29653 896 (M0 2021-10-22 05:10 A
8] ve_redist.xBE.exe 13 Ta7 TR 2021-10-22 0510 A
BeigeneHo obwekToe: 0/ 10

dannbl ¢ pasgena AURA-EFI-I He npeacTaenaioT MHTEpeca Ans Nonb3oBaTens, 3a UCKITIYEHNEM,
BO3MOXHO, (panna extras.tar.gz, cogepxawero nonHyt konuio pasgena EXCHANGE. 3tot
apXvBHbIA hann Takke MOXHO OTKPbITb NPW NOMOLLKU nporpamMmel 7-Zip.

Ch\Users\Eugene'VirtualBox YMs Auralt VMs AuraQt Installerved b AURA-EFI-Limgt... — O b4
g g
Qain  [paska Buwa s6pannoe Cepsuc  Cnpaska
o
2P - v o) =) X it
dobasuTs lzeneus Tectwposate  Konuposate [lepemectuts ¥panuTb WHdopmaupa
P P p P
¥ | Cilsers Eugene'VirtualBox VM Auralt Vs AuraCt Installervd it AURA-EFI-Limg' efitboot!, ~
Pasrep Coatenid - Msraenen Atpubyter  Daiinos
] 6847 350 TO62 624 2021-10-22 05:10 D 553
| | addon.tarxz 1852 568 1855 488 2021-10-22 05:10 A
2] boot.img 512 4095 2021-10-22 05:10 A
| | bootfs.tarxz 19153 364 19156 992 2021-10-22 0510 A
| | bootx6d.efi 151 552 151552 2021-10-22 0510 A
2] core_i3BEpe.img 31141 32788 2021-10-22 05110 A
|| extras.tarxz 445719 996 44523520 2021-10-22 0510 A
| | initrd.cpia.gz 5514 832 SE17 312 2021-10-22 05:10 A
| | rootfs.tarxz 443 420 908 443 424 TR8 2021-10-22 05110 A
|| vmlinuz 11784 016 117841892 2021-10-22 0510 A
BeigeneHo obwerTos: 0/ 10

Pasgen GRUB He nmeeT (hannoBon CUCTEMbI U €r0 COOEPXKMMOE HE MOXET ObiTb MPOCMOTPEHO
BbILLEONUCaHHbLIM COCOBOM.

3.16.2 Ucnonb3oBaHue BUPTyaribHOW MalMHbI Ans onpo6oBaHus MO AuraQt

O6pa3 ycTaHOBOYHOrO HOCUTENS MOXHO ucnonb3oBaTb Ang onpobosaHusa MO AuraQt 6e3 ero
YCTaAHOBKM Ha peanbHyto annapaTtypy. OO6biMHO 3TO He TpebyeTcs, HO MOXET NpUroauTbCs,
Hanpumep, ANs MPOBEPKM NPaBUbHOCTU W COBMECTMMOCTM HacCTpPOeK WHTeNneKTyanbHbIX
3NEKTPOHHbIX YCTPOWUCTB Nepeq Ux yCTaHOBKOM Ha LMGPOBYIO NOACTaHUMIO ¢ pernctpatopom AYPA.

Ona onpo6osaHuns MO AuraQt notpebyetca nporpamma VirtualBox, VMware Workstation wnun
aHanorMyHas B KOTOPOW HYXHO 3anyCTUTb BUPTyarnbHYld MawwuHy C obpa3om YCTaHOBOYHOro
HOCUTENS, NOAKIMIOYEHHBIM B KQYeCcTBe 3arpy304HOro Amcka, n ewé ogHuM nyctbiM obpas3om aucka
ANs NCMONb30BaHUSI B kayecTBE OCHOBHOIO AMCKa perncrtpaTtopa. HactpoeHHas Takum oGpasom
BMpTyarbHas MallnHa MOXeT BXOAUTb B KOMMNMEKT nocTaBku nod HassaHvem "AuraQt Testbed".

Mocne 3anycka BMpTyanbHOW MalUWHbI cnegyeT yctaHoBuTb 1O permctpatopa ¢ yCTaHOBOYHOrO
aucka Ha ocHoBHoM komaHgow ‘“Installer" / "Install AURA" B MeH YycTaHOBLiMKa, nocne
nepesarpy3ntb BUpTYyarnbHyt0 MawwmnHy komaHgon "Installer” / "Reboot".
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Mocne 3aBepLUeHNs yCTaHOBKM POKYC BBOAA MOXET OCTaTbCH B OKHE BUPTyanbHOW MalUMHbI. YTOObI
BEPHYTb (pokyc BBOAA B ocHOBHYt0 OC criegyeT HaxkaTb KOMOMHALUMIO KNaBULL, YKa3aHHY B NpaBoM
HKHEM YrIy OKHa BUPTYyarnbHON MalUuHbl. OTO Tak Ha3biBaemas "XocT-kombuHauma" nnm "Host Key
Combination". Hanpumep, ansa VirtualBox no ymonyaHuio XOCT-KOMOMHAUMS COCTOUT U3 OQHOW
Knasum "npasbii ctrl”, HO MOXET OblTb M3MEHEHA B HACTPONKaxX NporpamMmbi.

PaboTatowas BupTyanbHas MallmHa B Lenom NoBTopsieT nosegeHve paboTatoLLero permctparopa ¢
HEKOTOPbIMA ~ MUHMMArbHbIMW  OTNNYMAMKU  (OTCYTCTBME NOAAEPXKM npoTokona PTP  ansa
CMHXPOHM3aUMM BPEMEHW, XyAlwas MakcumanbHas nNpoOM3BOAMTENBbHOCTb, O0nblias 3arpyska
npoueccopa B pexume npocTtos, 60nbLIne n MeHee npeackasyemble 3aaepXkm obpaboTku AaHHbIX
nT.n).

[na noaknoyeHns K BUpTyanbHOM MawnHe n3 6paysepa en HeobxooMMo npefocTaBuTb 4OCTYN B
ceTb, BblOpaB gna ogHoro unu 6onee M3 e€ ceTeBbiX aganTepoB nogkntoveHne Tuna "CetesBon
MocT" (1 BblibpaB ceTeBOW aganTep XOCT-CUCTEMbI, ecnu ux 6onblue ogHoro). BuptyanbHasa mawmnHa
okaxeTcs nogkntoveHa k JIBC npegnpuatus c IP-agpecom 192.168.n.99, rae n 3To HOMEpP CETEBOrO
NHTepenca BUpTyanbHON MalUuHbI, Ha4mMHas ¢ 0.

{2 Auralt Testbed - Hactpaiiku ? X
E Ofwme Cetb
|I| CHeTema Aaantep 1 Agpantep 2 AfanTtep 3 Apantep 4
|§| Oucnneii BKAKUMTE ceTeEol aaanTep
THN NOAKIKYeHHA: | CeTEBOH MOCT b
H Hocurtenn
MAT
LML Ceveroi MocT h
(‘Dj Avauno > BHYTPEHHAA caTE
AonanHTensHo BMPTYanbHBIF a4aNTEp X0CTa
T YHHEEPCANEHEIR Apafeep
Iﬁ CeTe MAT
Cloud Metwork, [EXPERIMENTAL]
@ COM-napTe He noagni-ed
£ use
lj O6wme nankn
EI WHTepdelic nanssasatens
Omrena

Ecnu nogkniovenue k JIBC ¢ Takum agpecom HexenaTtenbHO (Hanpumep, OH yXXe 3aHAT), TO cneayet
BMECTO 3TOro cnepsa BbliOpaTb nogknideHwe tuna "BupTyanbHbli agantep xocta" W, nocne
cornacosaHus IP-agpeca BupTyanbHOro agantepa xocta (OH 4oSmkeH ObiTb B TOW Ke NOACETU, YTO U
IP-agpec pernctpatopa, HO He B OAHOM NOACETU C APYrMMM CeTeBbIMM ajanTepammn xocTa), Yepes
Beb-uHTepdenc nomeHsTb IP-agpec(a) pernctparopa.
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A4 U/ « Bce anenenTsl naHeny ynpasne... » CeTeBble NOLUTHOMEHNA v @ 2
¥Ynopagounte * OTknNtOYEHME CETEBOMD YCTROWCTER JAWarHocTMKa NoAKNHYEHNA » == + [N e
l: Ethernet VirtualBox Host- Only MNetwork l: BecnpoBogHas cets

- Xiaomi_T3F4 2 MoggnroueHo WS Her NOAKAHMEHNA

@~ Realtek PCle GBE Family Controller VirtualBox Host-Only Ethernet Ad ® dﬂ]] Intel{R} Dual Band Wireless-AC 82
@ Ceofictea: IP seponn 4 (TCP/1Pwd) x
Cete Mocryn OBWwHe

MogkMmayeHWe Yepes; MapameTpel IP MOXHO Ha3HAHATE ABTOMATHHECKH, BCIM CETh

; MOAAEP*HESET 3Ty BOSMOMHOCTE, B NPOTHEHOM CyYas y3HaMTE
&P VitualBox Host-Only Ethemet Adapter napameTpel IP ¥ CeTEEoro aAMHHMCTRATOpa.
Hactpaie... () DonyunTe IP-3APEC ABETOMATHUECKK

OITrEUEHHEIE KOMMOHEHTEI HENONEZIYHITCH 3THM NOQKMHOYEHHER. @ Mcnonb30BaTE CJ'IE;'J.YIOLIJ.HH IP-agpec:

-] i b
EIKJ'IHEHT anA cerei Microsoft . A [P-anpec: 197 168 . 0 . 1
= O6wmi 4ocTyn K dalinar W NpUHTEpar AnA cered Mi

vitualBox NDISE Bridged Metworking Driver Macka noaceTh: 255,255,255, O
E' Mpcap Packet Driver [NPCAP) OCHOBHON WhHaa: |:|

M naruposwmk nakeros HoS

& |P eepcun 4 [TCR/APv4]

. MpoTokon mMyneTHINEkcopa ceTesoro anammepa [Mal v
> @ Mcnones0BaTe cReayrowke aapeca DN -cepeepos:

YeTaHoBMTE. . Ypanme CeoicTea MpeanaqnTaenei DNS-cepsep: I:I
Onucanue ANETEpHATHEHEN DN3-cepeep: I:I

Mporokon TCPAP. CranaapTHe npoTokon roSansHen:
CETEH, OHECMNEYHEIHILME CEASE MEHAY PASAHUHEIMM

MNony4nTe aapec DMNS-cepeepa aETOMATHYECKH

c KR E RO

[JNoaTeepanTe NapaMeTpel NpH BEX04E

ESaHMON EHCTEYW MMM SETAMM. AONONHHTENEHD,
Otera
Ok OTheHa
3nementos: 3 BoiBpan 1 3nement = =

Mocne ycnewHon yCTaHOBKN CETEBOIO MOAKIMIOYEHMS K PETMCTPATOPY OH MOXET CYMTaTbCsl TOTOBLIM
K paboTe.

3.16.3 KnoHupoBaHue ob6pas3a Ha (pusn4eckun HocuTenb

Ona knoHupoBaHua obpasa noTpebyeTca 3anycTuTb BUPTyasnbHY MalMHy C obpasom
YCTAHOBOYHOIO HOCUTENS, MOAKIMIOYEHHBIM B KadeCTBe 3arpy304HOro aucka. HactpoeHHast Takmm
o6pa3om BUpTyanbHas MallMHA MOXET BXOAUTb B KOMMNSEKT NocTaBkm Kak dann "AuraQt Installer”.

Mocne 3anycka BUPTyarbHON MalUWHbI JOMMKHA NPOU3ONTU 3arpy3ka MUHMMAanNbLHOW onepauuoHHON
CUCTEMbI N NOABUTBLCA MeHI0 ycTaHoBlwmka AYPA. lMNMepen npogomkeHmem paboTbl C YyCTaHOBLLMKOM
cnegyeT NOOKMIOYUTL K BUPTyarbHON MallMHE HOCUTESb, Ha KOTOPLIN A0MKEH BbITb CKNOHMPOBaH
YCTaHOBLUMK. ITO AenaeTcsa Yyepes meHto "Yctponctea” / "USB". Belbupaembin HOCUTENb HE OOSMKEH
ObITb HMYEM 3aHAT (MMETb PannoB, OTKPbITbIX B OCHOBHOW OnepaumoHHoOn cucteme, u T.n.). MNMocne
YCNEeLWHOro NOAKMIOYEHNsT HOCUTENS K BUPTyanbHON MallMHE COOTBETCTBYIOLLLASA €My CTPOKa MEHH0
OygeT oTMeuYeHa rasioykomn.
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ﬂ AuraCt Installer [PaGoTaer] - Oracle VM VirtualBaox — O X

Parin - Mawwna Ewa  Beoa | Yetpodictea  Cnpaeka

ggggg:g% . UsE D Q HactpauTs USE...
0.7432031 - O
0.7438031 i
: O ANSI: 5 C]  o6umii Gydep atuena > Validity Sensars, Ing, VFS4C
([\_]n 0.7443991 : CHE ®yHruna Drag and Drop 4 Altiv Rutaken ECP [0100]
a1
[ 0.7447531 uf Mogknrounte ofipas ancka JonoaHeHui roctesaii OC..,
[ 0.7449881 H ¢ JUALLACHEd 3Cs1 gouchic sgu Lgpe o Alcar Micra Carp, Multi Fl:
[ 0.7452631 H [zdal Write cache: enabled, read d
m’t support DPO or FUA
[ . 7489101 sda: sdal sdaZ sda3
.7493251 sd 0:0:0:0: [sdal Attached 3SCSI disk
. 7495781 Freeing unused kernel image (initmem) memory: 113Z2K
. 7503171 UWrite protecting the kernel read-only data: 28672k
7509271 Freeing unused kernel image (text-/rodata gap) memory: ZOZ8K
. 7912811 Freeing unused kernel image (rodata-data gap) memory: 384K
.7915591 Run ~init as init process
AURA Linux Installer
Ver=zion 2021-10-22

O6Lwme nankum > Intel Carp, [0010]

[
[
[
[

SanDisk Extreme [0010]

Logitech USE-PS/2 Optical

1. Installer

2. Make a backup
3. More actions
Choose action: _

& & Bl o 3] o + right curl

[na kKNoHWpoBaHMs yCTaHOBLUMKA cnegyeT Bblibpatb B ero meHwo komadgy “Installer" / "Clone
installer". MNoTpebyeTca ykasaTb OTKyda W Kyda MNpOM3BOAUTb KIOHMPOBaHME W NOATBEPAUTL
onepauumio.

Mocne 3aBepLUeHUst KNOHMPOBaHMS (DOKYC BBOOA MOXET OCTaTbCA B OKHE BMPTYanbHOW MalUWHbI.
UTto6bl BEpHYTb hOKYC BBOAA B 0OCHOBHY0 OC cneayeT HaxaTb KOMOMHaUMIO KNaBuL, YKa3aHHYo B
NpPaBOM HWKHEM YITy OKHa BMPTyanbHOW MalUMHbI. OTO Tak HasbiBaemas "XocT-komOuHaums" nnm
"Host Key Combination". Mo ymonuaHuio XocT-koMOMHaUUA COCTOUT U3 OAHOW KnaBuLW "npas.biii
ctrl", HO mMoxeT ObITb M3MeHeHa B HacTpoukax VirtualBox. Hanpumep, Ha pucyHKe Bbille 3TO
kombuHaums "Nebin Ctrl + Mpasbin Ctrl".

MNocne 3aBepLlieHnda KrnoHnpoBaHUA HOBbIN yCTaHOBO‘-IHbII7I HOCUTEJSIb MOXHO W3BIE€KaTb, a
BUPTYyaribHYyO MalUNHY BbIKIHO4YaTb.

MogpobHee NpPo UCNONb30BaHNE CKITOHMPOBAHHOMO yCTaHoBLMKa cM. B nn. 3.16.4 1 3.16.5.

3.16.4 Ucnonb3oBaHue PU3N4ECKOro YCTaHOBOYHOIrO HOCUTens

YCTaHOBOYHbLIN  HOCUTEMb MOXHO UCNOMb3oBaTh AN NepBoHavanbHOW  yctaHoBku 10
perucrtpartopa, ana nepeycraHoBku 1O peructpatopa, nnMbo Ans BbINOSHEHUA OOMNOMHUTENbHBIX
dyHkumn. B nepsom cnyyae notpebyetca BoibpaTh B BIOS BapmaHT 3arpy3ku ¢ USB. B ocTanbHbIX
Cnyyasix BapuaHT 3arpy3km C YCTAHOBOYHOrO HOCUTENa OyaeT NpeanoXeH B MEHKO 3arpysku
perucrtpartopa (crnegyet ycneTb HaXaTb Ha CTPenKy BHWU3 NpW MNOSIBNEHWM HA OOHY CEKyHAOy 3TOro
MEHI0).

[Ona nepeoHa4yanbHon ycTtaHoBku 1O peructpatopa TpebyeTcsi MOAKMOYEHME K perncrpartopy
MOHWUTOpPa W KNnaesuaTypbl. Ecnn nepBoHavanbHas yctaHoBka 10 yxxe npounsseneHa un He TpebyeTtca
n3ameHeHms Hactpoek BIOS pans 3arpyskm C yCTaHOBOYHOrO HOCUTENsl, BMECTO MOHUTOpa U
KnaBmaTtypbl MOXHO BOCMOSfb30OBaTbCA nogknodaemoim no USB  mogynem vHAMKaumm wn
curHanusauyun AuraHID. Mogynb AuraHID He oTobGpaxaeT nepBoHayanbHOE MEHI0 3arpysku, HO
Nno3BOSISET HaXaTuem CTPenkM BHM3 M BBOAA BblbpaTb €ro BTOPOM MNYHKT AN 3arpysku C
YyCTaHOBOYHOIro Hocutens. locrne 3arpy3kM C yCTAaHOBOYHOrO HOCUTENS €ero MeHH HOpMarsbHO
oTobpaxaetca u ynpasnaetcs yepe3 AuraHID, xoTa HekoTopble kOMaHabl (Hanpumep, "Console
shell" BCé paBHO TpebyOT HanNMYNss MOHUTOPA U KNaBmuaTypbl).

®dU3nM4ecknin yCTaHOBOYHBIA HOCUTENb HEBO3MOXHO MCMONb30BaTh ANS 3arpy3kM BUMPTYanbHbIX
MalwuH Ge3 NpeaBapUTENbHOMO BbINMOMHEHUS psiAa HeTpMBUATbHLIX AENCTBUMA, ONMCaHWe KOTOPbIX
BbIXOAMT 3a paMKM HaCTOSILLIErO IOKYMEHTAa.
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YCTaHOBOYHbIA HOCUTENb COOEPXUT TPWU pasgena, U3 KOTOpbIX B COBpeMeHHbIx Bepcusx OC
Windows pormkeH ObiTb BuaeH Tonbko Tpetun pasgen, EXCHANGE, npegHasHayeHHbIn gnsi
KONUPOBaHUA KOHUrypaumm n ocumnnorpaMmm ¢ permctparopa, a Takke cogepxawun tpedyemble
Ansa paboTbl C perncTpaTopom ApanBepbl U JOKYMEHTALMIO.

Mpyn nNoOAKMYEHMM YCTAHOBOYHOIO HocuTens K komnbiloTepy OC Windows MoXeT nonbiTaTbCs
NOaKNIYNTL TaKkKe BTOPOM pasgen, cymtas npu aToMm, YTo OH He oTdopmaTupoBaH. He cnegyet
nossonate OC Windows dopmaTtupoBaTte 3TOT pasgen. Ero doopmatmpoBaHue npmBedé€T K nopye
YCTAHOBOYHOrO Hocutens. BmecTto atoro, B 3anyweHHOMW OT MMEHW agMuHMUCTpaTopa KOMaHLHOM
ctpoke Windows cnegyeT HabpaTb komaHay, rae X - GykBa COOTBETCTBYHOLLErO HEpPacno3HaAHHOIo
pasgena:

mountvol X: /d
OTa komaHga ckaxeTt Windows nrHopmpoBaTb ykasaHHbI pasgen.

Crapble Bepcun Windows MOryT He MMeTb BO3MOXHOCTM paboTbl € nogknoyvaembim no USB
HOCUTENneM, coaepXKalumM HEeCcKornbKo pasgenoB. B aTom cnyyae Ansa nonyyvyeHus KoHdurypaumm u
ocumnnorpaMmm cC permctparopa crnegyet UCNonb3oBaTb APYron HOCUTENb, 0T(OOPMaTUPOBaHHbIA B
Windows noa ogvH pasgen.

OnuncaHne MeH YCTAaHOBOYHOIO HOCUTENSA CM. B M. 3.16.5 Huxe.

3.16.5 MeHI0 ycTaHOBO4YHOIro HocuTens

MeHI0 yCTaHOBOYHOIrO HOCUTENSI MMEET A0 TPEX YPOBHEW BrOXEHHOCTU. BbiGop nyHKTa MeEHIo
OCYLLIECTBISAETCA BBOAOM €ro Homepa C nocrnegylwmum HaxaTnem knaesuwm Beoga. lNpu paboTte ¢
MoaynemMm 4enoBeko-MawunHHOro WHTepdenca AuraHID BmecTto knaeuwm "Backspace" MOXHO
ncnonb3oBaTb CTPENKy Bneso. BBog HEBEPHOro HOMepa Unn HaxaTue knasuwmn Beoga 6e3 Bbibopa
HOMepa NPOM3BOAUT BO3BPAT B KOPHEBOE MEHIO.

Hwxe npnBegeHa CTpyKTypa MeHI0 1 onncaHmne Bbl3blBaeMbIX (PYHKLMNA.

1. Installer 1. Install AURA
2. Make a backup 1»| 2. Clone installer
3. More actions 3. Reboot
1. Restore defaults 1. Reset config
3»| 2. Hardware tests 1»| 2. Reset certs
3. System rescue 3. Reset nets
1. CPU stress test
2»| 2. RAM multi-test
3. Disk read test

1. Enable SSH
3»| 2. Console shell
3. Set current date

Install AURA - yctaHoBuTb 10 AYPA (onepauuwonHyto cuctemy AURA Linux u nporpammy
pernctpaumm aBapuinHbIX cobbiTun AuraQt). bygeT nNpeanokeHo C Kakoro Ha Kakon HocuTesb
NPOM3BOANTb YCTAHOBKY M 3anpoLLEeHO NOATBEPXAEHNE onepaunn.

Clone installer - cozgaTb KONMK yCTaHOBOYHOrO HocuTens. byaet npennoXeHo C Kakoro Ha Kakon
HOCUTENb NPON3BOAUTL KINOHNUPOBAHUE M 3anpoLLEeHO NOATBEpPXAeHNe onepauun.

Reboot - nepesarpyska peructpartopa.
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Make a backup - konupoBaHWe pe3epBHOM KOMUW KOH(Urypauuun perncrpatopa Ha pasgen
EXCHANGE ycTtaHoBo4YHOro Hocutens. KonupyeTtca Tonbko KoHurypaums. dannsl nporpamMmm 1 T.0.
He KonupytoTcs.

Reset config - cbpoc koHpurypaumm nporpammel AuraQt permctpatopa B 3Ha4eHME N0 YMOMYaHWIO.
MoxeT noTpeboBaTbcs, Hanpumep, ecny nporpamma AuraQt He MOXeT 3arpy3nTbCst C COXPaHEHHOM
KOHdpurypaumen. ictopmst UaMeHeHUn KoHgurypawmm npy 3TOM HEe O4ULLLaeTCS.

Reset certs - cbpoc cepTucmkatoB AocTyna B 3aBoackme 3HadeHus. MoxeT noHagobutbcs ang
BOCCTAHOBIIEHUS YyTPa4YeHHOro 4OoCTyna K perncrpaTopy.

Reset nets - cbpoc HacTpoek ceTeBbIX MHTEPMENCOB B 3aBOACKME 3HA4YeHUs. MoxeT noHagobuTbes
ANS BOCCTAaHOBMNEHUSI YTPAYEHHOro AOCTyna K permctpaTopy.

CPU stress test - Harpy3o4yHoe TecTMpoBaHWEe LEeHTparbHOro npoueccopa B TeYEeHWe yKasaHHOro
konmnyecTBa MUHYT. Bce agpa npoueccopa 6yayT Ha NONMHOCTBIO 3aHATHI BbIYUCNIEHNEM X3LL-CYMMbI
M3BECTHOTO  3HayeHusi. [MpaBWNbHOCTbL pPe3ynbTaTOB  BbIMMCMEHUS  KOHTponupyeTcs. [pu
obOHapyxeHun owmnbok TECT NpekpaLLaeTcsa 4OCPOYHO, AanbHenwasa pabora 6nokupyeTcs.

RAM multi-test - MHorodaktopHoe TecTupoBaHue cBOGOAHOM onepaTMBHOM namsitu. Hebonblias
YacTb onepaTtMBHOM NaMATK, 3aHATas OnepaunoHHON CUCTEMOWN, HE TECTUPYETCH, HO CM. Takxe n.
3.17. Npun obHapyxeHnn owmnbok ganbHerwasa paboTta 6noknpyeTcs.

Disk read test - KoHTponbHOE u4TeHMe BbIOpAHHOrO AucKa, BKIIOYAs WUCMOMb3yemMoe W
Heuncnonb3yemoe NpocTpaHcTBo. [Mpn obHapyxeHn ownbok ganbHenwas pabora GnokupyeTcsi.

Enable SSH - Bkntounte Ha peructpatope cnyxby SSH. Cnyxba SSH moxeT mcnonb3oBaTbcA
COTPYAHVMKaMM M3roToBUTENSA ONS yAanéHHOro AOCTyna K OnepauuoHHON CUCTeMe permcrparopa
ANs ero gnarHocTtuku u 1.0. MNMocne okoHyaHusa pabot cnyxby SSH cnegyeT oTknounTb Yepes Beb-
NMHTepenc kak onmcaro B n. 3.3.20.7.

Console shell - 3anyctute 0605104Ky KOMaHOHOW CTPOKM OMepaLMOHHOW CUCTEMbI perncrpartopa.
MoxeT ncnonb3oBaTbCA A5 FIOKaNbHOro A0CTyMna K onepaunoHHO cucteme permctpartopa ans ero
AVArHOCTMKN 1 T.N. TpebyeT NOAKMIOYEHHbBIX K PEFMCTPATOPY MOHUTOPA M KNaBuaTtypbl.

Set current date - npoBepuTb U, NpN HEOBXOOMMOCTW, MOMEHSATL AaTy B SHEProHE3aBUCUMBbIX Yacax
pernctpatopa. PyHkLmMA TpebyeTcs, HanpuMep, ecnv nocne 3aMmeHbl 6aTtapen aHeproHe3aBUCUMbIX
YacoB perncrpatopa XpaHMMOE B HUX BpeMsi COpOCMNOCb Ha MOMEHT [aneko B MpOLWSIOM U
obpawieHne Kk peructpatopy 4epes BebO-MHTEpdENC CTano HEBO3MOXHbIM MO  MApUYMHE
HeJEeNCTBUTENBbHOCTM Ha 3TOT MOMEHT cepTudmkaToB JOCTyna. To4yHOe BpeMsi 3TonM PYHKUMEN He
yCTaHaBNMBaETCS, HO MOXET ObITb YCTAHOBIIEHO B AanbHeNWEM Yepe3 Beb-nHTepdenc unm gpyrme
MeXaHM3Mbl CUHXPOHM3aALUM BpEMEHM perncrpartopa.

3.17 OJononHnUTenbHble KOMaHAbl 3arpy304HOro MeHHo

Ecnn npu 3arpyske perucrpartopa K HeMy NOOKIOYEHa KraBuaTypa, Ha KOTOPOW HaxaTa Krasuwia
Shift, B 3arpy3o4HOM MeHIO permctpaTopa WM YCTAaHOBOYHOrO HOCUTENSA, KPOME HOpMarbHOW
3arpysku 1 3arpys3km ycTaHOBLUMKA, MOTYT NOSBNATLCA LOMOMHUTENbHbLIE NYHKTbI, NpegHa3Ha4YeHHbIe
AJ151 ICMONb30BaHNA cneynanucTtamm npon3soauTens.

Knasuwa Shift n cooTBeTcTBylOWMNE AOMOMHUTENBHLIE KOMaHAbl paboTalT TONbKO B peXume
3arpyskm LEGACY u He pa6oTtatoT B pexxume UEFI.

B HacTosilee BpeMs eOMHCTBEHHbIM OOMOMHUTENBbHLIM NMYHKTOM fiBNAeTca 3arpys3ka Memtest86+,
BbIMOMHSAOLWMIA NOSTHOE TEeCTUPOBaHME BCEW onepaTMBHOM MaMATU C BbIBOAOM MHGOpMaUUM Ha
MOHMWTOP Kak MOKa3aHOo HUXe.
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Intel(R) Core(TM) i5-8250U CPU @ 1.60GHz
1800 MHz (X644 Mode) Pasz=s 71x t#t#tddgdadadnanataiadadnin
L1 Cache: 32K 359984 MBr= Test 94 w#ngngugHtEtEagEn et ang g iaan
LZ Cache: 256K 119994 MB-= Test #9 [Random number sequencel
L3 Cache: 6144K 66663 MBrs Testing: 1024K - 256M Z55M of Z56M
256M 9277 MBrs Pattern: 630a636f i Time: 0:11:52

: @ (SMP: Disabled) RAM: 1556MHz (DDR3-3100) - BCLK: 100
N\ Running. .. Timings: CAS 19-15-15-31 @ 192-bit Mode
1 Active » 1 Total (Run: All) Errors:

== Pazs complete, no errors, press Esc to exit ==
5 5

3.18 U3BecTHbIe Npo6nemMbl U orpaHnYeHus

Pabota ¢ BebG-uHTepdericom yepes 6paysep Internet Explorer 11 Bo3amoxHa He B MOfHOM ob6bEme.
He pa6otatoT dyHkummn Bknagkm "MOK 61850" ctpaHumubl "KoHdurypaums"”, a Takke konumpoBaHue
n3obpaxeHmn Tabnuy B Oydep obmeHa. lMpobGnema Bbi3BaHa YCTaApeBLUMMW BO3MOXHOCTSIMU
JavaScript 6paysepa Internet Explorer 11.

B 6paysepe Firefox npucyTcTBYeT 3anpeT Ha konupoBaHue nsobpaxeHun Tabnuy B 6ydep obmeHa.
3anpeT MOXHO CHATb, OTKpPbIB B Opay3epe cTpaHuuy about:config n ycTtaHoBMB napameTp
dom.events.asyncClipboard.clipboardltem B 3HaueHue true.

HekoTtopkle Bepcun Firefox He BNOMHE COBMECTUMbI C HEKOTOPbLIMW BEPCUMSAMN ApanBepoB PyTokeH.
Mpobnema nposiBNSAeTCA B HEBO3MOXHOCTM YCTAHOBUTb  3alUULLEHHOE COeAMHEHue C
perncTpaTtopom gaxe nocne Bblbopa KoOppekTHoOro ceptudukarta. Npobnema nposBnsieTcs TOMbKO
npyv nomnbiTke MCMNonb3oBaTb NpoTokon TLS 1.3, KOTOPbIA BKMKYEH MO yMondaHuto. [JO TOro, kak
npobrnema coBMecTUMOCTM Opay3epa M TOkeHa OygeT peweHa uX MpOoM3BOAUTENSAMU, MOXKHO
orpaHmynTb ucnornb3yemyto Bepcuto TLS Ha ypoBHe 1.2, OTKpbIB B Bpaysepe cTpaHuuy about:config
N ycTaHoBuMB napameTp security.tls.version.max B 3Ha4eHue 3.

HekoTopble aHTMBMPYCbl BMELLUMBAKTCA B MPOLIECC YCTAHOBMEHMS 3aLLMLLEHHOTO COEeOMHEHUS
mexay Opay3epom U permctpaTopoM M MOryT HapyliaTb 3TOT npouecc. Ecnu Takoe npoucxoaur,
cnegyeT [obaBUTb PErMcTpaTop B WUCKITHYEHUS aHTMBMpYCa MM BOOOLLE 3anpeTuTb aHTMBUPYCY
NPOBEPKY 3aLUMEHHBLIX coeaunHeHun. MogpobHee npo [oGaBneHWe MCKOYEHUS B aHTMBUPYCE
Kacnepckoro cm. n. 3.3.1.

Mpn TectnpoBaHum QyHKumMM PRP ¢ wncnonb3oBaHMeM BUPTyanbHOW MaLUUHBI  MOXeT
notpeboBaTbCa BPy4YHYO HasHaunTb oauvH n ToT e MAC-agpec Ha oba BMPTyanbHbIX CETEBbIX
WHTepenca cpencrTesamm cuctembl BupTyanuaaumu. OrpaHudeHne Ha uameHeHne MAC-agpeca
CcpeacTBaMu roCcTeBOW OnepauMOHHON CUCTEMbI MOXET OblTb HaroXeHO CUCTEMOWN BUPTYyanusaumm
n3 coobpaxeHunn obecneyeHns 6e30MacHOCTM CETU OT BPEAOHOCHbIX BUPTyanbHbIX MalnH (Npuv
3TOM rocTteBas cuctema cumtaet, 4yto MAC-agpec LAN B ycnelwHo U3MeHEH, HO JaHHble Ha 3TOT
agpec no LAN B He npuHumaroTcs).

4. DyHKUMM 6e30nacHOCTHU

4.1 O6wume cBeneHun

[locTyn K peructpaTopy MOXeT NpuHMMaTh cnegytoLme hopMbl:
e [OCTYN K ONepaunoHHON CUCTEME C UCMONb30BaHNEM MOHUTOPA, KNaBnaTypbl U MbILLN
e [10CTYynN K onepaunoHHon cucteme no SSH
e JocTyn Kk BeBG-nHTepdency no npotokony HTTPS



AuraQt. OnucaHune n pykoBoACTBO Nonb3oBaTens 77

AOCTYN K TeKyLLMM U3MEePEHNsIM 1 NMyCKOBbIM yCcTaBkam no npotokony MOK 61850-8-1 MMS
AO0CTYN K TEKYLLMM n3mepeHunam no npotokony MOK 60870-5-104

AOCTYnN K TEKyLLLEMY BpeMeHU permctpaTtopa no npotokosny NTP

nyck no cetn no npotokony AYPA

Joctyn K onepauMoHHOW CUCTEME WUCMONb3YyeTCA 3aBOOOM-M3roTOBUTENEM [Of9 AMArHOCTUKK
Heo4YeBMAHbIX Npobnem n B Apyrnx NoAobHbIX crydyasx. OH orpaHUM4YeH MMEHeM Nonb3oBaTens u
naponemM. YganéHHol OOCTYyn K onepaumoHHon cucteme rno SSH Ha cepuiHbIX NocTaBnsieMblX
pernctpatopax 3akpbiT U He MOXET OblTb OTKpbIT 6€3 3arpy3km permcrparopa C YCTaHOBOYHOMO
HOoCcuTEenNsl U BblbOpa COOTBETCTBYIOLLErO MYHKTA B MEHI0 YCTaHOBKWU. Ecnv yganéHHbin gocTtyn no
SSH no kakMM-To npuymMHam OTKPbIT 1 BOMblUEe HE HYXXEH, OH MOXET ObiTb 3aKpbIT NONb3oBaTENEM
BeO-uHTepdenca (obpaTHoe oTKpbiTUE AocTyna no SSH yepes Beb-mHTEPdENC HEBO3MOXHO). [Ans
npegoTBpaLLeHNss HENpeaAHaAMEPEHHON SKCnnyaTaumm permctpatopa ¢ BKIOYEHHON cryxbon SSH n
ANarHoCTMPOBaHMSA €€ MCMOoNb30BaHUA, AOCTYNHOCTb U yaanéHHoe mcnonb3oBaHue cnyxbbl SSH
oTobpaxatloTca B CaMOAMarHOCTUKe permctpaTtopa Kak npegynpexaeHne u HemcnpaBHOCTb.

Hoctyn Kk Be6-nHTEpdENCY ncnonb3yeTcs 4ns HopManbHOW paboTbl C pErMcCTPaTopoM, BKOYasi ero
KanMbpoBKy, 3aJaHWe CrMCKOB KaHanoB W MYCKOBbIX YCTaBOK, MOSyYeHWEe OocuuMnniorpamm,
N3MEHEHMS Crucka YCTaHOBMNEHHbIX cepTudukatoB U T.n. OH pasrpaHnymMBaeTca LUPOBLIMU
ceptucdmkatammn nonb3oBaTesfien, BblaaBaembiMu odumuepom 0e30nMacHOCTU opraHu3aumum u
coAaepXawumm nonHoMounst Bragenoua ceptudmkaTa. [octyn k Beb-mHTepdbelicy perncrparopa
6e3 cooTBETCTBYIOLErO cepTudukaTa HEBO3MOXEH.

Mpotokon MOK 61850-8-1 mMoxeT ObiTb MOMHOCTLIO OTKIMOYEH. ECnn OH BKNIOYEH, AOCTYN MOXET
ObITb NMMBO OTKPLIT ANA BCEX NOAKMIOYEHUMN (PEXUM COBMECTUMOCTM; HE pekomeHayeTcsa) nubo
pasrpaHnumMBaTbCa UMAPOBLIMK cepTUdUKaTaMM nNorb3oBaTenen, BblgaBaeMbiMn OdULIEPOM
©e30nacHOCTM opraHmn3aunm 1 cogepXallMmm NosTHOMoYMs Bnagenbua ceptudukara.

Mpotokon M3K 60870-5-104 moxeT ObiTb MOMHOCTBIO OTKMOYEH. ECnnv OH BKIOYEH, OOCTYN K
TeKywmm mnamepeHuam no npotokony MAOK 60870-5-104 MoXeT OblTb OrpaHuMyeH 6enbiM CrrcKoM
paspeléHHbIn IP-agpecos.

Mpotokon NTP moxeT ObiTb MOMHOCTLIO OTKMOYEH. ECnyM OH BKMOYEH, OOCTYN OrpaHu4MBaeTca
nony4yeHneM 3HayeHus TEKYLLLEro BpEMEHN pernctpaTopa.

lMyck no cetm MOXEeT OblTb MOJNIHOCTLID OTKIMHOYEH. EcCnn OH BKMWOYEH, AOCTYM OrpaHMynMBaeTcs
NPUEMOM 1 Nepegavyen KomaHabl Nycka permcrpaTopa.

4.2 Ponu nonb3oBaTernien perucrparopa

[ocTyn K pernctpatopy MOXeT pasrpaHn4MBaTbCA B 3aBUCMMOCTU OT MOSIHOMOYMI Norib3oBaTend,
yKa3aHHbIX B €ro uudgpoBom ceptudukate. NMonHomMoums npeaocTaBnsaoTCA MONb30oBaTeENo B
MOMEHT ero ceptudukara nyTéM BKIIOYEHNSA B cepTUdMKaAT OAHOW MU HECKOSbKMUX ponen. Huke
nepeyvncrneHbl ponu, pacno3HaBaeMble PEerncTpaTtopoM, B WX PYCCKOSA3LIYHOM U aHrMOSA3bIYHOM
HanncaHuu. 3HavyeHne aTux poren onmcardo B nn. 3.10 n 4.4,

o '"MMonb3oBatens AYPA" unn "AURA User"

e "Hanaguuk AYPA" nnn "AURA Technician"

o "AgmuHuctpatop AYPA" unu "AURA Administrator"

e "OnepatmsHuk AYPA" unu "AURA Operator”

4.3 3aBoACKOM KOMNINEKT cepTudukaTtoB 6€3onacHOCTU

Peructpatop noctaBnseTtcd C  3aBOACKMM  KOMMIMEKTOM  KIMen ©n  cepTudukatos,
NpeayCTaHOBMEHHbIX M MpunaraemMblx, KOTOpbI MOXET ObITb M3BMEHEH B npouecce aKcnnyaTauuu.
3aBockon KOMMMEKT npefocTaBnseT AOCTyn aBTOpM3OBaHHbIM Hanagyukam OOO "CBEW" n
obnapaTtensiMm n3nYECKMX TOKEHOB, MOCTABIIIEMbIX B KOMIMJIEKTE C PEMMCTPATOPOM.

B wacTtHoCTH, B 3aBOCKOMN KOMMMEKT BXOAAT CepTI/Iq.)I/IKaTbI cnenyrowmx Cy6'beKTOBZ
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e "AYPA Nexxx" - cepTudumkat camoro peructpaTtopa; npu yctaHoBke 1O peructpaTtopa C
YCTQHOBOYHOMO HOCUTENns BMeCTO 3Toro ceptudpmkata 6Oyger ceptudumkaT Ha
"HeHacTtpoeHHbIn PAC", KOTOpPLIN cnegyeT 3aMeHnTb Npu Hanagke

e "3aBogckon LIC AYPA" - ceptudmkaT npomssoantend ¢ knovom RSA; atum ceptudmkaTom
NOAMUCBIBAOTCA  KMOYW  COTPYOHUKOB — NpouMsBoguTeENns W Opyrue  BbiNUCbIBAaeMble
npoussoanTenem cepTudukaThbl

o "AnbTtepHatmBHbin LIC AYPA" - cepTudumkaT npomM3BogMTEnst C KIKOYOM Ha SNNIMNTUYECKUX
KpMBbIX; 3ape3epBMpoBaH ANa BO3MOXHOMO MCMOMb30BaHUA B OyayLiem

e "LUC TokeHoB AYPA" - cepTudukat, KOTOpbIM (HEMOCPEACTBEHHO WU  4vepes
NPOMEXYTOYHble  cepTUdUKaTbl)  NOAMUCHIBAIOTCA  BbiMyCKaemble  NpousBoguTenem
HOMEpHbIEe KMuM ocTyna (TOKeHbl); NpU HanuyMm ero B CNUCKEe OOBEPEHHbIX, AOCTYN K
pernctpatopy 6yayt umets BCE HOMepHblE TOKEHbI, BbiNyLEHHbIE NPOM3BOAUTENEM; ECIN
9TO HexenaTternbHO, cepTudumkat crieqyeT 3aMeHUTb Ha MPOMEXYTOYHbIA, C BGornee y3kum
OXBaTOM, MO0 Ha OOWH MIM HECKONbKO KOHEYHbIX CepTUdMKaToB, KOTOPbIM OOSMKEH ObiTb
npegocTasreH 40CTyn

4.4 OpraHmsauua gocTtyna K Beb-uHtepdency

Hoctyn k BeG-uHTepdpency perncrpatopa pasrpaHndmMBaeTcss UMEpPOBbIMKM cepTudmkatamu.
CepTudukaTbl BbiNyCKalOTCA LEHTPOM cepTudmKaumm, KOTOpbid MOXET OblTb co3adaH, Hanpumep,
oduuepom 6e30nacHOCTV NPeanpUATUS.

Bcero Ha peructpatop, 4yepes cTpaHuiuy "YnpaBneHue gocTtynoMm" Beb-uHTepdenca, KonmpyrTcs
Tpu hanna:
e Aura.crt - ceptucbumkat peructpatopa AYPA (cBon ans kaxaoro permcrparopa)
o Aura.key - cekpeTHbIN Kntoy peructpatopa AYPA (cBon onst Kaxgoro pernctparopa)
o Trusted.pem - cepTudmrKaTbl AOBEPEHHLIX LLEHTPOB CepTUdmnKaLmm 1 nonb3oBaTtenen; B aToT
Xe (hann nomeLarTcs CINCKN 0TO3BaHHbIX CePTUDUKATOB

dann Trusted.pem xpaHutca B dpopmate PEM n moxeT cogepxatb bonee ogHoro ceptudukara
(cbannbl B bopmate PEM MOXHO 06beguMHUTb Npu NMOMOLLM TEKCTOBOro pedaktopa - Hanpumep,
6nokHoTa). Pernctpatop Gyaet AoBepsaATb BCEM LEHTpaMm cepTudmkaumm, cepTudukatbl KOTOPbIX
cofepaTcs B ykasaHHOM hanrne, a 3HauyuT 1 BCeM Nnonb3oBaTensam ¢ cepTudukaTtamm, BblAaHHbIMU
3TMMU UeHTpamu cepTudmkaumn. VicknioyeHne genaetca Ans 0To3BaHHbIX cepTudmkaToB, KOTOpble
nuwatotca gosepusa. CnvMcok OT3biBa, €CnNM OH CyLLecTBYeT, criedyeT NPUCOeAnHATb B TOM Xe
dopmate PEM k atomy xe carnny. Cpok 4encTBMs CNMCKa OT3biBa peErMcTpaTopom He NpoBepsieTcs.
Bmecto poBepusi K UeHTpam cepTuduKaumMm unu B OOMNOSIHEHME K HEeMy, MOXHO [OBepsiTb
OTAENbHbIM ABHO MEpPeYMCneHHbIM nonb3oBaTenam. [loBepeHHble cepTudunkatbl Nonb3oBaTeNen B
dopmate PEM Takke ykasbiBaloTCA B 3TOM hansne.

[na kaxgoro nonb3oBaTens Takke co3fnaértca cBol ceptudumkat. Nonb3oBaTento BbiaéTcs ABa
danna:
o <CA>.crt - cepTudumkaT UeHTpa cepTudumKauuun;, 3TOT cepTudukat ucnonb3yeTca Ang
NPOBEPKM NOASIMHHOCTU cepTudmkaTa permcrpartopa
o  <UMA>.p12 - cepTUdUKAT U CEKPETHLIN KIOY NONb30BaTeNs, 3alLlULLEHHBIN Naponem

AnbTepHaTMBHO, cepTuduKaTbl MOFYT BbldaBaTbCs MNONb30OBaTEN0 MpPeanyCTaHOBIEHHbIMU Ha
3alUMLEHHDBIN annapaTHbI HOCUTENb - TOKEH, KOTOPbIA CTAHOBUTCH, Takmm 0OpasoM, KMH4YOM K
pernctpatopy. [lpeumyllecTBO MCMNONb30BaHMS  annapaTtHOro  TOKEeHa  3akn4yaeTcs B
HEBO3MOXHOCTM  U3BIIEYEHNA CEKPETHOrO Kfw4a U, TakMm 00pasom, pacnpocTpaHeHus
ayTeHTUMMKAUNOHHOMN  MH(OPMaUMM  LUMMOHCKUMW  MporpaMMaMu, Xakepamm WM  camum
nonb3oBaTenem.

OTn cepTMduKaThbl NONb3oBaTENb MMNOPTUPYET B XpaHUnuLLe cepTUMKaToOB CBOEr0 KOMMbOTEPA.
Mpn obpaweHnn Kk pernctpatopy uepe3d Beb-uHTepdpenc OGpaysep npeanoXxuT nonb3oBaTento
BblOpaTb ANsi aBTOpM3auUn OONH N3 YCTAHOBIIEHHbLIX Ha KOMMNbIOTEPE CcepTUGMKATOB.

CekpeTHbI KIOY UEeHTpa cepTuduKkaumm ocTaértca y odmuepa 6e30nacHOCTM U HUKorga He
noknaaeT ero KOMMbOTEP, KPOME Kak B BUAE 3alLMdPOBAHHON pe3epBHOM KOMUU.
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Odwuuep
6e3onacHocTn

oy s Yy
% Cu)mny cwmy o«) g
i [ > ]

Perucrpatopbl AYPA
Monb3osatenb Hanapguuk

PasnuyatoT cnegytowme ypoBHu 4ocTyna k Beb-uHTepdency permctpatopa:

e ypoBeHb 0: 6e3 goctyna (cepTudukaT He BblgaéTcs)

e ypoBeHb 1: AOCTYN K MPOCMOTPY TEKYLLMX 3HAYEHUI U NOMYyYEHNIO ocLmMnnorpaMm (BblgaéTtcs
ceptudukat 6e3 ykazaHusi AOMOSHUTENBbHBLIX PONnen)

e YpPOBEHb 2: JOCTYMN K NPOCMOTPY TEKYLUMX 3HAYEHUIN, KOHPUrypaumm n xxypHana, nonyyYyeHunto
ocuunnorpamm, yaanéHHoMy nycky W TecTy uHOuKauuu (Bblgaétcs cepTudmkat ¢
AononHuTensHom ponbto "lMonb3oBaTtens AYPA")

e YypOBeHb 3: AOCTYN KO BCEMY, yKa3aHHOMY Of1Sl YPOBHS 2, K COXPaHEHW0 KOHJUrypauum u
o6GHoBNEHMIO nporpaMmmHoro obecneyeHnss peructpatopa (Bblgaértca ceptudukar cC
AononHuTenbHbIMK pornsamu "Monb3osatens AYPA" n "Hanagunk AYPA")

e ypoBeHb A: pgoctyn K dyHKuMsM GesonacHoCTM peructpatopa (B ceptudukarte
AOMNONTHUTENBHO K ypoBHIO 1..3 npucyTcTByeT ponb "AgmuHuctpatop AYPA™)

B cepTucumkate nonb3oBatens MOXET Takke NpUCyTCTBOBaTb posnb "OnepaTtuBHuk AYPA" (cm. nn.
3.10 n 4.6.5) w/vnu gpyrue ponu. Hannune aTux ponen He BnusieT Ha paboTy ¢ BeG-nHTepdericom.

4.5 YcTtaHOBKa cepTucukaTa B XpaHunuile onepaLmoHHOM cucteMbl n/unu 6paysepa

Onsa aBTopu3aumm B BeO-MHTepdeiice peructpatopa npu MOMOLUM  NONb30BATENBCKOro
ceptTudmkata ero HeobXoOMMO YCTAHOBUTbL B XpaHuMnuwe cepTudukaTtoB, MCNONb3yemoe
Gpaysepom. YacTb Gpay3epoB UCNONb3yeT CBOE XpaHunuvuie, Apyrne MUCMonb3ylT XpaHunuLie
ornepaumoHHoOM cuctembl. Hwke npuBegeHa wuHdopmaums o 6Gpay3epax Ha daTy COCTaBIEHMS
HacTosILLEero AOKyMeHTa:

e Internet Explorer - cuctemHoe xpaHunuiie

¢ Microsoft Edge - cuctemHoe xpaHunuwie

e Google Chrome - cuctemHoe xpaHunuwe ¢ nnaHamu o6aBntb COBCTBEHHOE XpaHWnMLLE B

AOMOSTHEHNE K CUCTEMHOMY
¢ Mozilla Firefox - cobcTBEHHOE XpaHunuLe 6e3 NCNOofNb30BaHUS CUCTEMHOIO

4.5.1 YctaHoBKa cepTudumkara B xpaHunuiie Windows

YcTaHoBKa cepTUUKATOB C annapaTHbIX TOKEHOB MPON3BOAUTCS aBTOMATUYECKN NPY MOAKITHYEHWM
TOKEHa, Mpu YCNoBMMK, YTO ApaviBepbl TOKEHA TaKke YyCTaHOBMeEeHbl. Hwke onucaHbl OencTBuUst no
yCTaHOBKe cepTudukarta ns canna.

OTtkpovite nuuHbln cepTudpmkat *.p12 B nposogHuke Windows. byaeT 3anywieH mactep mmnopTa
cepTudumkaToB. Ha nepsbIx ABYX CTpaHULUAX HUYEro MeHATb He Hago. Haxmute "danee”, "Oanee".
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=% MacTep nmnopTa cepTndmkartos

Macrep nmnoprta ceptnguKaToe

3TOT MACTEP NOMOraeT KONWPoBaTh EEDTMdJI-ﬂI(BTbl, CNWUCKK A0BEPKA M MMCKK 0T3bIBa
cep'rmcbmzams C NOKaNbHOrD AWCKE B XPaHWNWWL e CEDTMdJMKBTDB.

CepTHMKET, BEIASHHEIN LEHTPOM CEPTUDMKELIK, AENASTCA NOATESPHAEHHEN Ballsi
N<HOCTK 1 COOEPMKMT MHdJUDMﬁLU-ﬂKJr HEDEXDD.MNYICI ANA 3aWnTbl AaHHbBIX MK
YETEHOBNEHWA 3alMILEHHBIX CETEBRIX I'IOD.I(J'I}CIHEHMIT!. .‘(DBHMJ'IMIJ.LE CEDTMdJMKaTOE —
3To obnacte CUCTEMBI, NPEAHA3HAYEHHAA ANA XPAHEHWA CEDTMdJMKaTDB.

Pacnonoserwe XpaHunua

(®) Tecywys nonbsosaTen

(O NoKansHeIli KoM Tep

[N MPoOACITHEHUA HAMMUTE KHoMKY "flanee”,

lanee OTmeHa

€ L% Mactep wmnopTa ceptndmkaroe

Wmnoprupyemeii dain
YikanuTe §ain, KoTopelid Bel XOTHTE MMNOPTUPOBATE.

Wna daitna:

SErS

eHuiA PRiues.p12) Ofizop...

3aMeqaHe: cneayowne hopMaTel dainos MoryT cofepkate Gonee oaHoro
cepTudMKaTE B 0gHoM daline:

®aiin ofMeHa MMuHOIA MHbopMaLWMe - PKCS #£12 ((PFX,.P12)
CranpapT Cryptographic Message Syntax - ceptudmkatel PKCS #7 {.p7h)

KPAHWMMLLE CEPUANHME0BAHHEIX CEpTUDIMKETOE {L55T)

lanee OTmeHa
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€ £* Mactep wmnopTa ceptndmkaroe

JaWKTa C NOMOWEH 3JAKPEITONS KNUa

Ana ofecneyeHa BE30NACHOCTH SEKPEITEI KW SALWLLEH NEPOnEM,

Beeaurte Napoib ANA 3aKPLITOro KNko4a.

Maponb:

[Nexassieats napans

[apaMeTpel MMNoOpTa:
(] BrntoumTh youneHHyo 3aWMTY 3aKpLITOro Ktoua, B 3ToM ciyuae npu Kamaom

MMONb30BaHMKA 33KPBITOND KNDHa NPKMNoHEeHEM E‘j'D.ET 3anpawWBaTbCA
DazDeleHWe,

[JMomeTiTs 3TOT KAOH Kak 3KMOPTMPYEMBIA, 4TO MOSBOAMT COXPEHATH
PESEPEHYHD KOMMID KIKOYa W NEPEMELUETE Ero.

3alUMTE 3EKPBITOMD KIKOYE C NOMOLLLHD BE30NacHOIR BUPT yanusaLmmn
(HeskcnooTHDVEMENR)

BKNHOUMTE BCE PECWWMPEHHEIE CEOACTES.

lanee OTmeHa

MacTtep nmnopTta cepTudmkaToB NpeanoX1T ykasaTb naposb U napameTpbl MMmnopTa. MapameTpsbl
nMmnopta MeHATb He crneayeT. BBeguTe naponb K 3akpbITOMy Krkody cepTudukata. Haxmute
"Nanee", "o0TOBO".

€ % MacTep umnopTa cepTMdNKaTOB

XpaHwnuuwe cepTwhuKaTos
XPAHUMMLLE CEPTHOUKETOE - 3TO CUCTEMHEIE 0GN3CTH, B KOTOPLIX
XDEAHATCA CEPTUDMKATHL

Windows aEToMATHHECKW BEIDEPET XPEHWUIMILE, MW Bbl MOMETE YKA3ETH
PaMOoNmKEHKE CEPTMDUKETE BpYYHYID.

(®){ABTOMETIHECKN BBIDPATH XDAHMIWULE Ha OCHOBE TN CEpTHAMKATS:

(O MoMecTUTE Bee CepTUdMKATH! B CNEAYIOWES XPEHUTMILE

lanee OtmeHa
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€ £* Mactep wmnopTa ceptndmkaroe

3aBepweHne MacTepa MMNopTa cepTdUKaToB

CepTudmkaT GyaeT MMNOPTMPOBaH NOCNE HEKATHA KHOMKK "ToToso"

Blnn yrazaHsl CNEAYIOWME NaPaMeTPel:

G e T O T gt T p g ABTOMATHECHKMIA BoIDOp MAcTEpoM
Coaepsumoe PFX

DaEiAn C:\Userz\Eugene\Documents\EereHmii PRoLEE
£ >

ToToec OTmeHa

Ecnu kKopHeBoW cepTuukaT UeHTpa cepTudukauum, KOTOpbIM MoanMcaH nosfb30BaTeNbCKUN
cepTudumkaT, ewé He ycTtaHoBneH B xpaHunuwe Window, 6yaeTt npeanoXeHo yCTaHOBUTL Takke U
ero. YcraHaBnmBaTh €ro crieqyeT TOMbKO ecrnn ecTb JoBepue K aToMy ceptudumkaTty. C MmoMeHTa ero
yctaHoBkM, Windows n nporpammbl, ncnonb3yrowme xpanunuuwe ceptudukato Windows, GyayT
A0BEPATb BCEM cepTuUukatam, nognucaHHbIM 3TUM LIEHTPOM cepTudmnKkauunu.

Ecnu oTkasaTbCA OT YCTaHOBKM KOPHEBOrO cepTudukaTta LeHTpa cepTudukaumm, 3To He nNosnuseT
Ha yCchnelwHoe 3aBepLUeHne YCTaHOBKU MOSb30BaTENbCKOro cepTudukaTta, Ho He 4acT BO3MOXHOCTU
aBTOMaTUYEeCKM MNpPOBepATb MNOASIMHHOCTL APYruxX CcepTUdUKATOB, BbIAAHHLIX 3TUM LEHTPOM
cepTudmkaumm.

MpegynpexaeHne cncTemsl BesonacHocTi

EyAET YCTAHOENEH CEPTHUGMKAT OT LEHTPA CRpTHUMKE LMK
! [LC), NpeacTaEnAK LA

3agogckoi LUC AYPA

Windows He yaaeTca NpoEepUTE, 4TO cepTUdMKaT
AeMCTEMTENBHO NoNyYeH oT “3asogckoi LIC AYPAT,
CBpaTuTeck K “3aB04ckoi LIC AYPA™ ana NoATEEPH#AEHWA
NP oMcKOXKAEHNA cepTudikaTa, Bxoge 3Toro npouecca sam
MPUrognTCA CIELVIOWEE SHAUEHKME:

Otnevatok [shal) : EB3F5879 94B5FDE4 AATTT1AS FEI2ES1A
DF392F63

MpegynpexjeHne:

Ecnu Bbl yCTAHOBMTE 3TOT KOpHeBoW cepTudukar, Windows
BYAET AETOMATHYECKH JOEEPATE N0BOMY CEpTUHUKATY,
BbIAAHHOMY 3THM LC, ¥cTaHoBKa CepTUgMEATE ©
HEMOATEEPH#AEHHEIM OTNEYATEOM NPEJCTAENAET PUCK A4NA
BE30NACHOCTH, ECNK BBl HaXMeTe KHONKY "Ja’, Bkl
MPUHUMBEETE Ha CEBA ITOT PHLK.

Bbl XOTWTE YCTAHOBWTE 3TOT CepTHdKHKEATT

Aa Het

lMocne 3aBeplleHMs ONUCaHHbIX OEWCTBUN cepTudukaT nonb3oBaTensd OyaeT UMNOpTMPOBaH B
aBTOMaTMyeckn BblibpaHHoe XpaHunuile "CepTtudmnkarthbl - TeKyLmnn nonb3osatens” / "IluyHoe". Ecnn
ObINO NOATBEPXOEHO UMMNOPTUPOBAHME KOPHEBOrO cepTudukata uUeHTpa cepTudukauumn, To OH
Oynet mmnoptupoBaH B XpaHunuuwie "CepTtudukatbl - TeKywmn nonb3oBaTens" / "[loBepeHHble
KOpHeBble LeHTpbl cepTudukaummn®.
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4.5.2 NMpocmoTp cepTuMKaToOB, yCTaHOBMEHHbIX B XpaHunuwe Windows

[lna npocmoTpa cepTUdMKaTOB, YCTaHOBMNEHHbIX B XpaHunuLe Tekywero nonb3osatens Windows,
crnenyeT BbIMNOMHUTL KOMaHAy certmgr.msc. [ns npocmoTpa cepTUduKaToB, YCTAHOBIEHHbIX B
XpaHWUnuLLEe roKanbHOro KOoMMbloTepa (4ns Bcex ero nonb3oBaTeneit) HauuHass ¢ Windows 8
[I0CTaTOYHO BbIMOMHWUTL KOMaHAy certlm.msc. B 6onee ctapbix Bepcuax Windows anst npocmoTpa
CcepTUMKaTOB, YCTAHOBMEHHLIX B XPaHWNULE FOKanbHOrO KOMMbIOTEepa, creayeT 3anycTuTb
mmc . exe U 406aBUTb COOTBETCTBYIOLLYYIO OCHACTKY.

I BrinonHuTs *

BeeanTe MMA Nporpammel, Nankw, A0KyMEHTa WK pECypca
= WMHTepHeTa, KoTopble TREGYETCA OTKpbITh.

OTkpeits: | certmgr.msc “

OTtmeHa O6zop..

E certmgr - [CepTndmkarsl — Texywyit nonssosarens’/TnanoelCeprudnkatsl] — O X
Qaiin  [efctene  Bug  Cnpaska
e znF ald=HE

- I
J;)J CepTudmkarsl — TekyLLWIA NONb30BATEND Komy seigan Kem eeigan Cpox gefictena Hasnauenua Hran
~ || NMuuroe

. ‘igJ Eerennii PaBues 3asoackoid LT AYPA 27.00.2024 Mpesepra nognunnocti knuenta  Esrenni PaBues
| CepTudmkatsl

w || JloBEpEHHEIE KOPHEBRIE LEHTPEI CEPTUdNKALIMM
| Ceprudpukars
| [loBepuTENEHEIE OTHOLIEHWA B NPEANPUATIN
| MpomexyTouHsIe LEHTPEI cEpTUdUKALII
_| OBwekT nonsaoearens Active Directory
| NloeepenHeie uzaaTenn
“| Ceprndmkatel, kK KOTOpBIM HET JOBEpPNA
“| CTOpOHHME KOPHEBLIE LIEHTPEI CEPTHHMKALIUM
| Nloeepenneie nnua
| MocTagwpkn cepTudMKaTOE NPOBEPKK NOANMHHOCT KIWMEHTOB
| Local NenRemovable Certificates
“| JloBEpEHHEIE KOPHEBRIE CEPTMNKATEI CMAPT-KapTel

Kpanmnnwe NTnunoe cogepsont 1 ceprudniar,

JTOT e WuHTepdenc no3BONsSeT COBEPLUMTb OMpeaenéHHble OEeWCTBUMS C  cepTuduKaTamu.
Hanpumep, yaanuTb n3 xpaHunuiia ceptudmkaThbl, CTaBLINE HeaKTyamnbHbIMMU.

4.5.3 YcTtaHoBKa ceptudukara B xpaHunuuwe Mozilla Firefox

Bbpaysep Mozilla Firefox ncnonosyet cobctBeHHOE xpaHunuwle ceptudunkatoB. YTobbl OTKPbITE €ro
cnegyert BbibpaTb koMaHAy MeHto "Options", B cnucke B NieBon 4acTu OkHa BblbpaTh NyHKT "Privacy
& Security" n npokpyTuTb BHM3 0o pasgena "Certificates". KnHonka "View Certificates..." oTkpbiBaeT
Xpanvnuuwe ceptudukatoB bpaysepa. KHonka "Security Devices..." OTKpbIBaeT CNMCOK XpaHWnuLY,
cepTMduKaToB, B TOM YMcChe, annapaTHbIX TOKEHOB.
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¥ Options
&« C o

ﬁ General
Q Home
Q Search

ﬂ Privacy & Security

s |
K/ Sync

#  Extensions & Themes

@  Firefox Support

X | +

&) Firefox  about:preferences#privacy

Find in Options

Security

Deceptive Content and Dangerous Software Protection
| Block dangerous and deceptive content Learn mare
/| Block dangerous downloads

/| Warn you about unwanted and uncommon software

Certificates
When a server requests your personal certificate

Select one automatically
® Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS.

Learn more

Enable HTTPS-Only Mode in all windows
Enable HTTPS-Only Mode in private windows only

®) Don't enable HTTPS-Only Mode

- O X
w N B & =

@ signinto Firefox >

bl Protections Dashboard

B New Window Ctrl+N

2 New Private Window Ctrl+Shift+P

ﬂ Restore Previous Session
Zoom — o + A
Edit

I\ Library >

w0 Logins and Passwords

& Add-ons Ctrle-Shift+ A

# Options

,/ Customize...

Open File... Ctrl+0
Save Page As... Ctrl+5

E Print...

Q, Find in This Page... Chrl-F
More >
Web Developer >

w® What's New >

@ Help >

O it Ctrl+Shift=Q

4.5.3.1 YcTtaHoBKa ceptudmkara ns dpanna
Bbibepute "View Certificates..." B okHe nokaszaHHOM B . 4.5.3.
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+ - O X

¥ Options X

':e' (& Q OFire"ox about:preferences#privacy 1} In e @.

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name | security Device | serial Number | Expires on !
~ CEEN

EereHuii PAGuee  Software Security Devi.. 23:A8:6F69:93:78:3F:93 Friday, September...

Backup... Backup All... Delete...

[Ona vMmnopTta nonb3oBaTenbCKOro ceptudukata crnepyet BolibpaTh pasgen "Your Certificates”,
"Import...", BbIGpaTb pann *.p12 u BBecTM naponb OT 3Ttoro dawna. LleHTp cepTudmkauyum,
noanucaBWNA  NOMNb30BaTENbCKUA cepTudmkat, Oyaetr asBTomaTuyeckn p[obasneH B pasgen
"Authorities".

4.5.3.2 YcTaHOBKa cepTucpukara ¢ annapaTrHoro TokeHa

OenctBna Hwke onucaHbl Ha npumepe TokeHa Pytoken OJUIM 2.0. [Ona [pyrmx TOKEHOB
nocnegoBaTeNbHOCTb AENCTBUI aHaNorm4Ha.

Bbibepute "Security Devices..." B okHe nokasaHHoM B n. 4.4.1. Ecnu B cnucke "Security Modules
and Devices" oTCyTCTBYeT HyXHbIi MOAYrb (B Hawem criyyvae - "RuToken"), Haxmute kHonky "Load"
n B none "Module Name" BeeguTe Ha3BaHne gobaBnsemoro moayns - B Hawem cnydae "RuToken".

(@ Load PKCS#11 Device Driver — x

Enter the information for the module you want te add.

Module Mame |RuToker1 |

Module filename | | Browse...

. oK || Cancel |

3arem Haxmute kKHOnKy "Browse..." onsa npocMoTpa nogknoyaemon 6ubnuotekn ans paboTbl C
TokeHoMm. Ecnu gpariBepbl PyTokeH ycTaHoBReHbl, 3Ta bubnuoteka 6yget B katanore "Windows" /
"System32", dpann "tPKCS11.dll" (unn, ansa Hoebix Bepcun Firefox, "tPKCS11ECP.dII").
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@ Choose a PKC5#11 device driver to load X
« 3 4 » 3toT komnetotep > Windows (C) » Windows » System32 v ] £ MNowck: System32
Ynopagounte v Hoean nanka ==« [H e
Wma [aTa nsmeHenmna Tun Pasmep "
7 BeicTpeii gocTyn RtNicPropsd.dil 19.04.2017 3:05 Paclunpenne npu... 120 KB
@ OneDrive rtPKC511.dll 19.06.2019 15:30 Paciumpenwe npw... 765 Kb
rtPKCST1ECP.dll 19,06.2019 15:29 Paclmpenne npu.. 2591 Kb
£ 3ror kownerotep rtutils.dll 09.09.2020 1209 PacLuMpEeHmE MpH.. 64 KB
=¥ Cem RTWorkQ.dll 19.03.2019 9:43 PaclunpeHne npw... 165 KB v
W daiina: |rtPKcs11,d|| v| All Files (%) v

omrs

nOLI,TBep,ElI/ITe D,O6aBJ'IeHVIe moayns. D,OGGBJ'IGHHI:IIZ mMoaynb 6y/:|,eT BbIMAOETb KaK MOKa3aHO HWXe.

¥ Options X ‘ + - [} =

&« ¢ @ &) Firefox  aboutpreferences#privacy o m o & =

Device Manager

Security Modules and Devices Details ‘ Value

~ MSS Internal PKCS #11 Module Status Mot Present

Generic Crypto Services Description Aktiv Co.

Software Security Device Manufacturer Aktiv Co. Change Password
“ Builtin Roots Module HW Version 0.0
Load

MSS Builtin Objects FW Version 47
~ RuToken Unload

k i PO
Altiv Rutoken ECP Enable EIPS

Altiv Co.

Altiv Co.

Mocne nogkntoveHus TokeHa k nopty USB 6yaet otobpaxeHa cBoaHas MHGOPMaLMa O TOKEHE Kak
NoKasaHo HUXe.
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* Options X ‘ + - O >
&« c &) Firefox  aboutpreferences#privacy In @ & =

Security Modules and Devices

v NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

w Builtin Roots Module
MNSS Builtin Objects

Vv RuToken

Aktiv Co.

Aktiv Co.

Device Manager

Details
Status
Description
Manufacturer
HW Version
FW Version
Label
Manufacturer
Serial Number
HW Version

FW Version

Value
Mot Logged In
Aktiv Rutoken ECP 0
Aktiv Co.
0.0
47
Rutoken ECP <no label>
Aktiv Co.
3ael66ef
20,5
23.2

Log In

Log Out

Change Password

Load

Unload

Enable FIPS

Bce ceptudmkaTbl, XpaHsLWMecs Ha TOKeHe, CTaHyT AOCTynHbl Ansa ©Opaysepa M MoryT ObiTb
NPOCMOTPEHbI B ero MeHeaxepe ceptudukatos (kHonka "View Certificates..." B okHe noka3aHHOM B
n. 4.5.3). MNpn obpalieHnn K TOKeHy, B 4YaCTHOCTU [ NpoCMOTpa CrnMcka CepTUdUKaToB B
MeHeKepe cepTudukatos, byaeT 3anpawmBaTbCsa Naposnb (MMH-KOA) NoNb3oBaTensi TOKeHa.

4.5.3.3 YcTtaHOBKa cepTucmkara ¢ annapartHoro TokeHa B Firefox gns Linux

Mpu ncnonesoBaHum Firefox nog ynpasneHmem onepaunoHHOM cucTteMsl Linux, ycTaHOBKa B LLerioM
aHanorm4yHa onvcaHHou Bbiwe. CnegyeTt ckavaTb C cawTa Npov3BoauTEnNs TOKeHa U yCTaHOBUTL B
ornepaunoHHON cucteme cooTBeTCcTBYoWMA apaneep. lMyTb K cdanny 6ubnuotekm ans pabotbl C
ApanBepoM MOXeT OTNM4aTbCA B 3aBMCMMOCTM OT MOLENN TOKeHa W, BO3MOXHO, AUCTpubyTmBa
Linux. Ons Pytoken 3UIM 2.0 u guctpubytusa Debian 6ubnuoteka MoxeT HaxoouTbCa B

/usr/lib/librtpkcsllecp.so.

Moayav 1 YyCTPOWRCTBA 3alUWTh

v NSS Internal PKCS #11 Module
06w, kpunTocny*bbl
Moayne 3aluThbl

~ Mofy/lb BCTPOEHHbBIX KOPHEBLIX CEpPT.
NSS Builtin Objects

v MOOy/b PKCS#11

Aktiv Rutoken ECP 00 00

YnpaBneHue ycTpoicTBaMm

NogpobHocTK

Monyns
MyTb

3HayeHne
mMooyne PKCS#11
Jusrflib/librtpkcsllecp.so

MadaTbk ceaHC

3aKOHYWTb CeaHc

“MEHWTb Naposb

3arpysvTb

BbIrpy3uThb

Wcnone3oeaTtk EIPS

OK
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4.6 YnpaBneHue ceptucdmkatamum B nporpamme XCA

LleHTp cepTndmkaumm moxeT ObiTb OpraHmM3oBaH ouuepomMm 6e3onacHoCTy NobbiM yaoOHbBIM eMy
obpasom. Hwxe npuBoguMTCs OMNUCaHME WCMOMb30BaHUA ANns 3Tux uenen nporpammbl XCA
(https://hohnstaedt.de/xca) B pexume C MWHMManbHbLIM Yy4acTUeM Monb3oBaTenen, Koraa BcCe
dyHKUMM NO Bblgaye cepTudmkaToB ocyllecTenseT oduuep 6e3onacHoctn. Ecnn Bbl He odmuep
6e3onacHOCTW, 3TOT pasgesi MOXXHO NPonyCTUTb.

Mocne yctaHoBkM 1 3anycka nporpammbl XCA crnegyeT OTKpbITb M co3aaTh 6a3y AaHHbIX Kroyen m
ceptucpumkatoB. Ecnm 6asa gaHHbIX ewé He co3gaHa, oHa co3daéTcs komaHgow medwo "dann" /
"HoBasa 6asa paHHbIX". Byget npegnoxeHo BbibpaTb naponb Ans wudpoBaHua 6asbl OaHHbIX.
PekomeHayeTca BbiGpaTh CNOXHbLIA, HO 3aNOMUHAOLLMIACS Naposib (3abbIThi Naposib BOCCTAHOBUTL
HEBO3MOXHO). B ganbHenwem naporib MOXHO MOMEHSITb KOMaHgoW MeHk "[ononHuTtenbHo" /
"MameHuTb naporsb 6a3sbl gaHHbIX".

Ecnn cosgaHHaa Gasa gaHHbIX KIHYen n cepTudmkatoB npegnonaraercss eAUMHCTBEHHOW, MOXHO
BblOpaTh €€ Ansi NCNOoNb30BaHMs MO yMOMYaHUO KOMaHgon MeHwo "®ann” / "YcTtaHoBuTb Kak 6a3y
AaHHbIX N0 yMOMn4aHuio".

4.6.1 JononHnTenbHas HacTponka nporpammbl XCA

IOna ypnobctBa paboTbl MOXHO MPOBECTU OOMONMHUTENbHYKD HACTPOWKY MNpuv MOMOLUM Auariora,
AOCTYMHOro Yepes NyHKT MeHto "®ann" / "Hactpornkun". A MMEHHO, YCTaHOBUTD »KENaeMbll anropuTM
nognucyM nNo ymon4yaHuio (Ha camoM Jerne, anroputM XxawwupoBaHua - Hanpumep, SHA 384),
OTKIOYUTL ycTapeBwmne pacwmpennsa Netscape 1 T.n.

X Certificate and Key management ? X

MapameTtpbl XCA

HacTpoiiku YHUKANEHDE MMA Mposaiinep PKCS#11

ANropUTH NOAMMCH NO-YMONHEHWID [SHA 384 = '

Twnb! CTPOK MeyaTaemsie crporni wik UTFE (no-ymonyaHie) =7

[ He soiBoanTs coofiwerns of ycnewHom BENONHERIM

l OTKNOYUTE YCTEPEBIWE pacluMperA Netscape I

D MpeofipasoBeBaTE yoToABWWes NonaA X509 (commenMame -> Ofwee 1uMa)
[ Mpw menonssosanii MoAYRA SaUMTE MPMMEHATE TOMSKO TE X3W-YHKLIW, KOTOPEIE SOCTYMHEI B MOAYNE

[ He BsinensTs LSeTOM MpocpoueHHsIE CEpTHAMKATE

Certificate expiry warning threshold |BD | 5 -

Send vCalendar expiry reminder | 1 | Weeks

Serial number length &4 bit S

B aTOM Xe OuanoroBoM OKHE Ha BKMagke "YHukanbHoe MMs" MOXHO BblOpaTb Kakme 4acTu MMeEHU
cybbekta OygoyT aBTOMartMyecku npegnaratbCa  ANS  3anofIHEHUS W Kakne [AOMMKHbl  ObiTb
obasatenbHO 3anonHeHbl. Mporpamma AuraQt ncnonb3yet Toneko commonName n emailAddress,
HO MOXHO noTpeboBaTb 00A3aTENbHOrO 3anofHEHUA W APYrUX MOMen, HanpuMep HasBaHWUs
opraH13aumm 1 opraHM3alUmMoHHOro NoapasaeneHus.
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X Certificate and Key management ? X

Mapametpel XCA
HacTpoiiki Y¥HWKENEHOE KMA Mposaiinep PKCS#11
0ObasaTensHsIE Nons

: e —
g
commontame v OobasnTs i

commenfName Yaanute
——

FBHO 3a0&HHEIE NONA

countryMame v JobBasuTte

countryName ~
stateOrProvinceName
lecalityMame
organizationMame
organizationalUnitName
commenfame

Yaanute

Mo-ymon4aHmo

[] Dynamically arrange explict subject entries

oK Cancel

4.6.2 Hactpownka XCA ansa paboTbl ¢ annapaTHbIMU KINOYamMmn

,D,J'IFI pa6OTbI C annapaTtHbIMWM KIinto4amu B nporpammve XCA HeO6XOD,I/IMO npoBeCTN OAOMNOJMTHUTESIbHbIE

HacTpourkn. PaccmMoTpuM 3Tu HaACTponkmM Ha npumepe kntoda PytokeH JLIM 2.0, B npeanonoxeHun,
4YTO ApariBepbl 3TOrO Krtova B CUCTEME YXKE YCTAHOBIEHbI.

B TOM e, onncaHHOM BbIlle [ManoroBOM OKHe, OOCTYNHOM 4epe3 MmeHio "®ann" / "Hactpounkn"
Bolbepem  Bknagky  "lMpoeamgep PKCS#11". 3pmecb Oymer  oTobGpaxaTrbCsi  CMMCOK

KpunTonpoBangepos, ¢ koTopbiMu OyaeT pabotate nporpamma XCA. NepBoHayanbHO 3TOT CMMCOK
nycT. Haxmém Ha kHonky "lNouck” n, 3atem, "Start".

X Certificate and Key management ? X

Manka |C: \Windows'\System32 |

[ Brnrouas noanani

Hitxe npuBengH crvcok Gainos, koTopele MoryT Beime BubnuoTexamn nposaligepos PKCS#11

CA\Windows\System32\pki-core.dll

C:AWindows'\System32\tPKCS11ECP.dI

OK Open Cancel

Uepes HekoTOopoe BpemMs B NpMBELEHHOM Bbille OkHe OyaeT 3anofiHEH CMNMCOK HaWAEHHbIX B
cucteme nposavgepos PKCS#11. Ham, B gaHHOM npumepe, HyxeH nposangep PytokeH SUIM 2.0,
Haxogsawmmncs B panne C:\Windows\System32\rtPKCS11ECP.dIl. Beibepem ero ABOVHbIM LLENYKOM

n Haxxmém "OK". YBnamm, 4to BblOpaHHbIM Hamu nposangep AobaBunNca B CMUCOK UCMOMb3yeMblX
nporpamMmMon 1 OTMeYEH 3eMEHON ranovKomn.
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X Certificate and Key management ? X

Mapametpel XCA

HacTpoiiki YHUKENEHOE MMA Mposaiinep PKCS#11

' C/Windows/System32/rtPKCS11ECP.dIl i [TobasnTs

Yaanuts

Mouck

OK Cancel

lMocne cpoenaHHbIX HaMKM HAcTpoek cTaHeT AocTtyneH pasgen "Moaynb 3awuTbl" raBHOMO MEHIO
nporpammbl XCA. NMogpobHee npo paboTy ¢ annapaTHbIMKM KIto4amu cM. B . 4.6.8.

4.6.3 CospaHue ceptudukara LeHTpa ceptucpmukaumm

lMocne co3gaHus HoBoM 6asbl OaHHbIX CcrnegyeTr co3gaTtb KOPHEBOW  cepTudmkat  LeHTpa
ceptuchmkaumm n ero kntod. B Hawem npumepe Mbl Co3gagmMm camonognucaHHeln ceptudmnkat. Ons
aToro Ha Bkragke "CepTtudumkatbl" HaXMEM KHonky "Hoebii ceptudmkat”. OTKpoeTcsi OKHO
co3gaHusa ceptudmkarta, B HEM Ha Bkragke "lNepBoucTtovHuk" B rpynne "lMognucaHne” Oypet
AOCTynHa u BblbpaHa onuna "CosaaTtb camo3aBEPEHHbIN cepTudmkaTt”, KOTopass Ham U HyXXHa, a B
rpynne "lWa6bnoH ans Hoeoro cepTudumkata" 6yaet BbiopaH "lycTon wabnoH", BMECTO KOTOPOro
cnepyeTt Bblopath "CA" n HaxaTtb kHOMKy "lMpumeHnTb BCE".

X Certificate and Key management 7 X
A
Coapatb cepTucbukat x509 ﬁ\‘%ﬁf_‘-z—:.'

MepeowcTodrimk.  CyfbexT  Pacwvpers  OBNacTb MDWMEHEHMA KMOYa  Netscape  JlONONHMTENSHO  KOMMEHTAEDMIA

3anpoc Ha noaAnnce

MNokaszaTe 3anpoc

WsmennTe cydbexTa B sanpoce

Moanucatne

C030aTh CAMO3ABEPEHHbI CEpTUMKAT

ACNONE30BaTE STOT CEPTUHMKAT ANA NOAMMCA

ANropuTH NOAMMCH SHA 258 <

LUaGnoH Ana HoBOro CepTUdMKaTa

[default] CA -
TPMMEHMTE PacMPEHis | | TPMMEHITE cyS'beKT

Cancel

Ha Bknagke "Cybbekt" cnegyeT 3anonHutb nonsa B rpynne "Distinguished name". O6sa3aTtensHbIM
Ana 3anonHeHusa gaenseTcd Tonbko "commonName", HO pekoMeHAyeTCs 3anoSfiHUTb U OCTalnbHble
nonsl, Tak kak OHM OyayT oToGpaxaTbCsi B cepTudmKkate LeHTpa cepTudukaumMm u nossonat
OAHO3Ha4YHO uMaeHTMdMUMpoBaThL ero Bnagenbua. locne 3anofiHeHMs COOTBETCTBYIOLLMX MONen
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cnegyet B rpynne "3akpbiTbi KMo4" HaXxaTb Ha kHonky "CreHepupoBaTb HOBbIM Kntoy". Cnegyet
ncnonb3osBaTtb TvN Kntoda RSA ¢ anuHon 4096 GUT uny aHanornyHbIn (Takke cm. n. 4.6.6).

X Certificate and Key management ? X
Cospatb cepTucbukar x509 }_@p )

MepEonCTOYHMK CybbexT Paaunperia QBNacTs NPUMEHEHNA Ko4a Metscape JononHuTensHo KommeHTapit

Internal Name | ‘

Distinguished name

ountryMame | | organizationalUnitMame |

stateQrProvinceName |CBepnnoBcKa;l ofin, | commonName |3530nac0171 LIC AVPA

localityName |EKaTEDmn6ypr | emailAddress |ryabisev@'nbux.ru

organizationMame |CBEI;1 |

Tun Copepxanne NoBaeEuTs
¥aanite

SEKPBITHIA KDY

Sasoackoi LC AYPA (RSA:4096 bit) ~ | [[] AoBa8uTh B crMcoK MCNonb30BaHHEIE KOH "
————
oK Cancel
X Certificate and Key management ? X

Hoebiii Koy %

MoekanyicTa, BEEAMTE HASBAHUE HOBOMO KIKOYa W 3348ATE ANMHY KIKO4a

MapameTpel Ko|a

BriyTRerHee A [3ag0nccoit LIC AVPA |

Tun knkoda RSA

Anura mmq1 4096 bit 1 ™ |

Vnons308aTh 33AaHHsIE 3AECh NAPaMETPLI MO YMON|EHIO

Ha Bknagke "PacwwmpeHns" OGOMbLWIMHCTBO Monen [OMKHO ObiTb YyXXe 3anofHeHO BcreacTeue
HaxkaTus KHonku "MNpumeHnTb BCE" Ha Bknagke "lNMepBoncToyHUK". CnegyeT BHMMATENbHO OTHECTUCH
nmwb Kk rpynne "Bbibop nepuoga", ycTaHOBMB nepuon AencTBus  ceptudmkata  UeHTpa
cepTuduKaLmm, Kak MUHUMYM BABOE MNPEBLILAKOWNA NEPUOS pernameHTHbIX paboT C yHKumen
GesonacHocTn peructpatopa. Ecnv Takmx paboT He nnaHupyeTcs, cnefyeT ycTaHOBUTb nepuos,
npeBbILLAoLWMA CPOK CNyx0Obl pernctpatopa, Hanpumep 50 net. MNocne Bbibopa nepuoga cneagyet
HaxaTb Ha KHomMky "MMpumennTb". [lonyckaeTca He yka3biBaTb KOHEYHbIW CPOK (ranoyka "KoHeuyHbIn

CpOK He ornpenenén").
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X Certificate and Key management ? x
AT
Cospatb cepTudukar x509 ﬁ\‘%‘:‘jz—;.'
MepBoMCTOUHMK CybbexT Pacwmperia OBRacTe NPMMEHEHNA KNKDYa Metscape JononHuTensHo KoMMeHTapuit
¥505v3 Basic Constraints Key identifier
Tun LieHTp CepTudmkalm - Subject Key Identifier
LniHa uenoqki | Critical [ authority Key Identifier
Mepuoa AeRcTBHS Boifiop neprona
e ——
CepTudukar gefcTemrensH ¢ | 09.11.2018 11:13 ﬂSD , ‘ Net e h
CepTudwiar geficteutened no | 09.11.2068 11:13 + |:| Ha4HaTe © nonyHouM I:| Mo MECTHOMY BREMEHKM |:| KOHEYHBII CPOK HE onpeaenéH

%509v3 Subject Alternative Name | | PenaxkTposaTh

%509v3 Issuer Alternative Name | | PepaxTuposath

%509v3 CRL Distribution Points | | PepaxTuposath

Authority Information Access OCSP = | PenaxkTposaTh

oK Cancel

Ha Bknagkax "O6nacTtb npumeHeHus krtoya" u "Netscape" Tak e 6yayT 3anonHeHbl 3Ha4YeHus no
YMOMYaHUIO nocre HaxaTtusa kHonku "MpumeHnTe BCE" Ha Bknagke "lNepBoucTodHuK". Ha Bknagke
"Netscape" moxHo ounctutb none "Netscape Comment” kak He oTHocslLLeecs1 K paboTe ¢ AuraQt.

Bknagka "[ononHUTenbHO" NO3BONISIET NPOBEPUTL YacTb paHee BBEAEHHON MHGOpMaLni.

Bknagka "KommeHTapun" no3BonseT COMoCTaBUTb MPOU3BOSIbHYID TEKCTOBYHD WHGOpMaUnio C
ceptucdmkatom, XxpaHsawmmMca B 0ase pgaHHbix nporpammbl XCA. 3OTa uHpopmauusi He
3KCMOPTUPYETCA NpPU SKCropTe cepTudmKaTa u He ABMSIETCA ero YacTblo.

[nga 3aBepLueHnsa co3gaHmsa ceptudpmkata cnegyet HaxaTtb kKHonky "OK".

4.6.4 Co3paHue ceptuchukarta pernctpatopa AYPA

Tenepb, KOrga y Hac ecTb UeHTp cepTudmKauumn, MOXHO co3gatb cepTudumkaTbl permcTpaTtopos.
[na kaxporo perncrpatopa criegyeT co3gaBaTb YHUKanbHbIA cepTudumkaT C HOBbIM CEKPETHbIM
kntoyoM. Haxxmém Ha Bknagke "CepTtudpmkatel" kHonky "HoBbii cepTudpmkat”. B nosiBmsiemcs okHe
cosgaHusa ceptudmkata BbibepeM Haw LeHTp cepTudpmkauum B KavecTBe noanucaHTta (rpynna
"Mognucanmne”, nyHKT "Mcnonb3oBaTtb 3TOT ceptudmkaT ana nognucu"). B rpynne "La6noH gns
HoBOro cepTudukarta" soibepem "HTTPS_server" n Haxmém "pruMeHnTb BCE".
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- X Certificate and Key management

Cospatb cepTudukar x509

3anpoc Ha NoANUcE
MoAMMCaTE 3TOT 33NPOC Ha NOAMKCE

KomMpoBaTh paclunpeHinA 15 anpoca

WsmeHnTe cyfibexTa B 3anpoce

MoanucaHne

MepBOMCTOUHMK CybbexT Pacwmperua OBRacTe NPMMEHEHNA KNKDYa Metscape JononHuTensHo

KoMMeHT apHil

MokasaTe sanpoc

C03A&TE CAMOIABEPEHHEIR CEPTUMKET
(®) Mcnonb308aTE 3TOT CEPTUBMKAT ANA NoAnMc

Sasogckoi LIC AYPA - I

ANrOpUTM NOAMACA

LWafinoH Ans HoBoro cepTrduKaTa

[default] HTTPS__server

SHA 256 i

-

MPMMEHMTD PACWMPEHNS | | TPMMEHKTD CYObeKTS ‘
————

oK Cancel

lNocne 3anonHeHust cooTBeTCTBYOWMX nonen rpynnel "Distinguished name", cnegyet B rpynne
"3akpbITbi KNOY" HaxaTb Ha KHorky "CreHepupoBaTtb HOBbIA Knto4". CnegyeT mcnonb3oBaTb TwM
kntoya RSA ¢ gnuHon 3072 6UT unu aHanornyHeln (Takke cMm. n. 4.6.6).

- X Certificate and Key management

Cospatb cepTudukar x509

MepBoMCTOYHMK. CyfeexT Pacwmperua OBRacTe NPMMEHEHNA KNKDYa Metscape JononHuTensHo

N,

KoMMeHT apHil
Internal Name | ‘
Distinguished name
countryMame | | organizationalUnithame | |
stateQrProvinceName |CBEDunuBu(a;| obn, | commonMame |KumnmeEp pazpaboTunka (Pabues E.A.) |
localityName |EKaTepmH6ypr | emailAddress |ryabisev®'nbcx.ru |
organizationName |CBEI:‘I |
Tun Copepranne AobasuTs
0 description ASUS Gigabyte Ha pabodem cTone Eerenna Patuesa

y

SaKpEITHIA KoY

KomnetoTep pazpaboTuika (Pabues E.A.) (RSA: 4096 bit)

YHuKkaneHC
¥ | [] Aofasuts B cimcox nenonssosanHsie knioun JlCreHeprposaTe HoSkIA Koy .

oK Cancel

Bknagka "PaclumpeHuna” 3anonHaeTcsa Tak xe, Kak B n. 4.6.3.
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X Certificate and Key management ? x
M=
Cospatb cepTudukar x509 ﬁk‘:’fz—;,'
MepBoMCTOUHMK CybbexT Pacwmperia OBRacTe NPMMEHEHNA KNKDYa Metscape JononHuTensHo KoMMeHTapuit

¥505v3 Basic Constraints Key identifier

Tun KoHeuHsii cyfberT - Subject Key Identifier

LniHa uenoqki | Critical [ authority Key Identifier

Mepuoa AeRcTBHS Bifiop neprona

f .
CepTHdMKaT ASACTEMTENEH C 12.11.2018 :32 m ‘ Net "‘ MpMeHUTE '

——
CepTudwiar gefictemrened no | 12.11,2023 4132~ |:| Ha4HaTe © nonyHouM I:| Mo MECTHOMY BREMEHKM |:| KOHEYHBII CPOK HE onpeaenéH

%509v3 Subject Alternative Name V’ |DNS:ash’ar IP; 192, 168.0.128 (IPEEEKTVIDOBETDD

%509v3 Issuer Alternative Name | | PepaxTuposath

%509v3 CRL Distribution Points | | PepaxTuposath

Authority Information Access OCSP = | PenaxkTposaTh

oK Cancel

B ceptndmkaTe peructpatopa cnegyet ykasatb ero DNS-umeHa (ecnu ectb) n IP-agpeca u cHATb
ranoyky "Copy Common Name". [Npu obpalleHnmn Kk permctpaTopy rno ykasaHHbIM agpecam bpaysep
OyaneTt npusHaBaTb 3TOT cepTUdmkaT COOTBETCTBYIOLLMM HabpaHHOMY agpecy.

X Certificate and Key management ? X

[ critical G Copy Common Nama

Tun CopepxanHue Il LofasuT i,
{ M Yaanuto

P 192.168.0.128

MpUMEHUTE MpoBepuUTE OTMEHWTE

OcTanbHble BKagKu 3anonHATCs aHanoriyHo n. 4.6.3.
[nsa 3aBepLueHns co3gaHna ceptudmkarta crnegyeT HaxaTb kHonky "OK".

4.6.5 Co3paHue ceptudmkara nonb3oBartensa AYPA

Ana kaxgoro nonb3oBaTend WM Hanaguvka peructpaTopa cregyet co3gaBaTh YHUKanbHbIN
cepTuduKaTt C HOBbIM CeKpeTHbIM Kroyom. Ceptudumkat nonb3oBaTens nogxoguT KO BCEM
pernctpatopam, UMeLWMM cepTudmkaT NogNMCaBLLEro €ro LeHTpa cepTudukauumn. 3To no3sonseT
BbldaBaTb Monb3oBaTenbCckne ceptudumkaTol 6e3 nepekoHUrypmpoBaHusa peructpatopa. Ecnn
TpebyeTcs orpaHu4MTb OOCTYN nonb3oBaTtenen onpenenéHHbiM NOAMHOXECTBOM PErncTpaTopos,
cnefyet co3faTth AN 9TOro NOAMHOXECTBa PErnucTpaTopoB CBOW LEHTP cepTUUKaLMM KakK YKkasaHo
Bbiwe B N. 4.6.3.

Haxmém Ha Bknagke "Ceptudukatbl" kHONKy "HoBbI cepTudmkaT”. B nosBmBLLEMCSA OKHE CO30aHUSA
cepTudumkaTa BblibepeM Hall LeHTp cepTudmkaumm B kKadectTse nognucanta (rpynna "lMoanucaHue”,
NyHKT "Mcnonb3oBaTb 3TOT cepTudpmkaT gna nognucu”). B rpynne "lWabnoH ans HoBoro
ceptudumkata" Boibepem "HTTPS_client" n Haxxmém "MNpumeHnTs BCE".
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X Certificate and Key management

Cospatb cepTudukar x509

3anpoc Ha NoANUcE
MoAMMCaTE 3TOT 33NPOC Ha NOAMKCE
KomMpoBaTh PACILMPEHIA WS 3anpoca

WsmeHnTe cyfibexTa B 3anpoce

MoanucaHne

(O CozaaTs caMosaBepeHHbIi cepTHdmkaT

T ped

MepBOMCTOUHMK CybbexT Pacwmperua OBRacTe NPMMEHEHNA KNKDYa Metscape JononHuTensHo KoMMeHTapuit

MokasaTe sanpoc

@ Wenons308aTE 3TOT CEPTMOMKAET ANA NOAMMCH Sasogckoi LIC AYPA v ,

ANrOpUTM NOAMACA

LWafinoH ans HoBoro cepTuduKkaTa
[default] HTTPS_dient

SHA 256 i

-

MPMMEHMTD PACWMPEHNS | | TPMMEHKTD CyObekTa ]'

oK Cancel

Ha cknagke "CybbekT" cnegyet 3anonHutb nonst B rpynne "Distinguished name". O6sa3atenbHbiM
ANs 3anonHeHnsa saenseTcsa Tonbko "commonName", HO pekoMeHAyeTCsl 3anofiHUTb U OCTasbHble
nons, Tak kak oHn OyayT oTobpaxaTbCca B cepTudukate nonb3oBaTenst U Nno3BonAT O4HO3HAYHO
naeHTnduumposatb ero Bnagenbua. Kpome Toro, cnegyetr pgobaeBuTb Heobxoaumble ponu
nonb3oBarens, Hanpumep, "lNMonb3oBatens AYPA" n "Hanagunk AYPA" (cm. ypoBHM gocTyna B M.
3.10 n 4.4). Ponu cneayeT ykasbiBaTb B TOYHOCTU Kak HanncaHo BbILLE, y4MTbIBasA 3arnaBHble OyKBbl
n npobenbl. lNMocne 3anonHeHWs COOTBETCTBYIOLMX MoNen criegyeT B rpynne "3akpbITbid Krioy"
HaxaTb Ha kHonky "CreHepupoBaTb HOBbIM Kmoy". CnegyeTr uvcnonb3oBaTb Tun knoyva RSA ¢
AanuHon 3072 6UT nnmn aHanornyHbIN (Takke cMm. n. 4.6.6).

X Certificate and Key management

Cospatb cepTudukar x509

T ped

MepBoMCTOUHMK CyfeexT Pacwmperua OBRacTe NPMMEHEHNA KNKDYa Metscape JononHuTensHo KoMMeHTapuit

Internal Name |

Distinguished name

@Name | | organizationalUnithame |
stateQrProvinceMame |CBEDJ]J'IUBD(EF| obn, | commonMame |EBrErMF| Pabues |
localityName |EKaTepmH6ypr | emailAddress |r\,'abisev@inbox.ru |
organizationName |CBEI:1 |
Twun Copepmanne NobasuTs

0 role PazpaBoTumnk AYPA YoamTe

1 role Hanaguuk AYPA

2 role Menesosatens AYPA

#

SaKpEITHIA KoY

Esrenuii Pabues (RSA:4096 bit)

g —
+ | [] Ac6asims & cricox ncnonssosanksie ko, |Crerepiposate Hossii kou )

oK Cancel
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Ha Bknagke "Pacwmpenuns” B Bbibope nepuona gencreus ceptudumkata gonyckaeTcsa He yKkasbiBaTb
KOHEeYHbIN cpoK (ranoyka "KOoHeuyHbl CpPOK He onpedenéH"), Ho nyduwe BblAaBaTb CPOYHbIE
cepTudukatbl, Tak Kak COCTaB noSfib3oBaTenen MOXET MEeHATbCHA, a nepekoHdurypmpoBaHme
peructpartopa ans paboTbl ¢ BHOBb BblgaHHbIMK cepTudmkatamm He TpebyeTcsa. OcTtanbHble nons
Ha 9TOWM 1 OCTanbHbIX BKINaAKax yKkasblBaloTCA aHanorn4Ho n. 4.6.3.

[ina 3aBepLueHns co3gaHnda ceptudmnkarta crnegyeT HaxaTb kHonky "OK".

4.6.6 O BbIOOpe TMNa Knroya

BeiGop Tvna kntoya ons BblgaBaeMoro ceptudmkaTa 06ycrnoBneH crieayowmnmm coobpaXkeHnsamu:

e KMOY OOMKEH OblTb MPUrOAEH K WCNONb30BaHWIO BCEMW Y4YaCTHUKAMWU - PErMcTpaTopom,
Opaysepom nonb3oBaTens, MnporpaMMHbIM obGecriedeHneM aBTOMATUYECKOW BbIFPY3KM
ocuunnorpaMm u T.n.

e KIIOY JOMmkeH obecneumBaTb AOCTaTOYHYK 6e30nmacHOCTb B TEYEHME BCEro cpoka CBOEro
MCMoNb30BaHUS

e 1CMOSIb30BaHNE KMoYa He AOSMKHO COo3[4aBaTb YPE3MEPHOWN Harpysku Ha BblMUCIUTESbHbIE
pecypcbl 06eMx CTOPOH KOMMYHUKaLMK

Tak Kak OCHOBHbIM KIMEHTOM, oOpallatowmmcs K peructpatopy, sBnsietcs 6Gpaysep, cnucok
peanbHO MNPUrOgHbIX AN MCNOMNb30BaHMS TUMOB KIKOYEW OrpaHUYeH MNoaaepKMBaeMbiMn
COBpPEMEHHbBIMW 1 NepcnekTMBHbIMM Bpay3epamu. ITo:

e RSA pasnunyHon onuHebl

e secp256r1 (oH xe prime256v1, oH xe P-256)

o secp384r1 (oH xe P-384)

Kak npaBuno, yem 6onee cunbHyto 3awmuty obecneumBaeT kntod, Tem 6onee oH TpebGoBaTeneH K
BblYMCNUTENBHBLIM pecypcaMm, HO 3Ta 3aBMCMMOCTb pa3Has Ans pasHblX TUMOB Krtoyen. Moanucu ¢
ncnonb3oBaHnem kroden RSA [OOBOMbHO CROXHO CO34alTCs, HO 3aTo ObICTPO MpOBEpPSOTCS.
Mognucm € UCNOMb30OBaHWEM JNMUATUYECKUMX KPUBBLIX (Takux Kak secp256r1 n secp384r1)
CO3Jal0TCs M MPOBEPSAIOTCA 3@ MPUMEPHO CPaBHUMOE BPEMS, MPOMEXYTOYHOE MeXAy BpeMeHeMm
CO34aHusa 1 NPOBEPKM aHanorM4Hom nognucu anroputMom RSA. Snnuntudeckme Kpmeble aTo Gonee
HoBasi paspaboTka nNo cpaBHeHUO ¢ RSA u ux noggepxkka B cTapbiXx cucTeMax MOXeT ObiTb
orpaHuyeHa. Mcxogs ua aTuMx coobpakeHuir, a Takke M3 TOro, YTO pPernctpaTop 3avacTyro umeet
Gonee cnabbii wu/wnn ©Gonee 3arpyXeHHbI MNPOLECCOP MO CPaBHEHUID C  KOMMbIOTEPOM
nonb30BaTens, MOXHO caenaTb cneayloLne pekomeHgauum:

e [Onsl LUEHTPOB cepTudumKkaumm cnegyet mcnonb3oBatb knounm RSA ¢ anuHonm 4096 6uTt -
noganucuM ¢ TUMKU Kro4aMy CPaBHUTENBHO PEedKO FeHEepUpylTCs, YacTO NPOBEPSAOTCH, U
AOMMKHbI COXPaHATb CTOMKOCTb B TEYEHUE ANIMTENBHOrO BPEMEHM

e [n4 nonb3oBaTtenen crnegyet ucnonb3osatb Knoum RSA ¢ gnvHon ot 2048 oo 4096 6uT -
nognucuM C 3TUMKU Krrodamm QOPMUPYIOTCA MPU KaXXOOM YCTaHOBIIEHMM COEOMHEHUS C
perncTpaTtopom, HO AenaeTcss 9TO Ha CPaBHUTENbHO MOLUHOM W Maro Harpy>XeHHOM
KOMMbloTEpEe

e [N peructpaTopoB crnedyeT WUCNoNb3oBaTb KMKOYM Ha OCHOBE 3NMMTUYECKOM KPUBOM
secp384r1, ecnn aTa KpuBas NOAAEpPXKMBaETCA BCEMWU npennonaraeMbiMi KineHTamu; B
NpOTUBHOM cryvae crnegyeT ucnonbs3oBatb RSA ¢ gnvHon ot 2048 go 3072 6ut

Ha kapTuHke Huxe npuBedéH BblbOp annunTuyeckon KpmBon secp384r1 npu cosgaHuyM HOBOrO
kntoya B nporpamme XCA.
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X Certificate and Key management ? X

Hoebli kntod éiDE»

I'Ioman\fﬁcra, BEEAWTE HA35aHWE HOBOro KNoYa 1 3aﬂaﬁTE ANUHY KNioYa
MapameTpel Ko4a

BryTperes una |J'IaGopaTopru71 PAC-EC2 |

Tun knioda EC o
SnnunTrHeckan kpusag] |secp384r 1: NIST/SECS curve over a 384 bit prime field , 7

D Wnonb30B8Te 3a0aHHEIE 30ECk NEPaMETPbI M0 YMOM4YEHAD

Cosgate Cancel

4.6.7 kcnopT cepTuchukaToB

Mocne cosgaHns cepTudmkaToB MX cregyeT 3KCNopTUpOBaTb U MEPEHECTU Ha perucTpatopbl u
KOMMNbIOTEPbI MONb3oBaTenen. OKCNopT OcCyllecTBnseTcsa co Bknagkm "Ceptudukatbl”, KHOMKa
n "
SkcnopT".

Ceptudmkar LeHTpa cepTudmnkauumn cnegyet akcnoptupoatb B gopmarte PEM (*.crt). Ceptudmkar
permctpatopa cregyet akcrnoptupoBaTb B dopmate PEM (*.crt), a ero 3akpbITbli KIHOY
akcnopTuposaTtb B oopmate PEM (*.pem) 6e3 wundpoBaHna (Bkagka "3akpbiTble Koumn", KHOMKa
"OkcnopTt"). 3TK Tpu hanna, nepeMMeHoBaHHbIE, COOTBETCTBEHHO, B "Trusted.pem”, "Aura.crt" u
"Aura.key", KOnNMpyrTCs Ha (annoBykd CUCTEMY permctpatopa B katanor /opt/AuraQt/certs. ®ain
Aura.key SsiBNsieTCA CEKpeTHbIM WM He [OoSbKeH nonagaTbh Kyaa-nmbo Kpome COOTBETCTBYHOLLIErO
perucrparopa.

MogpobHee o0 TOM, YTO MOXeT codepxaTtb Trusted.pem n Kak 3aMeHWUTb yKasdaHHble hannbl Yyepes
Beb-nHTEpdelic pernctpaTtopa cm. nn. 4.4 n 3.3.22.

CepTudumkat 1 3aKpbITbIA KITOY MNOMb30BaTeNd, BMECTE C cepTUuKaTtoM LeHTpa cepTudurkaumm
aKcnopTupyroTca B ogHom dhavne B dopmate "Lenodka PKCS#12" (*.p12). lpn skcnopte
TpebyeTcs ykasaTb Naposb, KOTopbIn ByaeT BBOAUTL MOMb30BaTeNb B X04e MMMOpTa cepTudukarta
Ha CBOEM KoMMNbloTEpEe. OTOT cepTuduKaT [OMmKeH OblTb WMMMOPTUPOBAH Ha KOMMNbIOTEPE
nonb3oBartens (4BONHbLIM LLenyYkom no dpanny, kHonku "danee" u "rotoso").

4.6.8 PaboTa c annapaTHbIMM KntoYamu

Pabota c annapatHbiMu Knoyvamu Byaet onucaHa Ha npumepe PytokeH 3L 2.0. Pabota ¢
ApyrMMmn mogensamm TOKEHOB He NpoBepsAnach, HO OOMKHA OCYLLECTBAATLCS B LENOM aHanormyHo.
PaboTta ¢ Hekpuntorpadumyeckumm TokeHamn (PyTokeH Lite u T.n.), obecneuymBatowmmm TOMBKO
XpaHeHue K4YeBon uMHGoOpMauunm ©6e3 BO3MOXHOCTM €€ TeHepauum W UCMOSb30BaHUS
HenocpeaCcTBEHHO Ha TOKEHe, B HaCTOSLEM OOKYMEHTE HE pacCMaTpuMBaeTCs, TaK Kak rapaHTum,
npenocTaBnsieMble TakuMU TOKEHAMW 3HAYUTESTbHO HUXKE.

PyTtoken 3BUIM 2.0 nogaepxusaet anroputm RSA ¢ gnvHon kntoya ot 512 go 2048 6ut. bonbwasg
ANIMHa Kroya TpebyeT Jonblle BpeMEeHU NS ero reHepaumm TOKEHOM, HO He CKa3blBaeTCs CKOSlb-
HMOYOb 3aMeTHO Ha MPOM3BOAUTENBHOCTU B Xo4e AanbHenwen pabothl. [na ageksaTtHOM 3almThbl
Ha COBPEMEHHOM YPOBHE Pa3BUTUS BbIYMCIUTENBHOW TEXHWKN CneayeT UCMOMb30BaTh ASIMHY KItova
2048 ouT.

PyTtoken 3UIM 2.0 nogaepxvBaeT ABa BapuvaHTa TOro, KaK CEKPETHbIN KIY MOXET OKa3aTbCs Ha
TOKEHe:
e 3arpy3ka Kroya Ha TOKeH BMecTe ¢ cepTudmkaTom B hopmarte *.p12
e reHepaums Knwo4va HernocpeACcTBEHHO Ha TOKeHe C nocriefyLlen NpuBA3Kon cepTudukara K
3TOMY CreHepupoBaHHOMY K14y
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Mbl pekoMeHayeM NpUMEHATbL BTOPOW BapuaHT, Tak Kak OH rapaHTUpPYeT, YTO CEKPEeTHbIA KIoY He
MOXeT OblTb CKOMMpOBaH [0 €ro MOMELLEHUS Ha TOKEH, He OCTaéTcsi B yAanéHHbIx dhannax u
0CBOGOXAEHHbIX CEKTOPaX AMCKa U T.N.

leHepauus knoyen Ha TokeHe 4depes nporpammy XCA BO3MOXHa, HO OCYLLECTBMSAETCS 4yepes
nHtepenc PKCS#11, n3-3a 4yero nonyvatowmecs Knwoum He BuaHbl cpeactesammn Windows. 3710
Aenaet MX HenpurogHbiMM ANsi Hawux uenen. Ons obxoga yka3aHHOro OrpaHUYeHUst MOXHO
cosfaeaTb KMNOUM C MCMOfb30BaHMEM nporpamm, paboTarowmx He 4epe3 Microsoft CryptoAPl,
Hanpumep, nporpammy AuraToken.

AuraToken BbIBOOMT CMMUCOK KITHOYEBLIX KOHTEMHEPOB Ha MEPBOM NONaBLUEMCS TOKEHE U MO3BONSET
co3fgaBaTb Ha 9TOM TokeHe HoBbIM Kitod RSA pgnuHon 2048 6uT. MOXHO €O34aTb HECKONbKO
KMtoYen, ykasaB KaaoMy M3 HUX YHUKanbHOE UMSA KOHTEMHepa, HO, Kak NpaBuio, 3To He TpebyeTca.
Bo mn3bexaHne BO3MOXHbIX HEOOQHO3HAYHOCTEW, NOAKMNIOYANTE K KOMMbIOTEPY TONMbKO OAWH TOKEH
npu paboTe ¢ NporpaMmmon.

Co3gaHwe KNroYen Ha TOKEHE — x

CBEW

CBEN |

OBHoBUTE Co3pate cekpeTHEIR Koy I

lMocne cosgaHus knoda OH OyaeT BuaeH B naHenu ynpaeneHus PyTokeH M MoxeT ObiTb
nmnopTtupoBaH B nporpammy XCA 4epe3 meHwo "Moaynb 3awmtel" / "YnpaBneHue moaynsimm
3awuTbl”.

X Certificate and Key management ? X

YnpaBneHne MOgyNAMH 3alWmTsl E o

P CBEf S
WMnopTHpoBaTE BCE

VMNOpTUpOBaTE I

ToToso
YOanuTe 13 crMcKa
MoKasaTh CEEAEHUA
YAAAMTE M3 MOAYNA 3ELMTbI

MNeperMeHoBaTL B MOAYNE 3EUMThI

Cryptoki version: 2,20
Manufacturer: Aktiv Co.
Library: Rutoken ECP PKCS #11 library (1.9)

HassaHue: Rutoken ECP <no label>
Moaens: Rutoken ECP
CepuitHent Homep: 3ae 166ef

O6paTnTe BHUMaHUE, YTO UMMOPTMPYETCS HE CaM CEKPETHbINM KItoY, a TOMbKO CCbiflka Ha Hero. Cam
KoY NMpY 3TOM OCTaéTCsi Ha TOKEHE.

lMocne nmnopTa KoY NosSBUTCA Ha BKNagke "3akpbiTble Knoun", rae ero MoXXHO nepevMmeHoBaThb.
Mpouecc cosgaHua cepTudukaTa nonb3oBaTensd aHanornyeH onucaHHomy B M. 4.6.5, 3a

UCKMIOYEHMEM TOrO, YTO Mbl HE FeHepupyeM CEeKPETHbIN KoY, a BbiGMpaeM MMMOPTUPOBaHHLIN
paHee.
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X Certificate and Key management ? x

Cospatb cepTudukar x509

MepBoMCTOUHMK CyfeexT Pacwmperua OBRacTe NPMMEHEHNA KNKDYa AononHUTensHD KomMmeHTaphit

Internal Name |MacreproKeH N20987350479 ‘

Distinguished name

countryMame | | organizationalUnithame | |
stateQrProvinceMame |CBEDJ]J'IUBD(EF| obn, | commonMame |Mav:rep-mr(en N20337350479 |
localityName |EKaTepmH6ypr | emailAddress |ryabtsev@aura-e‘ru |
organizationName |CBEI:1 |

Tun Cogepxanne JobasuTs
0 role Aamunnctpatop AYPA YoamTe
1 role Hanaguuk AYPA
2 role Menesosatens AYPA

SaKpEITHIA KoY

(rMaCI'ED—TOK.EH M20987850479 (Moayne sawmTe RSA:2048 bit) l JoBEENTE B CNMCOK WINOMb30BEHHKIE KMOUW | CreHEpMPOBETE HOBLIA KIHY

Carcel

Mocne cos3panunsa cepTudmkata XCA npeanoXuT COXpaHUTb ero Ha TokeHe. CriegyeT OTBETUTb
oTpuuaTenbHO, Tak Kak cepTudUKaT, COXpaHEHHbIN Ha TOKeHe HenocpeacTBeHHO n3 XCA, He ByaeT
BnaeH cpeactesamm Windows.

- X Certificate and Key management X

CoxpannTe cepTUgMKAT K042 8 Mogyne sawmTel 'Rutoken ECP <no label=
(#3ae166ef)'?

Yes

BmecTo atoro akcnoptupyem ceptudukat B popmate DER...

X Certificate and Key management ? X
3KcnopTupoBaTh cepTudrkaT ﬁkﬂi_@. )

BHyTpeHHee uma ‘MEUED-TUKEH N20957350479

Wma daiina |F:'nMacrap-ToKeH_NEDQS?SSM)‘Q.cer |

[BouunHeri DER dopmaT

DOPMAT ANA SKNOPTa

DER (*.cer) -

Cacel

... CBAXXEM €ero C Haxoadauwmnmca Ha TOKeHe Knk4oM Yepes naHenb ynpasieHna PyTOKeH.



AuraQt. OnucaHune n pykoBoACTBO Nonb3oBaTens 100

il Mawens ynpaenenna Pytoken X

AJMUHNCTPUPOBaHKE | | Hactpoiikn O nporpamme

Mogknw4eHHsie PyTokeH

|ij-roxen 34N 2.00 - | BaecTin PIN-kog, .

Tum: RSA, Key signature, OTKpBITbIA knkoy: 2048-6uT
(7= AktivruToken CSPv1.0
\[u Wcnons30BaHue: UMdpoBas noannce
HeWsENEKAEMan M HEIKCNOPTUPYEMAR KNKDYEEaA Napa

ma WeTekaet 3aperucTpupoBaH
Knroun(l1)

9 Kntouesan napa RSA
CBEMW

4 x * i
Buinucate HMmnopTrposaTe YaanuTe AIHAYNTE CEPTURHUKAT BolicTEa

CepTHgUEAT

3aKpeITE

lMocne HasHayeHus Kdy cepTudmkata u OOHOBNEHWS npeacTaBneHust BUOUM, YTO paHee
BesbIMAHHAA KnloveBas napa B KoHTenHepe "CBEWM" Tenepb o6beauHeHa C COOTBETCTBYIOLLMM
ceptucdpmkatom. Hagnuce "CepTudmkaT HeHagéxeH" 0O3HavaeT, 4YTO Mbl He MMMOOPTUPOBanu
COOTBETCTBYIOLMIA cepTudmKaT ULeHTpa CcepTMduKauum B CMMCOK [OOBEPEHHbLIX LIEHTPOB
ceptudmkaunn Windows. 3TO MOXHO caenaTb WU Toroa Hagnucb cMmeHuTca Ha "Ceptudukat
aencteuTeneH", HO NpW UCMoONb3oBaHMM cepTudukaTa TOMbKo Ans padoTbl C perncrtpaTtopamm
AYPA, 3TOro MOXXHo 1 He genaTb.

il Mawens ynpaenenns Pytoken >

AgmuHncTpuposaHne  CEPTMOMKATE  Hacrpofikn O nparpamme

MogkatayerHeie PyTokeH

|ypy-roxen sunaoo v 0 BiliTh

Macrep-Token N209BT7850479
[ Microsoft Base Smart Card Crypto Provider
L_,,‘J @ CepTWgWEAT HeHagexeH
CepTHGMKAT € HENSENEKAEMON 1 HE3KCNOPTUPYEMOI KNIOYeE0R Napoil

Mma Mcreraet 3aperncrpuposad
NMnuneie ceprudmkare(1)
Macrep-ToxkeH N20987850479
B e 27.09.2069
CBEM
3 % X K | i
Buinucate WmnopTMposaTe 3kcnopTWposaTe  ¥ganuTe Mo ymondaduw  Csolicrea

cepTHgUEIT

3aKpLITE

4.7 XpaHeHue naponen gocryna
Mporpamma AuraQt moxeT GbITb CKOH(pUrypMpoBaHa AN UCNOMb30BaHUSA OOHOMO MM HECKOSbKMX
naponeu gocTyna K pasnuyHbiM OYHKUUAM U BHELLHMM YCTPONCTBAM, @ UMEHHO:

e naponb goctyna k MMS-cepBepy perucrpartopa

e naponu goctyna k MMS-cepBepam BHELLUHUX YCTPONCTB
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e Maponu gocrtyna K BHelwHuM FTP-cepBepam

Maponu coxpaHsawTca Ha Aucke B 3alwMdpoBaHHOM, HO obpaTumom Buae. Kniod wmdpoBaHus
YHUKaNeH pAna kKaxgoro peructpatopa. Pamn napone mMoxeT ObiTb W3BMNEYEH cpencTtBammu
OonepaumMoHHON CUCTEMbI perucTpaTopa npyv HanuuMuM [OCTyna K Hel, HO HeusBriekaem npu
HopMarnbHOM pabote pernctpatopa. Pann UMeET CcryvarHbli pa3Mep, He MNO3BONSOLLNIA
YCTaHOBUTb KOMUYECTBO U AMNNHY COXPaHEHHbIX Naponen.



